odgsu IPsec gds peodle Catalyst 9000X
Series Switches

l lJozbsb b Jo

299 IPsec

lJopde 10S
pw9.s Loz de bg PD
lowed ol L izble gl o lzol
10Sd
pwoas ldozde 85 PD
29,8 wuslule PD
whbs. g DataPlane Packet-tracer

sz lzlole : slule, PD

lo Sl 6

lJp 9500

S 031 9888 IS8 1L $388 lue,ue w)y9e9dsd low (IPsec) Jupd gJs plaé pusl;6 9300X
pu_éola.

IJecbdole IJlul jusé

lJpolbdolo

w9os Cisco yig oJ9u s pgy9s wldpesluose 1Joldss:

* |Psec

lJedovlo Idpuwespd



ouwowd Idpedspele 1Jglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jebss Ideldss:

* |Jb,l; C9300X
* |Jb,l; C9400X
« Cisco I0S® XE 17.6.4 slJloshle IJizse

op louble Upg_J3p|u Ugl_po Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u.)lu apsg UIao_)o Upu»ua_\po -_95 05l IJrouuUL_p uudgsu prouuga (Idujluos) LBIIJlye

pedsple lvluss

wael po IJpzedle Cisco IOS® XE 17.5.1. wigp Idpe9dle Catalyst 9300-X Series Switches
w9999 IPsec. s9u9, IPsec pweysle gldss oo |._Jiro|.;, o edld IJouvds) 9ldpuolb 6.
CAJlolds [Us zelss Idoslole po 1suosd €y Idpuosz wo. $99) wudss IPsec gds CI300X
0Bl 8l Tows wsw wblisu wlguegsle wdose sVTI (3lzos IJud s Idblo,ss IJeluws).

wp el >gp IPsec gJs peodle Catalyst 9400-X Series switches s Cisco IOS® XE 17.10.1.
wsupl we wzys> >gp Catalyst 9500-X J 17.12.1.
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IJogzsoe

lJodosy

e ldotbsbs Jduvedo

Jig )l o o3l IJpold. sgpd JJ po Catalyst 9300X 9 ASR1001-X Jubbs, IPsec pg slzole 1Juud s
|Jblo,sé IPsec.
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Private Network Catalyst 9300X Public Network ASR1001-X Private Network

CowsSw Uygsue HSEC

pJduo IJ IPsec ywps gds 1Jplbo 2dljo 9300X pu oo HSEC o s e (C9000-HSEC) plbJye..
903l sgedud g IJlubes IUluwlwss 1J1g)s JJwszse IJpuwewss lJs XE po Cisco 10S 1Jes
wgp IPsec: pse sY9u wygsue HSEC plbdycl W ib Jjshe luolzss IJouvds) ldpuwese wo.
eJs 1dpl>s zudl;6 9300X pu06: IJud 9§ iougvg U939 gplso CLI sy gewwe lu Jl sydo
oyesue HSEC:

<ttroot>
C9300X(config)#

int tunnell

C9300X(config-if)#

tunnel node ipsec ipv4

% tunnel node' change not al |l owed

*Sep 19 20:54:41.068: %PLATFORM_IPSEC_HSEC-3-INVALID_HSEC: HSEC

license not present: |PSec node configuration is rejected



Souse ougsue HSEC s w9uosd IJpesd o CSSM iy CSLU Llwaegsle IJo,isue 1J3ds:

<{froot>
C9300X#

license smart authorization request add hseck9 | oca

*0Oct 12 20:01:36.680: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new licensing authorization code wa

lJozdl pu vowse wgsue HSEC Luvdd ozse:

<tfroot>

C9300X#

show | i cense sunmm

Account Information:
Smart Account: Cisco Systems, TAC As of Oct 13 15:50:35 2022 UTC
Virtual Account: CORE TAC

License Usage:

License Entitlement Tag Count Status
network-advantage (C9300X-12Y Network Adv...) 1 IN USE
dna-advantage (C9300X-12Y DNA Advantage) 1 IN USE
C9K HSEC (Cat9K HSEQ) 0

NOT | N USE

wedsu IPsec Jyog 1o 8 eds 9lzod 1o s:

<#root>

C9300X(config)#

int tunnell

C9300X(config-if)#

tunnel node ipsec ipv4

C9300X(config-if)#

end



wperd wpdsu IPsec: suouz wygsue HSEC 9o IJlgwesle

<{froot>
C9300X#

show | i cense sunm

Account Information:
Smart Account: Cisco Systems, TAC As of Oct 13 15:50:35 2022 UTC
Virtual Account: CORE TAC

License Usage:

License Entitlement Tag Count Status
network-advantage (C9300X-12Y Network Adv...) 1 IN USE
dna-advantage (C9300X-12Y DNA Advantage) 1 IN USE
C9K HSEC (Cat9K HSEQC) 1

I N USE

zplse w9 SVTI

Suvwede wdysy IPsec gJs CI300X udgsu IPsec lJ¥sluvs pu Cisco 10S XE. o3l wdysy
SVTl cuwsh olguegsle | 6 J IKEVZ, 258 wuwwgsp wog IKEV2
Il e,luos: 9lgelz IKEV2: seessd |PS€C‘_9ro,JL9 ubsa IPsec J IKEv2.

wosis6 C9300X

<{froot>

ip routing

crypto i kev2 profile default

match identity remote address 192.0.2.2 255.255.255.255
authentication remote pre-share key ciscol23

authentication local pre-share key ciscol23
|

interface Tunnel 1

ip address 192.168.1.1 255.255.255.252
tunnel source 198.51.100.1

tunnel mode ipsec 1ipvé4

tunnel destination 192.0.2.2

tunnel protection ipsec profile default


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-3s/sec-flex-vpn-xe-3s-book/sec-cfg-ikev2-flex.html#GUID-F936D366-EEE2-4016-A8CA-DE4EF6C1B205
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-3s/sec-flex-vpn-xe-3s-book/sec-cfg-ikev2-flex.html#GUID-F936D366-EEE2-4016-A8CA-DE4EF6C1B205

~ odlzbs: wpel Iy Catalyst 9300X L1168 g0 p2od bu8s 9,09 wuvdd luwluvs: Bszu
opdsu wozso ip vuvdd vosse Jdepsile Idpuwewss [Js Ideszse pod VTI JJgpd.

odsu IJubs,

<ffroot>

crypto i kev2 profile default

match identity remote address 198.51.100.1 255.255.255.255
authentication remote pre-share key ciscol23

authentication local pre-share key ciscol23
!

interface Tunnel 1

ip address 192.168.1.2 255.255.255.252
tunnel source 192.0.2.2

tunnel mode 1ipsec 1ipv4d

tunnel destination 198.51.100.1

tunnel protection ipsec profile default

JJeuood £Js pulduivs 1de, odLosdl Jpgodd wus odoso IKEV2 g IPsec. | zle o)lzeé
>Jis odase, C9300X IPsec.

IJozdd pu lduoes
w99 IPsec

Seodd ouldss IPsec gJs 1Juble 11wl gus CI300X wuvdd osdds o 1Jlub ps 1 Iuwluss
JJwgzso (ASR1000. ISR4000. Catalyst 8200/8300. 95! s 3JY): 25 Sop wudss pelded
050 IPsec s IJogdspele [Jo)pezss 1U>@s@e Jeeldz wr9§ 1Jde (QFP).

S oUd wuso lehsé wozse CI9300X |Js ASIC Ju9w999d UADP. guldolds Blu pelbpe psjo
QFP Jl cubwd oul.

9ldsIp weuo IJlRedlvle 1U)ssuvss:

o Jlse,ue Iduble 1wl us show crypto ipSec sa peer x.x.x pgJ9ple w)ypzs IJoble
IJIwluws e FMAN |Js QFP.

+ Jlseed cede Ueie ksuol (1Jpss> eds o3l bulo).

« Jls>gpe UADP ASIC w008 290 p)9) Idogivds) J3dY Jl subo@ uble show crypto
rule platform

puwess IJogde 10S


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_ipsec.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_ipsec.html

-.,_SE} anéé PU PUNTIS oadp IPsec pro|C'J.J| op|ro| .le| 09 UCU VUQuuvé .J.Ji(,]'opé
IJluwluwss Jdwszso:lze - Jeyue IPsec SA ldpewo W6 10Sd:

<#froot>
C9300X#

show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 198.51.100.1

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.
remote ident (addr/mask/prot/port): (0.0.0.0/0.
current_peer 192.0.2.2 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 200, #pkts encrypt: 200, #pkts digest: 200
#pkts decaps: 200, #pkts decrypt: 200, #pkts verify: 200
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr.

0.0.0/0/0)
0.0

failed: O

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors O

local crypto endpt.: 198.51.100.1, remote crypto endpt.: 192.0.2.2

plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb TwentyFiveGigEl/0/1
current outbound spi: 0x42709657(1114674775)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: Ox4FE26715(1340237589)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2098,

flow_id: CAT9K: 98

, sibling_flags FFFFFFFF80000048, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (26/1605)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: 0x42709657(1114674775)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2097,



flow id: CAT9K: 97

, sibling_flags FFFFFFFF80000048, crypto map: Tunnell-head-0
sa timing: remaining key 1lifetime (k/sec): (32/1605)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

Jlzb flow_id s 1J1g)lz: 952w 1o Ssblud 03l perd 1Jesdd Idpsws B puueds lglsd
lJusgso.

puwe9s IJogde Vs PD

lzuolssle wso 108Sd 9puweys IJezdp Ss PD

<ttroot>
C9300X#

show pl atfor software ipsec policy statistics

PAL CMD REQUEST  REPLY OK REPLY ERR ABORT
SADB_INIT_START
SADB_INIT_COMPLETED
SADB_DELETE
SADB_ATTR_UPDATE
SADB_INTF_ATTACH
SADB_INTF_UPDATE
SADB_INTF_DETACH
ACL_INSERT
ACL_MODIFY
ACL_DELETE
PEER_INSERT
PEER_DELETE
SPI_INSERT
SPI_DELETE
CFLOW_INSERT
CFLOW_MODIFY
CFLOW_DELETE
IPSEC_SA_DELETE
TBAR_CREATE
TBAR_UPDATE
TBAR_REMOVE

~N w w w
O OO OO PWUIODTOONWOARANOWRANWW
~N w w w
O OO0 PMNWUIOOTNONWORANOWRARNWW
QO OO O0ODO0OODOONOODODOODODOODOOOO
[eNeNeNeoNeNoNeNeNolNoNeNolNeNeNoNeNe NoNe NoNo No

PAL NOTIFY RECEIVE  COMPLETE  PROC ERR IGNORE
NOTIFY_RP 0 0 0 0
SA_DEAD 0 0 0 0
SA_SOFT_LIFE 46 46 0 0
IDLE_TIMER 0 0 0 0
DPD_TIMER 0 0 0 0
INVALID_SPI 0 0 0 0
0 5 0 0



o
o

VTI SADB 0 33
TP SADB 0 40 0 0

IPSec PAL database summary:

DB NAME ENT ADD ENT DEL ABORT
PAL_SADB 3 2 0
PAL_SADB_ID 3 2 0
PAL_INTF 3 2 0
PAL_SA_ID 76 74 0
PAL_ACL 0 0 0
PAL_PEER 7 6 0
PAL_SPI 39 38 0
PAL_CFLOW 5 4 0
PAL_TBAR 0 0 0

z>9d Jlisy, SADB

<{froot>
C9300X#

show plat software ipsec switch active fO sadb al

IPsec SADB object table:

SADB-ID Hint Complete #RefCnt #CfgCnt #ACL-Ref
3 vir-tun-int true 2 0 0

I>¢lJ SADB

<#root>

C9300X#

show pl at software ipsec switch active fO sadb identifier 3

=========== SADB id: 3
hint: vir-tun-int
completed: true
reference count: 2
configure count: 0
ACL reference: 0

SegNo (Static/Dynamic) ACL 1id

pedople w99 IPsec

<{froot>

C9300X#



show pl at software ipsec switch active fO flow al

Flow id: 97

mode:

direction:
protocol:

SPI:

Tocal IP addr:
remote IP addr:
crypto map 1id:

SPD 1id:

cpp SPD 1id:

ACE Tine number:
QFP SA handle:
crypto device 1id:
I0S XE 1interface 1id:
interface name:
use path MTU:
object state:
object bind state:

Flow id: 98
mode:
direction:
protocol:
SPI:
Tocal IP addr:
remote IP addr:
crypto map 1id:
SPD 1id:
cpp SPD 1id:

ACE Tine number:
QFP SA handle:
crypto device 1id:
I0S XE interface 1id:
interface name:
object state:

tunnel
outbound
esp
0x42709657
198.51.100.1
192.0.2.2
0

3

0

0

INVALID

0

65

Tunnell
FALSE
active

new

tunnel
inbound
esp
0x4fe26715
198.51.100.1
192.0.2.2
0

3

0

0

INVALID

0

65

Tunnell
active

lpwod ol IJIgble 9l odlzol

I0S d

Swp wzpsE 19lo, show g debug oo Lvdd Uilise:

<tfroot>

show crypto eli al



show crypto socket

show crypto nmap

show crypto ikev2 sa detai
show crypto ipsec sa

show crypto ipsec interna

<{froot>

debug crypto ikev2

debug crypto ikev2 error
debug crypto ikev2 packet
debug crypto ipsec

debug crypto ipsec error
debug crypto km

debug crypto socket

debug tunnel protection

w9 lJogde s PD

JJeedd po epdsle puvess IJopdp S PDLluweése ebsle IJezds 1desuozs puvedl:
Jouorse l@ble s publdd pogd 96 wpumwess Idepde Os pd: $p vopdsu wuorse léble
puwo9s IJogde W pd:

1. 9p wishs puwess cuwesd dpuwb [Js Bspé waLoszss:

<tfroot>



C9300X#

set platformsoftware trace forwardi ng- manager switch active fO i psec verbose

C9300X#

show platform software trace | evel forwardi ng-nmanager switch active fO | in ipsec
ipsec

Ver bose

2. opdsu ouoest Iigble 1dpuinglb Jeuwess wedp PD:

<tfroot>
C9300X#

debug platformcondition feature ipsec control pl ane subnode | evel verbose

C9300X#

show pl atform conditions

Conditional Debug Global State: Stop

Feature Type Submode Level

controlplane N/A

ver bose

3. Izpe Ie)le wuoese IJigble oy I¢)lz fman_fp btrace:

<#root>
C9300X#
show | oggi ng process fman_fp nodul e i psec interna

Logging display requested on 2022/10/19 20:57:52 (UTC) for Hostname: [C9300X], Model: [C9300X-24Y], Ver

Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds
executing cmd on chassis 1 ...

Unified Decoder Library Init .. DONE

Found 1 UTF Streams

2022/10/19 20:50:36.686071658 {fman_fp_FO0-03}{1}: [ipsec] [22441]: (ERR): IPSEC-PAL-IB-Key::
2022/10/19 20:50:36.686073648 {fman_fp_F0-03}{1}: [ipsec] [22441]: (ERR): IPSEC-b0 dO 31 04 85 36 a6 08



euwe9s wslule PD

IJo2dd e leuplissle 0BG IPsec Jpgmass Idoslule el O 5Jd gpdsle [uudlb IPsec
IJoilisgs pod HMAC s 2ldle Buud lehs IJogigsd

<#froot>

C9300X#

show pl atform software fed sw active ipsec counters if-id al

HBRAHBRAH BB RHH B RAH BB AH BB BHHRRAH BB RSB
Flow Stats for if-id 0x41
HBRAHBRAH BB RHH B RAH BB AH BB BHHRRAH BB RSB

Inbound Flow Info for

flowid: 98

Asic Instance 0: SA Stats

Packet Format Check Error: 0
Invalid SA: 0

Auth Fail: 0
Sequence Number Overflows: 0
Anti-Replay Fail: 0
Packet Count: 200
Byte Count: 27600

Outbound Flow Info for
flowid: 97

SA I ndex: 1025

Asic Instance 0: SA Stats

Packet Format Check Error: 0
Invalid SA: 0

Auth Fail: 0
Sequence Number Overflows: 0
Anti-Replay Fail: 0
Packet Count: 200

Byte Count: 33600



pdlebs: seblug pe ) 1o d pg pe)yd IJesd 9 Vs Ig)lz show crypto ipSec. Jl
Spdu 1dzuo9d £ds leuolisslo 1osd @ 1JW 5386 wluuagsle 1Jle, show platform
software fed switch active ipSec counters W <sa_id>zse SY9u sa_id Vo w SA Vs

IIE)lz 1dowlod.

wbos 9 DataPlane Packet-tracer

Sepd wyulpz Packet-tracer gJs puoo ASIC Jo,y90999d UADP L vdd pgodud opI,?I eudJd
IJe9z9> eds IJuble IJpuwows [Us QFP. spdu wpdsuol el wluwegsle puved $295 19 pubed
e [Js PCAP. oul pold gds luwegsle puved puveuws IJs PCAP (EPC).

1. cpdso EPC suse Il dlb:

<#root>
C9300X#

nonitor capture test interface twentyFiveGgE 1/0/2 in match ipv4 10.1.1.2/32 any



<#root>
C9300X#

show nonitor capture test

Status Information for Capture test
Target Type:
Interface: TwentyFiveGigE1l/0/2, Direction: IN

Status : Inactive

Filter Details:

IPv4
Source IP: 10.1.1.2/32
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

2. ouvgsd IJolds 9958 1Jluw):

<ttroot>
C9300X#

noni t or capture test start

Started capture point : test
*0Oct 18 18:34:09.656: %BUFCAP-6-ENABLE: Capture Point test enabled.
<run traffic test>

C9300X#
monitor capture test stop

Capture statistics collected at software:
Capture duration - 23 seconds
Packets received - 5
Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0
Capture buffer will exists till exported or cleared

Stopped capture point : test



3. wuoss)y Idldoglb |Js o8

<#root>
C9300X#
show nonitor capture test buff

*Oct 18 18:34:33.569: %BUFCAP-6-DISABLE
Starting the packet display

1 0.000000 10.1.1.2 -> 10.2.1.2 ICMP 114 Echo

2 0.000607 10.1.1.2 -> 10.2.1.2 ICMP 114 Echo

3 0.001191 10.1.1.2 -> 10.2.1.2 ICMP 114 Echo

4 0.001760 10.1.1.2 -> 10.2.1.2 ICMP 114 Echo

5 0.002336 10.1.1.2 -> 10.2.1.2 ICMP 114 Echo
C9300X#

nonitor capture test export |ocation flash:test. pcap

4. o vgsd bl cove 1Jg)e:

<{froot>

C9300X#

show platform hardware fed switch 1 forward interface TwentyFi ve@ gE 1/0/2 pcap flash:test.pcap nunber

Press Ctrl + Shift + 6 to exit

(ping)
(ping)
(ping)
(ping)
(ping)

request
request
request
request
request

1d=0x0003,
1d=0x0003,
1d=0x0003,
1d=0x0003,
1d=0x0003,

Show forward 1is running in the background. After completion, syslog will be generated.

C9300X#

*Oct 18 18:36:56.288: %SHFWD-6-PACKET_TRACE_DONE: Switch 1 F0/0: fed: Packet Trace Complete:

seq=0/0, ttl1=255
seq=1/256, ttl=2
seq=2/512, ttl=2
seq=3/768, ttl=2
seq=4/1024, ttl=

:

Execute (

*0Oct 18 18:36:56.288: %SHFWD-6-PACKET_TRACE_FLOW_ID: Switch 1 FO/0: fed: Packet Trace Flow id 1is 131077

C9300X#

C9300X#show plat hardware fed switch 1 forward Tast summary
Input Packet Details:

###[ Ethernet ]###

dst = b0:8b:d0:8d:6b:d6
src=78:ba:f9:ab:a7:03
type = 0x800
###[ IP J###
version =4
ihl =5
tos = 0x0
Ten = 100
id = 15
flags =
frag =0
tt] = 255
proto = icmp
chksum = 0xa583
src=10.1.1.2
dst =10.2.1.2
options ="'
###[ ICMP J###

type echo-request
code =0



Toad = '00 00 00 00 01 1B CF 14 AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD AB CD A

chksum = Oxael?
id = 0x3
seq = 0x0
###[ Raw ]###
Ingress:
Port : TwentyFiveGigE1l/0/2
Global Port Number : 2
Local Port Number )
Asic Port Number 1
Asic Instance 1
Vlan 1 4095
Mapped Vlan ID 1
STP Instance 1
BlockForward : 0
BlockLearn : 0
L3 Interface : 38
IPv4 Routing : enabled
IPv6 Routing : enabled
Vrf Id : 0
Adjacency:
Station Index 1 179
Destination Index : 20754
Rewrite Index : 24

Replication Bit Map
Decision:
Destination Index
Rewrite Index
Dest Mod Index
CPU Map Index
Forwarding Mode
Replication Bit Map
Winner
Qos Label
SGT
DGTID
Egress:
Possible Replication
Port
Asic Instance
Asic Port Number
Output Port Data
Port
Asic Instance
Asic Port Number
Unique RI
Rewrite Type
Mapped Rewrite Type
Vlan
Mapped Vlan ID

RCP, mappedRii.fdMuxProfileSet = 1 , get fdMuxProfile from MappedRii

Qos Label
SGT

B R R R R R R A L R R o A R T R Ak ik o L R S R AR Sk Sk e Sk o S R R L o ok S o b o SR T

Input Packet Details:
N/A: Recirculated Packet
Ingress:

Port

Asic Port Number

Asic Instance

Vlan

Mapped Vlan ID

=

: Ox1 ['remoteData']

: 20754 [DI_RCP_PORT3]

: 24

: 0 [IGR_FIXED_DMI_NULL_VALUE]
: 0 [CMI_NULL]

3 [Other or Tunnel]
['remoteData']
L3FWDIPV4 LOOKUP

o

: RCP

: 0 [Unknown]
1 229 [IPSEC_TUNNEL_MODE_ENCAP_FIRSTPASS_OUTERV4_INNERV4]

: Recirculation Port
: 90

: 0

: 0

H



STP Instance : 0
BlockForward : 0
BlockLearn : 0
L3 Interface 3
IPv4 Routing : enabled
IPv6 Routing : enabled
Vrf Id : 0
Adjacency:
Station Index : 177
Destination Index : 21304
Rewrite Index 21
Replication Bit Map : Ox1 ['remoteData']
Decision:
Destination Index : 21304
Rewrite Index 21
Dest Mod Index : 0 [IGR_FIXED_DMI_NULL_VALUE]
CPU Map Index : 0 [CMI_NULL]
Forwarding Mode I [Other or Tunnel]
Replication Bit Map : ['remoteData']
Winner : L3FWDIPV4 LOOKUP
Qos Label 11
SGT :
DGTID : 0
Egress:
Possible Replication :
Port : TwentyFiveGigEl/0/1
Output Port Data :

Port : TwentyFiveGigEl/0/1
Global Port Number
Local Port Number
Asic Port Number
Asic Instance
Unique RI
Rewrite Type
Mapped Rewrite Type
Vlan
Mapped Vlan ID

o

[Unknown]
3 [L3_UNICAST_IPV4_PARTIAL]
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Output Packet Details:
Port : TwentyFiveGigEl/0/1
###[ Ethernet ]###
dst = 00:62:ec:da:e0:02
src=b0:8b:d0:8d:6b:e4
type = 0x800
###[ IP 1###
version 4
ihl =5
tos = 0x0
Ten = 168
id = 2114
flags = DF
frag =0
ttl = 254
proto = ipve_crypt
chksum = 0x45db
src=198.51.100.1
dst = 192.0.2.2
options ="'
###[ Raw ]### load ="'
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C9300X#

show crypto ipsec sa | in current outbound

current outbound spi:

0x6D1845C9

(1830307273)

<-- Matches the load result in packet trace
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<#root>

CO9300X#



set platformsoftware trace fed switch active ipsec verbose

C9300X#

debug platformcondition feature ipsec datapl ane subnode all |evel verbose

C9300X#

show | oggi ng process fed nodul e i psec internal
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<#root>

debug platform software ipsec info

debug pl atform software ipsec error

debug pl atform software i psec verbose



debug pl atform software ipsec all
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