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|Jp 95006

SueW 03l 98886 wubdsd 9u9ds) pu Zero Touch Provisioning (ZTP) gJs Cisco pl>é 2ud156
9000 sery pdulz.

Ipclbdolo IUlgulusé
lJeobdolo
o902 Cisco Ll wdsw Jssd pe,ds Lldeslose IJoldss:
© sy Ehe wa9wadsd IJodsse Issolesds JJpuosd (DHCP) eds 1Upzod

. !u»'u»@'o Iluou vlswyu
o Iuwlgwsle g3 HTTP/TFTP

pobdole Joygsue

© Sew o S0 woEsLe 86 IUubuds I Network Essentials o bol.
Il b 06 1l ul pusé 1 pse906

+ pz9dlw Catalyst 9300 Series Jos ouved lJluosl,) 16.5.1a
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lJpdovlo Idpuuwespd
ouwow Idpedspele 1Jglyo W o3l ldpuwens 1Js luosble Idolez ldedsole 1Jpebss IJeldss:

* lJpeg9d Cisco Catalyst 9300 switch ¢ Js Cisco IOS® XE 17.6.4
« s&pd lJpeod Cisco Catalyst 3850 switch Jgl>e DHCP o wdssy IJgsl 67
* Sewds ldpuosud IJuoliss IUpoww pg 306 HTTP gJs pJwd Python.

op logvle IJPE.Jgrqu |.J_9IJ)o WIS o3l Idpwews pu I.JlaoJo 1Jp9296 WS wSiS6 pgpdso gluoo.
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lLuwe ldogbsbs Jduvods

HTTP server

1) Switch boots up without startup
config; ZTP initiates & sends DHCP

cisco switch as DHCP server request

2) DHCP offers with option 67 which
has HTTP IP & URL (Option 150 for

TFTP)
G1/0/1
Vlan 1 3,4 3) Switch downloads ztp file from
1 HTTP server; Activates guestshell;
loads the python file which has
3,4 configurations

4) Guestshell is destroyed

automatically & "script execution
New C9300 switch with no success” is displayed.

"startup-config"

Ilesls sldgbosle IJigwluss JJlesls 590 Jpuw

gpdso ZTP (IJgbsle lJowosdsé)

S89p ZTP Llepws odsu peodle Catalyst 9000 Series pg £30 wIJ9s0 woe lJogvgsd gws
93800 [Js IJuvwds 1Je9z936. S 03l 590 s wagd 83968 swpe Uiz IJgbsle 1o osdso
oul:

lJglogs 1. w9 osd [Jpesd 1Uz>so

e wo9uosd e2ad 228> wlduuss IJiuwluuss 1Jzldss s1dbl§s 1Jp9z956 dis IJzols. soe
0posd Idpzed 290 wdosy wae lJovgsd.

IJzbb9s 2. wse ZTP

Swp wie £oJs6 ZTP L9l ywbd 1dpeed wdilissl.

lJ¢bgs 3. bd DHCP

Souwd 1Jpzsd Luwlds 1doules DHCP.



|Jeb9é 4. | woegloé DHCP

Suvoesy el DHCP oe 8,00 souopu IJesh 67 91d3s spess eds euslu IP 9 URL Jgbe
HTTP.

|Jglogsé 5. URL J HTTP

sodds lJpdolz IUg oo 9szuod eds gwslu IP Jleuoldo IUglue. Jel luel wodds ol IP
IJgluo wébe HTTP e uolu URL IJJled Jouisd pJud ztp.py.

1Jgb9é 6. oujsd

Swed [Jpesd IJs ebe HTTP 9suid zTPpy I e .

lJglogs 7. 9uwlo,6

SW9e lJpead vouuivsb shell oJglissl.

lJglo9d 8. vy lJudssule

S99p IJpzed woudss pJud Python gsepe wbosy Idodssole oddlss!.
lJglogs 9. wele

S89p 1Jpz9d wusps) bus |Jlelusript executionisasuccessy s p €502 IyuwlJs.
lJodosu

lesls 306 HTTP

U096 1. ooose 306 HTTP Gs IJpuosd [Jooliss (peld Linux)

sudo apt update
sudo apt install apache2

lJglogs 2. Juuile pJwd python ztp_http.py

I3l boyo ls pubdds B IUBgule: Iuuagspchmod 777031 Jpue 130 Jlod JJpdus.

Sewds pdud Python gds IJogdsple 1do)pesd [dos wp odosuol pu Idpole Idoeldse:
1. lbol, 1Jisle,.

2. odysu lJlugwoele.



3. 1dezdl pu ldodssu.

J9s olsesu

#Importing cli module
import cli

print "\n\n Running show version \n\n"
cli.executep('show version')

print "\n\n Configure a Loopback Interface \n\n"
cli.configurep(["interface loop 25", "ip address 192.168.0.25 255.255.255.255", "end"])

print "\n\n Running show ip interface brief \n\n"
cli.executep('show ip int brief | i up'")

print "\n\n ZTP is success \n\n"

£99¢ pJ python.

Sew wgisu 03l ldpdwd weo Nawwwihtml golj Linux.

vm: /var/www/html$ 1s -1 ztp_http.py
-rwxrwxrwXx 1 root root 346 Apr 04 14:14 ztp_http.py

1J¢b9o 3. 1Joz 88 pu pud g306 HTTP g Listening

Iovegse IUle, service JJopdd pu wie wuvgsd g306 HTTP go g sdol 1J10.

vm: /var/www/html$ sudo service apache2 status
Active: active (running)

©2B8 pu ldpuds IUds oo pe [Jso 306 HTTP 1JlG.

vm: /var/www/htm1$ sudo netstat -anp | grep apache
tcp6 0 :::80 :::* LISTEN 1998/apache2 <<<< Listens at 80

IUekss 4. 1Jced8 pu pour 9z ude Idpuss

w2l pel Bl Ulo 1dpd Slod! JJewisd v puvetrue 1Jssw.



1. 18 s pouode Jopuw wbuw IJzol; (8Js uwwsd IJpeld. Linux).
2. 1¢d gwdlo URL o3l B Linysbo | Jwp s localhost:80/ztp_http.py

3. cuysdlo ldpdudle od@lssl.

lesl> ¢>06 DHCP

IJelb9s 1. od9su 9lzod 1Jlesl> (zols z280)

o0 IJpwsde 1u sJ9u 1Upesd 1dzass pouadl wldzsd 1/0/1.

enable

configure terminal
interface g1/0/1
description New_9300_switch
switchport

switchport mode access
switchport access vlan 1

Uz o956 2. doso 1Uslzos lpouods ilse HTTP

2150 HTTP (Linux) peuod poluing oldezsd 3850 switch (eJs wwosd Idesld: IUslzos g1/0/2).

enable

configure terminal

interface g1/0/2

description Linux_is_connected_here
switchport

switchport mode access

switchport access vlan 1

IJgo9s 3. o dasu whblg DHCP

pold eds wdsu wepe DHCP pg 1Jesh 67.

enable

configure terminal

ip dhcp pool ZTP_Pool

network 10.0.0.0 255.255.255.0

default-router 10.0.0.1

option 67 ascii http://10.0.0.2:80/ztp_http.py
end



IJoelyd
Jl soz> el lple JJozdd po wozs o3l ldedsse.

wvedlo gerd IJoedpe IUglpdo

No startup-config, starting autoinstall/pnp/ztp...
Autoinstall will terminate if any input is detected on console

--- System Configuration Dialog ---

Would you Tike to enter the initial configuration dialog? [yes/no]: <<<< Do not provide any input dur
Autoinstall trying DHCPv6 on Vlanl

Autoinstall trying DHCPv4 on Vlanl

Acquired IPv4 address 10.0.0.10 on Interface Vlanl

Received following DHCPv4 options:

bootfile : http://10.0.0.2:80/ztp_http.py

stop Autoip process

OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery

Attempting bootfile http://10.0.0.2:80/ztp_http.py

Loading http://10.0.0.2:80/ztp_http.py

Loading http://10.0.0.2:80/ztp_http.py dayOguestshell activated successfully
Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

Running show version <<<< show command executed

Cisco I0S XE Software, Version 17.06.04
Cisco I0S Software [Bengaluru], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 17.6.4, RELEASE SOFT

<shipped>

Model Number : C9300L-48T-4X

System Serial Number : FOC2531LGM8

CLEI Code Number :

Switch Ports Model SW Version SW Image Mode

* 1 53 C9300L-48T-4X 17.06.04 CAT9K_IOSXE BUNDLE
Configure a Loopback interface <<<< configuration
Line 1 SUCCESS: interface 1oop 25

Line 2 SUCCESS: 1ip address 192.168.0.25 255.255.255.255
Line 3 SUCCESS: end

Running show ip int brief <<<< Config Verification



Vlanl 10.0.0.10 YES DHCP up up

V1an4094 192.168.2.1 YES manual up down
GigabitEthernet0/0 unassigned YES unset up up
GigabitEthernetl/0/2 unassigned YES unset up up
GigabitEthernetl/0/3 unassigned YES unset up up
Apl/0/1 unassigned YES unset up up

Loopback25 192.168.0.25 YES other up up

ZTP 1is success

Guestshell destroyed successfully
Script execution success! <<<< Success

lweduuld IJlgble gl oJlzol
$98, 03l IJBuwpe pedsple spdud luuwaegsleol Jluwaduld igble IJodssy sluodlzol.
IJeuiddle IJuilisgd

1. 9295 130 DHCP T3, s I s

No startup-config, starting autoinstall/pnp/ztp...

Autoinstall will terminate if any input is detected on console

--- System Configuration Dialog ---

Would you 1ike to enter the initial configuration dialog? [yes/no]:

Autoinstall trying DHCPv6 on Vlanl

Autoinstall trying DHCPv4 on Vlanl

Acquired IPv4 address 192.168.45.117 on Interface Vlanl <<<< Gets Different IP from another D
Received following DHCPv4 options:

hostname : Switch

stop Autoip process

OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery

Guestshell destroyed successfully

stop Autoip process
% Please answer 'yes' or 'no'.
Would you Tike to enter the initial configuration dialog? [yes/no]: no

2. ¢l B e Python



--- System Configuration Dialog ---

Would you Tike to enter the initial configuration dialog? [yes/no]:
Autoinstall trying DHCPv6 on Vlanl

Autoinstall trying DHCPv4 on Vlanl

Acquired IPv4 address 10.106.37.69 on Interface Vlanl
Received following DHCPv4 options:
bootfile : http://10.106.37.59:80/ztp_http.py

stop Autoip process
0K to enter CLI now...

pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery
Attempting bootfile http://10.106.37.59:80/ztp_http.py

Loading http://10.106.37.59:80/ztp_http.py

Loading http://10.106.37.59:80/ztp_http.py dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

File "/bootflash/guest-share/downloaded_script.py", Tine 1

print "\n\n Running show version \n\n"

A

SyntaxError: Missing parentheses in call to 'print'. Did you mean print("\n\n Running show version \n\n

Guestshell destroyed successfully
Script execution success!

3.08p pUO 300 HTTP

Souoe 306 HTTP £Js pulds ppedds. ped 8080 JJo odsso DHCP JJssl 67 suis) lJs
80.

enable

configure terminal

ip dhcp excluded-address 10.0.0.2

ip dhcp pool ZTP_Pool

network 10.0.0.0 255.255.255.0

default-router 10.0.0.1

option 67 ascii http://10.0.0.2:80/ztp_http.py <<<< Change to 8080

o298 pu ubl g DHCP gl vowes gu9lu IP 1U3s we wesswo Jgbe HTTP.


http://10.0.0.2:80/ztp_http.py

enable

configure terminal

ip dhcp excluded-address 10.0.0.2 <<<< Exclude HTTP server address.
ip dhcp pool ZTP_Pool

network 10.0.0.0 255.255.255.0

default-router 10.0.0.1

option 67 ascii http://10.0.0.2:80/ztp _http.py

5. 1c280 pu #506 HTTP. slUls bl slehs Idoyngsd

vm: /var/www/htm1$ sudo service apache2 stop
vm: /var/www/htm1$ sudo service apache2 start
vm: /var/www/htm1$ sudo service apache2 status

ssule oVl uosd 1Ug)pe6

pJdeéuo oo HTTP:

=

HTTP 183 GET /http_ztp.py HTTP/1.1 <<<< HTTPGETrequest
.10 HTTP 245 HTTP/1.1 200 OK (text/x-python) <<<< Response

'_l

o O
o o
o O
'—l

o O
o O
R N

oluosd luwezles HTTP:

Hypertext Transfer Protocol

HTTP/1.1 200 OK\r\n

Content-Type: text/x-python\r\n
Content-Length: 20\r\n

Date: Tue, 04 Apr 2023 12:24:02 GMT\r\n
Connection: keep-alive\r\n

Keep-Alive: timeout=5\r\n

\r\n

[HTTP response 1/2]

[Time since request: 0.204568243 seconds]
[Request in frame: 21]

[Next request in frame: 25]

[Next response in frame: 26]

[Request URI: http://10.0.0.2:80/http_ztp.py] >>>> URL


http://10.0.0.2:80/ztp_http.py
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