odysu wdlb 1Usuo9d (APS) 1Jpspzs eds p2od
EWC-Switch (C9800-SW) wgJld SDA

|J.oé)p5

Suoss 03l 98886 IJepdss lu eds peudy 95595 LS 9,09 (AP) e zols wede JluwdIs
p>p2 £Js pl>6 209156 9000 (pl>0 2udl6 9K) pdwlz (EWC-Switch) W gpdsle vy wgJid SDA
(00l ol o Clsco DNA 35 $ss Iluwegsle).

IJpelbdole Ul uss
lJeobdolo
lve pbldo woudss o3 IJpcblule IUluul uss:
* Bp woduso ldg)es IU,ess IUJlundIdss gds IJpzd Catalyst 9K switch 1U3s Gwse pd
Joz2é IJogde Vs Idubveds Idpedss IdJluwddss (WLC).
o olds pu wdysu 9leos IUluwazle vese uvsope wdysuol Jglzosd e JlgwdIdss (WMI).

« Olds po Cpdsu 8,09 91206 IJpuwedse IUyuusess (GUI) |Us pzed Catalyst 9K switch
2SS $9PS wlJodosu gy 9lzod IJpuuetse IUyuw9pss (GUI).

~ pdlebbo: sopsgp pe9d EWC gds gpdsle IJouiy wgdled SDA Wb W |uoshle 17.3.x.

lJedoule [Jpuuesed

ouwowd Idpedsele 1Uglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1debss Ideldss:



« 1Jpz9J C9300-24P Switch. Cisco I0S® XE. IJ|_osl, 17.3.4
. 126 1JG,es6 IUJluvddss JJluosl, 17.3.4
.+ LBbs 1J909] C9120-AX AP

S ol 1dag Jsale 1513 g 031 1dagsnsn s 11z 38 1a sz 5% Cis cagsisd apadisd Flumb, ol zacse 1ize 8 1aiuig ab Cigs o3l 1ausion cacadd 550y

ppsz (I luag). 13 g Gicdad s 1dagig sde il a0 Ciead! Jdalig ) 1dazad i T,
Y .
lJo 'J_9 SU

lLuwe ldotbsbs Jduveodo



C9300 Switch
EWC-Switch

Layer 2
Switch

9000900,

swwpe Judlb 19 wlo wdsu pousds eulying wpesd EWC. sdduel Jsuwe pobdy.
SIS wluwodsle pz9d 9u09d Jusuosd wilb 1Usuesd (APs) Jduwele worly) Il bld gldsé
IJoss, (HA) B 2lds eebd ppod EWC 1o ulb.



lJodssule

IJglo96 1. wdssu ye) Ideds JdeslSe [Jeésldss ldos uvsoe uuin udlb 1Jsuesd Bsol. 903l
oy Iles Jopdso wdlb 1dsuesd po ldouvesd su2pelo IUlpoeld Jdpulss Idoszsoss
Jdeeld ldeobses JJods 1Jss sop wuiol Bsoe. oo 9lzes IJpuweise IUyumspss: luodd IJs
IJodssy > Jlgvdds > udlb 1Usuosd sludy 998 edles IJowsse 1Ux9Js. i20) zpsSE e
lJ>9Jé IJuwlysé Jeblu9é IJpeldle IJoubspss Judlb [y o9d.

N LUlebs: s 1UluosLle o0 17.3.1 10 17.3.3. G 81206 IJauwesss Iyuuspss (GUI)
IJ¢luos wldeesd po EWC-Switch 95 IJwds sJdwel Jl wbud ls wesssle pos wop
lupl36 505 > sles gw slzos uub, 1JIsle, (CLI) Jpl 09 p9es§ Bs perd wuopse IJigble
pu Cisco CSCvw20478. Lg> oI9Sy yp) wdd 9led Spdud |uols 1Jpiss pu ey Idedsly
g Slzod ldpwosp lhuusessd (GUI).

s~ » Access Points

All Access Points

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

% Country

for list of access paint modals and protocols supported per country and regulatory domain, Apply

Selected Country MX , US |

Regulatory Domain
802.1a/nfac: [ Indoor: -ABN, Qutdoor: -ABN ]

802.11b/gfn: [ Indoor: -A, Outdoor: -ABN |

Country Code Mame
I gL =
MO Macau
MT Malta
MX Mexico
MY Malaysia
MG Nigeria
ML Netherlands
NO Nonway

od9sy CL (e 17.3.1 [Js 17.3.3):

<tfroot>

9300-1#

configure termnal

9300-1(config)#


https://tools.cisco.com/bugsearch/bug/CSCvw20478

ap dot 11 5ghz shut down

Disabling the 802.11la network may strand mesh APs.
Are you sure you want to continue? (y/n)l[y]:

y

9300-1(config)#

ap dot11 24ghz shut down

Disabling the 802.11b network may strand mesh APs.
Are you sure you want to continue? (y/n)l[y]:

y

9300-1(config)#

wireless country MX
9300-1(config)#

no ap dot1ll 5ghz shutdown
9300-1(config)#

no ap dot11l 24ghz shut down

1Jg1096 2. §p wopdsy 9blisd 9236 1wz e IUJluwdIss 9odssy yvwdo VLAN IJos gvodsy
ol 1 o9d 092956 Wsol. luwdd Ids IJedsse > 1Jlesh IJJlgndIds 1Jps ez Bp wuinseo
IJlesb IdJlgndds Idpsee 1Us 9uoe Idopdso soe odssu Idpade: ludy B9 8 + luolds.

Configuration™ » Embedded Wireless Setup

Embedded
Wireless Setup

Location Configuration

Mo locations available

Troubleshooting

Walk Me Through >




gw> wpdso "Ileshs 1ddlpwddis 1dpree” soe >3¢ o0 Iisle, [Js CLI (91208 uulb, 1JIsle)).
wuse 9lged uub, 1JIgle, (CLIS) 030 wuwse LISP gJs |Jpzed Catalyst 9K switch pos widpe

Jg 936 gbp puwess Idoedp/lJE sl 9256 wedpe JluvdIdso pg lluwoele Jolzod puwede
IJubods Idpedss IJdlguddss (WMI) 99236 1deede B 1duvwds 1 pedss IJJluv]Idsé (WLC)
Jogssu puwess Idozde Jduwelz Judlb 1Usuesd sldgedls wlu sdsousl eds 1dJszs.

<#root>
9300-1(config)#

router lisp

9300-1(config-router-1lisp)#

| ocator-table default

9300-1(config-router-1lisp)#

| ocator-set rloc_ewlc

9300-1(config-router-1lisp-locator-set)#

| Pv4-interface LoopbackO

9300-1(config-router-1lisp-locator-set)#

aut o- di scover-rl ocs

9300-1(config-router-1lisp-locator-set)#

exit-1ocator-set

9300-1(config-router-1lisp)#

| ocator-set W.C

9300-1(config-router-lisp-locator-set)#

9300-1(config-router-1lisp-locator-set)#

exit-1ocator-set

9300-1(config-router-1lisp)#

service ipv4d

9300-1(config-lisp-srv-ipv4)#



encapsul ation vxl an

9300-1(config-Tisp-srv-ipv4)#

itr map-resol ver

9300-1(config-Tisp-srv-ipva)#

etr map-server

key

9300-1(config-Tisp-srv-ipv4)#

etr map-server

proxy-reply

9300-1(config-Tisp-srv-ipvad)#

etr

9300-1(config-Tisp-srv-ipvad)#

sgt

9300-1(config-Tisp-srv-ipvad)#



no nmap-cache away-ei ds send- nmap-request

9300-1(config-Tisp-srv-ipv4)#

proxy-etr

9300-1(config-Tisp-srv-ipva)#

proxy-itr

9300-1(config-Tisp-srv-ipvad)#

map- server

9300-1(config-Tisp-srv-ipv4)#

map-r esol ver

9300-1(config-Tisp-srv-ipv4)#

exit-service-ipvéd

9300-1(config-router-1lisp)#

servi ce et hernet

9300-1(config-lisp-srv-eth)#

itr map-resol ver

9300-1(config-lisp-srv-eth)#

itr

9300-1(config-lisp-srv-eth)#

etr map-server

key



9300-1(config-lisp-srv-eth)#

etr map-server

proxy-reply

9300-1(config-lisp-srv-eth)#

etr

9300-1(config-lisp-srv-eth)#

map- server

9300-1(config-lisp-srv-eth)#

map-r esol ver

9300-1(config-lisp-srv-eth)#

exit-service-ethernet

9300-1(config-router-1lisp)#

i pv4 source-|ocator LoopbackO

9300-1(config-router-1lisp)#

nmap- server sessi on passive-open W.C

9300-1(config-router-1lisp)#

exit

9300-1(config)#

interface LI SPO



9300-1(config-if)#

exit

9300-1(config)#

router lisp

9300-1(config-router-1isp)#

site site_uci

9300-1(config-router-lisp-site)#

descri ption map-server configured fromWreless LAN Controller

9300-1(config-router-lisp-site)#

aut henti cati on- key

9300-1(config-router-lisp-site)#

exit-site

9300-1(config-router-1lisp)#

exit-router-lisp

9300-1(config)#

ip dhcp relay information option

9300-1(config)#

wireless fabric

9300-1(config)#

wi rel ess managenent interface LoopbackO

9300-1(config-mgmt-interface)#

exit

9300-1(config)#

wi reless fabric control-plane default-control-plane



9300-1(config-wireless-cp)#

i p address

key 0O

9300-1(config-wireless-cp)#

exit

1J1095 3. Bes 1Ugbo9s 2 1glLo6 wplss Idouin IJos e loubliol ops edles IJoussoe gl
bed loue 1e9e 91z 0dbs 1Usuosd ol osd eod Lvods VLAN 9Gole 1dubods 1JB)g.s6.
lbe,luosl sop pde 28J VLAN o uo@l o 2045, s wpez VLAN Id pgoJld o sdog luwog pdo
g5y 1o 1J VLAN id suwgs Joo wso 2045 9 4094 909 suwés Jouo puvodd pu jwdv zJé
229, (Jl pwdIsé: Iy JluwdIs suwpz jw9o 1o sumoged 03I VLAN). ez 1o eld IdoBluasd.
lod) 898 whbousyd

» Embedded Wireless Setup

Location Configuration

+— Back

General
Location Name* EWC-Location AP Onboarding
Description —— e
REERo ’ o : IP Address® 172.16.80.1
¥ gh
Subnet Mask® 255.255.255.0
DHCP Server® 172.16.80.1

03l s¢J@ IJ VLAN Jo sl 19,09 SVI J Iy AP VLAN (e3¢d wlduos) J A!:’S). AP p99¢.
wsluwo 9 RF Ubl g6 9 L2 9 L3 v Js pgydle (VNIDS) blojyss. 030 o5 1JI9le) IJos swp
29swol B 9lzod yulo, IJIsle, (CLI) woses JJélogs 3.

<{froot>



9300-1(config)#

interface LI SPO. 4097

9300-1(config-subif)#

router lisp

9300-1(config-router-1isp)#

| ocator-set rloc_ewc

9300-1(config-router-1lisp-locator-set)#

exit-1locator-set

9300-1(config-router-lisp)#

i nstance-id 4097

9300-1(config-Tisp-inst)#

renote-rl oc- probe on-route-change

9300-1(config-Tisp-inst)#

dynani c-ei d APONBOARDI NG 0_2674_4097_8188

9300-1(config-lisp-inst-dyn-eid)#

dat abase- mappi ng 172. 16.80.0/24 | ocator-set rloc_ewc

9300-1(config-lisp-inst-dyn-eid)#

exit-dynam c-eid

9300-1(config-Tlisp-inst)#

service ipvéd

9300-1(config-lisp-inst-srv-ipv4)#

eid-table default

9300-1(config-lisp-inst-srv-ipv4)#

map- cache 172. 16. 80. 0/ 24 map- r equest

9300-1(config-lisp-inst-srv-ipv4)#

route-export site-registrations

9300-1(config-lisp-inst-srv-ipv4)#

di stance site-registrations 250



9300-1(config-lisp-inst-srv-ipv4)#

map- cache site-registration

9300-1(config-lisp-inst-srv-ipv4)#

exit-service-ipv4d

9300-1(config-Tisp-inst)#

exit-instance-id

9300-1(config-router-lisp)#

instance-id 8188

9300-1(config-Tisp-inst)#

renote-rl oc- probe on-route-change

9300-1(config-Tisp-inst)#

servi ce et hernet

9300-1(config-lisp-inst-srv-eth)#

eid-table vlan 2674

9300-1(config-lisp-inst-srv-eth)#

dat abase- mappi ng nmac | ocator-set rloc_ew c

9300-1(config-lisp-inst-srv-eth)#

exit-service-ethernet

9300-1(config-Tlisp-inst)#

exit-instance-id

9300-1(config-router-1isp)#

site site_uci

9300-1(config-router-lisp-site)#

eid-record instance-id 4097 172.16.80. 0/ 24 accept-nore-specifics

9300-1(config-router-lisp-site)#

eid-record instance-id 8188 any-nmc

9300-1(config-router-lisp-site)#

exit-site



9300-1(config-router-lisp)#

exit

9300-1(config)#

vl an 2674

9300-1(config-vlan)#

name AP_VLAN2674

9300-1(config-vlan)#

exit

9300-1(config)#

interface VI an2674

9300-1(config-if)#

descri pti on APONBOARDI NG 0 2674 _4097_8188

9300-1(config-if)#

mac- addr ess 0000. OC9F. FAD1L

9300-1(config-if)#

ip address 172.16.80.1 255. 255.255.0

9300-1(config-if)#

i p hel per-address 172.16.80.1

9300-1(config-if)#

no ip redirects

9300-1(config-if)#

ip route-cache sane-interface

9300-1(config-if)#

no lisp nmobility liveness test

9300-1(config-if)#

i p directed-broadcast

9300-1(config-if)#



lisp nobility APONBOARDI NG 0 2674 4097 8188

9300-1(config-if)#

exit

9300-1(config)#

wirel ess fabric name APONBOARDI NG 0_2674_4097_8188 | 2-vnid 8188 | 3-vnid 4097 ip 172.16.80.0 255.255. 255.

IJglo96 4. svdJo 1Jplsé 2dl36 9k pdule lu sgpd lsuol I DHCP ol J IJ ap VLAN ssoUiss
Spled DHCP )36, lowdd [Js 1dbhs > wzegle DHCP 5lod) W¥98 + luolds. vwow w)yds
luwe 90w s pede: Lopus b wdues) e3ed Swwe IJs IJ SVI guslo: 911 IJ APs sodlds
sl ldgoly wede.

Create DHCP Pool x

@) Basic (O Advanced

DHCP Pool Name* | access_points | (1-236 Characters)

IP Type | 1Pva v

Network* | 17216800 |

Subnet Mask* | 255.255.255.0 v

Starting ip* | 172.16.80.10 |

Ending ip* | 172.16.80.254 |

Reserved Only

Lease* | MNever Expires v |

| | ||
(0-365 days) (0-23 hours) (0-59 minutes)




Create DHCP Pool

Enable DNS Proxy

Default Router(s) 0000 XKL XXX +
IP Address « Remove
172.16.80.1 > ~
L
NetBios Mame OO0 00K XK +
Server(s)
IP Address ~ Remove
Mo items to display ~
W

DNS
Server(s)

Domain

DHCP Options List

() Basic | (&) Advanced

x

~
IP Address ~  Remove
. & s
No items to display
L
cisco.com
L

|'_?Ji Apply to Device

CLI wyudsd:

<ttroot>
9300-1#

configure termna

9300-1(config)#

i p dhcp excl uded- address 172.16.80.0 172.16.80.9

9300-1(config)#

i p dhcp pool

9300-1(dhcp-config)#

network 172.16.80.0 255.255.255.0

9300-1(dhcp-config)#

defaul t-router 172.16.80.1




lJglo9s 5. §p wodysy switchport Vs 9,08 1U909d 9oguosueo Juvwdo VLAN 1Jpees6
Pyl

<#root>
3850-1(config)#

interface

3850-1(config-if)#

swi tchport node access

3850-1(config-if)#

swi tchport access vl an

lJglogs 6. luwdd IJs [dodssy > 1Jlesh IJdluwdIds [dpes ez 9o, 1Jpsde 1J3s wp lugvlge s
IJg1o96 3. 169y 9938 eJled lJowse wivs> udbs [Jsuod (AP) 9p0 Slisesd udlo Ids o9l
lUpolzs: ige, udlb 1Jsuosd IUos sew @il 8lody 996 se Iduwoe 11ué Jogsse lJs
Slisps uilb 1J9o9d IUpde,us. ol lo $I9u JJ APS pop sodBs sdau esu lds pdlu Elus
byobye sbouyg.

IN cossyt somee pesd EWC Llogsle IJgdlple @39l sogssool: 9ag 309 Bl o3l Jsum
SJISU p389p 90ESSU IUedled 1Ugess 1Uprg9p 09 wessu IJpsde. sop dgp 098¢ Sl
V9 gds IUpzed EWC-Switch. J3JY sgw i od9u zese udlb 1JyLoed Vs IUyveJo
19,886 uduwol slu sop wesswol [ds uduw IJesde.



Configuration - > Embedded Wireless Seup
Location Configuration

= Back

AP Provisioning
AddiSelect APs

Impart AP MAC

AP MAC Address

Availabia AP list

Nismber of selected APs @ 1

AR MAC « AP Name
v Sce1.7629. 2040 APSCE1.7629.2840
1 L " 5, v
L3
e Wirele AP Provisioning
Add/Select APs

om0 o i

AP MAC Adddress

Awvailablia AP list

Muribed of selected APs : 0

AP WLAC ~ AP Name

APs on this Location

(0] Associated AP list

Muribir of selecied APS : 0

AP MAC « AP Name

~
w
>
¢
AP on this Location
@ Associated AR list
Numbér of $elpctid APS - 0
AP MAC w AP Mame
5081 7629, 2040 APSCEN. T629.2B40
1 L 5. w
>

ouoSY oo IJgbgs o3l wyvdsd |Js EWC-Switch:

<#froot>
9300-1(config)#

ap | ocation nane EWC-Location

9300-1(config-ap-location)#

ap- et h-mac

Status

Status

Joined

=

diSH DRI

=

LIESETELIT]



9300-1(config-ap-location)#

tag policy EWC Location

9300-1(config-ap-location)#

tag rf EWC Location

s3I, IJie, ap-eth-mac <ap mac address> JJJ 0 dbé 9,09J wop luolbeol |Us 1Jes .
WSIEL PISE 91> el Suod IJs 500 L§bs 909

IJozedd pu lduogs

Iwegse 03l 1Jle, JJozdd pu luuble GvwJs VLAN gzldeol JIJ oo WMI 9 AP e s 1JJgzs.

<tfroot>

9300-1#

show wi rel ess fabric sunmary

Fabric Status : Enabled

Control-plane:
Name IP-address Key Status

default-control -pl ane 172.16.0.1 ci scoeca Up

Fabric VNID Mapping:
Name L2-VNID L3-VNID IP Address Subnet Control plane name

APONBOARDI NG_0_2674_4097_8188 8188 4097 172.16.80.0 255. 255.255.0

2dd pu eldé wuwzsd udbs 1Jsuo9d wluwegsle 1Jlsle, IJeldss:

<tfroot>

9300-1#

show wi rel ess stats ap join sunmary

Number of APs: 1



Base MAC Ethernet MAC AP Name IP Address Status Last Failure Phase Last Disconnect Reason

ac4a.569c.f560 5cel.7629.2b40

AP5CEL. 7629. 2B40 172. 16. 80. 10 Joi ned

Run Tag modified

9300-1#show fabric ap summary
Number of Fabric AP : 1

AP Name Slots AP Model Ethernet MAC Radio MAC Location Country IP Address State

AP5CEL. 7629. 2B40
2 9120AXI 5cel.7629.2b40 ac4a.569c.f560 default location US

172. 16. 80. 10 Regi stered

Iowegse 03l 1Jle, JJoedd pu eldé udd VXLAN Lluwaésle oblb 1Js o9l

<tfroot>

9300-1#

show access-tunnel sunmary

Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels =1

Name RLOC IP(Source) AP IP(Destination) VRF ID Source Port Destination Port

AcO 172.16.0.1 172.16.80.10 O N/A 4789

Name IfId Uptime

AcO 0x00000069 0 days, 00:20:11

289 p0 CeSsw edled AP Lluwodle o3l lle). szv lo cross vslb 1dsuesd eds vduw
IJedlple 9lo oo, IJpsde Lopu IJpuoa).

<#froot>
9300-1#

show ap tag sumary

Number of APs: 1



AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name Misconfigured Tag Source

AP5CEL. 7629. 2B40

5cel.7629.2b40 default-site-tag
EWC- Locat i on EWC-Locati on

No

Locati on

N LUl Bis 03 Ipeld: 172.16.0.1 09 g9l Loopbackd IP (369 11516 IJlouJdss)
S0l 1suo9d (APs) coupe ldso. wel lo o3l uuuse B prve: Slo dd pdsole
IJouwse cuvs) [Js 3Jd lsual.

lweduuld IJlgble gl oJlzol
IJouoese duinbs sldoowe IJogub IJJlgwddds

Ip wopdsu uuoese IJithc IJuibs sldodlb voce IU)bsy IJugvb (RA) Jigved il
igble £ pdsé IUluuople sluodlzol o9, Tol, RA puwble puuess wuoese IJigble Jzpse
IJepdsle IJos coddled pe Iduinb ez (euslo MAC Jugbe 1Usuo9d B o030 1Jz1Js).
Jopdso wuoese IJigble IJp ok loug 030 Iglbgle.

IJglo96 1. wlds pu 830 wpdsu yisb wusese IJigble.

<{froot>
9300-1#

clear platformcondition all

IJgb9s 2. pdue IJ debug Li,b J IJ ap {upperimac address I, loe )8 1o $oldo.

V%j‘udd lwo,luos: SYIU 98w zols 1Jerue 30 59596 (1800 wluss). spdud jsbe wuozse
IJlgble Jswpe ouvgsdol Jpsé wuod IJs 2085978494 olusé.

<#froot>
9300-1#

debug wirel ess mac



{rmonitor-tine

9300-1#

debug wirel ess mac

{rmonitor-tine



~ pdlebé: py ig_J OUOTST ié_]olc ullb 1J9o9d 1Upwgsséc 9p voubgsd IJio, debug
wireless mac JJJ gu9lo MAC JluwdIs sguslo lserue Julds 1Usuosd. uwsbo,
ouoese léble Ethernet MAC z,Jle DTLS B éb.

~ edlebs: sepd wuoese IJigble CI800 s Idpwz) 9ue9se IJepdss. 903l sgus: lue JI
SOp 2 wuose Jitble eds eduwd gpd IUpebd IUb,8$6 950 p ©EiSU zpSE
IJuvedlo psdol slgdsl Jsop gyu20l Jizdl.

1Jg1096 3. 0 dboé 1U9,09J pu 9lzoé Lulo, 1UIsle, (CLI s wldlbs IJsoed 1J ey 8906 AP
switchport Iy 0§16 1J909d Jlghé wgssw CAPWAP JlJodlb IJoowe 1Jdled.

IJgo96 4. §po LBl wuoese IJigble 31 oo uuwe IJeuudds Gud luwole 98¢ 1)l 8ub
Il e,los 9 1dedsu.

<{froot>
9300-1#

no debug wirel ess nac

9300-1#

no debug wirel ess nac

ol 1o 1uBu2s 98w 1Jes,u 19 IJ debug JluwJds s3su $29l IJ ewe-switch s> pus peds pg



IJluwe:
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log
1296 5. §p wogese pdW uuilb gugly mac.  JIssd IJgsly Juuwg RA trace.log s ¢lbp

¢hezs Jdozdsd 29 louald Iy er0e Iz poluing eds 2duws god 1pzlos 1Jb,dsé.
SVYLod Idozdsd »9u louold ub)l Jeze gpdslo oo IJos wp logilyoel.

U280 pu luwe o covg puwly RA.

<tfroot>

9300-1#

dir flash: | inc

ra_trace

ouwe IJpdd |Js Ebp thes:

<#root>

9300-1#

copy flash:

ra_trace_MAC_<AP_RADIO_MAC>_HHMMSS .XXX_timezone_DayWeek_Month_Day_year.log

tftp://

ra-AP_RADIO_MAC. txt

9300-1#
copy flash:
ra_trace_MAC_<AP_ETHERNET_MAC>_HHMMSS . XXX_timezone_DayWeek_Month_Day_year.Tog

tftp://



ra-AP_ETHERNET_MAC. txt

in order to g,_ow IJ tracelogs gJs luwolissé gduwé:

<#root>
9300-1#
nore flash

ra_trace_MAC_<AP_RADIO_MAC>_HHMMSS .XXX_timezone_DayWeek_Month_Day_year.log
9300-1#

nore flash

ra_trace_MAC_<AP_ETHERNET_MAC>_HHMMSS . XXX_timezone_DayWeek_Month_Day_year.Tog

IJglss 6. Bl Jlu Idywow 1dzos es) sluoe: Bp weee Iduvedle 1sledss IJos os b)s s
o lde, ou_éuokglJl Jdoowe. Jl ceolz s ousese léble 1Ugpsd o6 1356 Jlo 1Jle) $99,
wedle ouorse Iitble Ios op wzeseol sogjsuel slzds! oldded.

<tfroot>

9300-1#

show | ogging profile wireless internal filter

to-file flash:

ra-internal-<AP_RADIO_MAC>. txt



9300-1#

show | ogging profile wireless internal filter

to-file flash:

ra-internal-<AP_RADIO_MAC>. txt

. pdlelbs: s 1ele IJles o3l 1Jss Lizle Tob Jzese puvessle ldouvesd Jeese Ieedsle
909 Jos) Ideee Ids 22 ol lovod werds 1dpuwlerd IJoduss (TAC) Jdpuwless B
lJogdsd gJId odo lJlol.

<#root>

9300-1#

copy flash:
ra-internal-<AP_RADIO_MAC>.txt

tftp://

ra-internal-<AP_RADIO_MAC>. txt

9300-1#
copy flash:
ra-internal-<AP_RADIO_MAC>. txt

tftp://



ra-internal-<AP_RADIO_MAC>.txt

in order to g,ouw IJ tracelogs gJs IJluwolissé gdwé:

<#root>
9300-1#
nore flash

ra-internal-<AP_RADIO_MAC>.txt

9300-1#
nore flash

ra-internal-<AP_ETHERNET_MAC>.txt

1Jg 95 7. 3 wilJs Lingb wuszse IJigbls.

~ odlzbé: olds oy 151Js Lisb wuoese Iigble slisel wes Iuweduuld 1JeuudJs sluodlzol.

eold eds lugoele 0BEbS 9u29d (AP) Ulee

03l 09 gz pelods loold vlees pu puby) wowe RA. Iuueesp vplbiz Iduved JJozdd pu
lJpoeds IJos sedd Wsol udlos 1Jgesd.

bdo 1Jogule CAPWAP glJlwezlws Jo:

<#root>
2021/09/30 17:49:13.823492 {wncmgrd_R0-0}{1}: [capwapac-discovery] [7353]: (note): MAC: ac4a.569c.f560

Di scovery Request received



2021/09/30 17:49:13.823519 {wncmgrd_RO-0}{1}:
2021/09/30 17:49:13.823793 {wncmgrd_RO-0}{1}:
2021/09/30 17:49:13.824314 {wncmgrd_RO-0}{1}:
2021/09/30 17:49:13.824414 {wncmgrd_RO-0}{1}:

Di scovery Response sent

puolBes DTLS JJwezdd pu uoes IJuielss:

<tfroot>

2021/09/30 17:49:23.259157

{wncd_x_R0-0}{1}:

DTLS session create call back received

2021/09/30 17:49:23.259393
2021/09/30 17:49:23.259406
2021/09/30 17:49:23.259406

DTLS client hello

2021/09/30 17:49:23.260931
2021/09/30 17:49:23.260931

DTLS client hello

2021/09/30 17:49:23.267234
2021/09/30 17:49:23.267332
2021/09/30 17:49:23.267891
2021/09/30 17:49:23.270741

Conpl eted cert verification

2021/09/30 17:49:23.608757 {wncd_x_R0-0}{1}:
2021/09/30 17:49:23.608990 {wncd_x_R0-0}{1}:
2021/09/30 17:49:23.609255 {wncd_x_RO-0}{1}:
2021/09/30 17:49:23.609348 {wncd_x_RO-0}{1}:
2021/09/30 17:49:23.609361 {wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-03}{1}:
{wncd_x_R0-03}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

DTLS session has been established for AP

2021/09/30 17:49:23.650838 {wncd_x_R0O-0}{1}:

[capwapac-discovery] [7353]: (note): MAC: ac4a.569c.f56
[ewlc-infra-evq] [7353]: (debug): instance :0 port:1228
[capwapac-discovery] [7353]: (note): MAC: ac4a.569c.f56
[capwapac-discovery] [7353]: (note): MAC: ac4a.569c.f56

[capwapac-smgr-srvr] [7770]: (note): MAC: ac4a.569c.f560

[capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (info):

[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (info):

[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-dtTs-sessmgr] [7770]: (info): Remote Host: 172.16.

st at us: CERT_VALI DATE_SUCCESS

[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 20,
[ewlc-dtls-sess] [7770]: (info): Remote Host: 172.16.80.
[capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.
[capwapac-smgr-srvr] [7770]: (info): Session-IP: 172.16.

[ewlc-infra-evq] [7770]: (debug): DTLS record type: 23,

bJo IUlogosle |Js CAPWAP glJlgvoelws Jo

<{froot>

2021/09/30 17:49:23.650970 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.650972 {wncd_x_R0O-0}{1}:

Recei ved CAPWAP j oi n request

[capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.
[capwapac-smgr-sess] [7770]: (note): MAC: ac4a.569c.f560

0
M
0
0

80
ha

ha
ha
ha
80

ha
ch
10
80
80

ap

80



2021/09/30 17:49:23.652901 {wncd_x_R0-03}{1}: [rrm-client] [7770]: (ERR): ac4a.569c.f560 Failed to overr
2021/09/30 17:49:23.653789 {wncd_x_R0-03}{1}: [rrm-client] [7770]: (ERR): ac4a.569c.f560 Failed to overr
2021/09/30 17:49:23.653959 {wncd_x_R0-0}{1}: [apmgr-capwap-join] [7770]: (info): ac4a.569c.f560 Retriev
2021/09/30 17:49:23.653967 {wncd_x_R0-0}{1}: [apmgr-db] [7770]: (info): ac4a.569c.f560 Operation state
2021/09/30 17:49:23.654039 {wncd_x_R0O-0}{1}: [apmgr-capwap-join] [7770]: (note): MAC: ac4a.569c.f560

Successful ly processed Joi n request
. AP name: AP5CE1.7629.2B40, Model: C9120AXI-B, radio slots: 2, rlan slots: 0, site tag name: default-s

policy tag nane: EWC Location, rf tag name: EWC- Location

2021/09/30 17:49:23.654112 {wncmgrd_RO-0}{1}: [ewlc-infra-evq] [7353]: (note): Msg type :mesg->msgtype
2021/09/30 17:49:23.654233 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [7770]: (info): MAC: ac4a.569c.f560 J
2021/09/30 17:49:23.654311 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [7770]: (note): MAC: ac4a.569c.f560

Join processing conplete. AP in joined state

oJ9su CAPWAP:

<tfroot>

2021/09/30 17:49:23.947851 {wncd_x_R0-0}{1}: [apmgr-ap-global] [7770]: (info): ac4a.569c.f560 Lispagent
2021/09/30 17:49:23.948023 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [7770]: (info): Session-IP: 172.16.80

Config status request was processed and Config status response was sent. AP in Configuration state

2021/09/30 17:49:23.948157 {wncd_x_R0-0}{1}: [Tisp-agent-db] [7770]: (ERR): Invalid source IP address t
2021/09/30 17:49:23.948344 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [7770]: (note): Map request msg sent succ
2021/09/30 17:49:23.949993 {wncmgrd_RO-0}{1}: [h1-core] [7353]: (debug): Radio change on AP ac4a.569c.f
2021/09/30 17:49:23.950130 {wncmgrd_RO-0}{1}: [h1-core] [7353]: (debug): Radio change on AP ac4a.569c.f
2021/09/30 17:49:24.889682 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [7770]: (debug): DTLS record type: 23, ap
2021/09/30 17:49:24.889807 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [7770]: (debug): DTLS record type: 23, ap
2021/09/30 17:49:24.889992 {wncd_x_R0-0}{1}: [capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.80

Capwap nessage received, type: config_status_request

2021/09/30 17:49:24.890020 {wncd_x_R0-0}{1}: [capwapac-smgr-sess-fsm] [7770]: (info): Session-IP: 172.1
2021/09/30 17:49:24.890045 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [7770]: (info): Session-IP: 172.16.80
2021/09/30 17:49:24.890048 {wncd_x_R0-0}{1}: [capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.80
2021/09/30 17:49:24.890134 {wncd_x_R0O-0}{1}: [apmgr-msgelem] [7770]: (info): ac4a.569c.f560 AP domain n
2021/09/30 17:49:24.890135 {wncd_x_R0-0}{1}: [apmgr-msgelem] [7770]: (info): ac4a.569c.f560 AP IPv6 nam
[...]

2021/09/30 17:49:24.890818 {wncd_x_R0-0}{1}: [capwapac-smgr-srvr] [7770]: (info): Session-IP: 172.16.80

Config status request was processed and Config status response was sent. AP in Configuration state

2021/09/30 17:49:24.892967 {wncmgrd_RO-0}{1}: [h1-core] [7353]: (debug): Radio change on AP ac4a.569c.f
2021/09/30 17:49:24.892993 {wncmgrd_RO-0}{1}: [h1-core] [7353]: (debug): Radio change on AP ac4a.569c.f
2021/09/30 17:49:24.964085 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [7770]: (debug): DTLS record type: 23, ap
[...]

2021/09/30 17:49:24.964384 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Creating AP ac4a.569c
2021/09/30 17:49:24.964474 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB:

Successfully created AP

acd4a.569c.f560



2021/09/30 17:49:24.964479 {wncd_x_R0O-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Setting capability
2021/09/30 17:49:24.964479 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB: Updating AP ac4a.569c
2021/09/30 17:49:24.964483 {wncd_x_R0-0}{1}: [ble-d] [7770]: (debug): BLE LTX DB:

Successful ly updated AP a

c4a.569c.f560
[...]
2021/09/30 17:49:25.000954 {wncd_x_R0-0}{1}: [apmgr-capwap-config] [7770]: (info): ac4a.569c.f560

AP is in config ready state. Initial configuration will be pushed

2021/09/30 17:49:25.000972 {wncd_x_R0O-0}{1}: [apmgr-capwap-config] [7770]: (info): ac4a.569c.f560 Sendi
2021/09/30 17:49:25.000975 {wncd_x_R0-0}{1}: [apmgr-capwap-config] [7770]: (info): Preparing FIPS confi
2021/09/30 17:49:25.000978 {wncd_x_R0O-0}{1}: [apmgr-capwap-config] [7770]: (info): Preparing WLANCC con
2021/09/30 17:49:25.001064 {wncd_x_R0-0}{1}: [apmgr-ap-global] [7770]: (info): ac4a.569c.f560 AP 1is 1in
2021/09/30 17:49:25.001064 {wncd_x_R0O-0}{1}: [apmgr-ap-global] [7770]: (info): ac4a.569c.f560

Mode update on AP join : AP already in Local node which matches site configuration

2021/09/30 17:49:25.001081 {wncd_x_R0-0}{1}: [apmgr-db] [7770]: (info): ac4a.569c.f560 Tag process ap w

lo Jsuw IJ ap B luwdaw peds: v 3J9 09 SES> Spos 1o sbud luvdsw cEss). ssbog
wved peled Josl Idywed eds 9226 wedp 1Upz9J-EWC:

<#froot>

*Sep 29 20:54:07.769: %APMGR_TRACE_MESSAGE-4-WLC_CONFIG_CHECKER_WARNING: Switch 1 R0/0: wncd: config ch
*Sep 29 20:54:07.769: %APMGR_TRACE_MESSAGE-3-WLC_EXEC_MSG: Switch 1 RO/0: wncd: % Error: AP: AP5CE1.762

will go for a reboot due to Mdde change from Fl exconnect to Loca
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