luwod ol Iz ble GuestShell 9l oJlzol s
IJlub s 1Jlwlwsé Catalyst 9K

lJpzogsle

Lo 9500
lpclbdole Il wl wsé
el e
leddacile | RPN
pg ol | wl 5o
2lo,6 gled g.)s Guest Shell
lowod ol L izble o] _o izl
L ledaer

29,6 2516 Guestshell

lJp 95,00
S 03l 90886 Jsb I swp,s luosl, pe Guest Shell g Js CatoK pbelp.
lJpolbdolo
c 1JGop IJiuwlws Juulez Cisco IOS® XE
. !ijroé rth.ék‘; J@Qﬁduu
* l9lp, Linux
IJedoule [Jpuespd

ouvows Idpedsple 1Usl)o WOs 03l IUpuwaows IJs luoshle Ideslez sldpdsole 1debse Ioldso:



+ Catalyst 9200
+ Catalyst 9300
+ Catalyst 9400
+ Catalyst 9500
+ Catalyst 9600
« Cisco 10S XE 17.9.1 slJl_osble IJizse

Linux
applications

Guest Shell

Open Application Container

£ API

g

Network OS

e logule |J|0:8J_9|0|C; I;J_glyé IS o3l IJpwaws pu Uiao)'é 1Jp92956 WOS wSis6 pgpdso Eluos.
wlo gpse IJlzojé Urouuo'a)roég WO o3l IJpwoo>=vodg§o PPUNIT (‘Ik.éCJJIkJ.D\S). bBlJloo
drodod 96 Idogivgsd Balds pu Wopd JJdules) Idpzeed Jls lp).



peJsple luwlpussd

ulb)6 gledé gJs Guest Shell

* 99, Guest Shell Lsis6 ©uWSS pg 96 wepd sIEd 2lass Jsugduw (LXC).

* 1Jouesd IJs Iduveds: spdo Jdeumisdsu IUlouold oldgvods po gdld slzole gvodle
Linux. ppl $99, lpdluss louold 9o §9so.

¢ 1d90,09J IJes 31,6 Bootflash: 90, 19,09 Ieul i 106 9256 i jse 31,6 Bootflash
ppl sgpd eds ouwosd blho Idpddle 9gpdsle IJuble wJdBles wlps.

. _9%0_9J Cisco I0S CLI: swpeg IJpuwssdso wldds,s gds Idodled polyiyé pg 9lzos ub,
lJIgle, Cisco 10S: ppl swse lpdluss 1Usee sldozdpe wundlgws les.

© 0oV Iduuulpe IJuuas: wigp ldusiss vouse 900Bsy wlez Python IJuuoss: pel
suse lJogvgsd IJoddlss sldeguosue.

* ogp lJobosyd: spdu wrdse sogbgsd IJ pu cbosdle Jsusdyw 32 o 964 Lo ppl
S99, 1Jpy9u6 9ubl§ 9luwe pu Iz pldle IJ9bsdse.

lwod ol IJIgble 9l odlzol

lJodosu

1. vpdsu I0x.

<tfroot>
Switch#

conf termna
Switch(config)#

i ox

Switch(config)#

Igolbe 1-5>39l:s9 Joo.@:sgé 1Ox. olds pu wubgsd IJJDJI;JI IOX. e suvebse Beuow IJyuwldé
o loule I CLl gduwé 19 o sylze IJlowlz po Idesuo ey

<#froot>

*Mar 10 15:35:40.206:
*Mar 10 15:35:51.186:
*Mar 10 15:37:56.643:

*Mar 10 15: 38: 05. 835:

%UICFGEXP-6-SERVER_NOTIFIED_START: Switch 1 R0O/0: psd: Server 1iox has been notifi
%I0X-3-PD_PARTITION_CREATE: Switch 1 RO/0: run_ioxn_caf: IOX may take upto 5 mins
%I0X-3-I0OX_RESTARTABITLITY: Switch 1 R0O/0: run_ioxn_caf: Stack is in N+1 mode, di

% M 6-1 OX_ENABLEMENT: Switch 1 RO/0: ioxman: |OX is ready

Switch#show iox-service



IOx Infrastructure Summary:

I0x service (CAF)
Runni ng
I0x service (HA)

Runni ng

I0x service (IOxman)

Runni ng

IOx service (Sec storage)

Runni ng

Libvirtd 5.5.0
Runni ng

Dockerd v19.03.13-ce
Runni ng

Sync Status : Disabled

2. oJdosu lduveds.

Suveede ol Ideeld 9lzos AppGigabitEthernet Jogds) 1Jsue9d IJs IJuveJs.

<ffroot>

|

interface AppGigabitEthernetl/0/1
switchport trunk allowed vlan 50
switchport mode trunk

|

app-hosting appid guestshell
app-vnic AppGigabitEthernet trunk
vlan 50 guest-interface 0

guest -i paddress 192. 168. 10. 10 netmask 255. 255. 255.0
name-server0 192.168.10.254

end
!



odlzbé: suwegse GuestShell ol IP wlow Jive Jl souops 306 £psJ DHCP
vobdd Io)lgos. spdud wowse gpé epsd DHCP Jdeuesd eds eusle IP v dd
ssulpsds.

Suvwgdp o3l Idpeeld 9lzos IJD,6 (Gi0/0) Jugds) 1Jsueed Ids Iduvewds. s 9 o D)6,
Suvwgdpe Guestshell o093 1o Jduvedle sgpd g09lo IP Jpuwds IJbLe 1Uss wp odysuo
ou Cisco 10S Juglus.

<#root>

!
app-hosting appid guestshell

app-vni ¢ managenment guest-interface O

name-serverQ 8.8.8.8
!



odlzbs: gupl suwegpd lue IUbL6 Bhu lJoduos, ousdsd J IJ Guestshell eth0
Ibhu wpzw IJs IJguslo 192.168.30.2.

Sedud wd9su 9lzod pgeaes lJpulds IUblo,ss:

* 0IJISU pze9ed IJpulds IUblo)ss: Gp wluuble pzedgs pulds bloyss wlgwegsle susly IP
Slow.

s Jleuald oldloeyoe: ol pU w928 9lgood [Jpunds L_Jip'p.,s clJlooyue Jduwele
wldsuesd IUghes.

« ogbdsd nat: Gp olesh NAT Lo pzeses IJpeulds Ibloyss 9ldeoads |Jiro|p;§ Jogwosd
wyzes euslu Idubode.

* oessu GuestShell IP: 9o wogssu geuslu IP |Js GuestShell sigd 1JgveJo [J0,g506
oS wol 1Jgluoo w9lzos pze9es IUpulds IUblo,so.

interface VirtualPortGroup0
ip address 192.168.35.1 255.255.255.0
ip nat 1inside


https://192.168.30.2

interface GigabitEthernetl/0/3

no switchport

ip address 192.168.100.10 255.255.255.0

ip nat outside
|
ip route 0.0.0.0 0.0.0.0 192.168.100.254
ip route vrf Mgmt-vrf 0.0.0.0 0.0.0.0 192.168.10.254
ip nat inside source static tcp 192.168.35.2 7023 192.168.100.10 7023 extendable
|
1
ip access-Tist standard NAT_ACL

10 permit 192.168.0.0 0.0.255.255
|
app-hosting appid guestshell

app-vnic gatewayl virtualportgroup O guest-interface 0

guest-ipaddress 192.168.35.2 netmask 255.255.255.0
app-default-gateway 192.168.35.1 guest-interface 0
name-serverO 8.8.8.8
end

3. Bp wopdsu buws Il

<#froot>
Switch#

guestshel |l enable

Interface will be selected if configured in app-hosting
Please wait for completion

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully



pdlzlbs: Ui,o_, guestshell enable o9 IUlb,s.96 [J9zs36 Jovwsw guestshell. spdy
lovegsle cugssbllouolJldéle cugisb slzos Lulb, 1JIgle, (CLIY IJp o596
Jdobosdle JJopde b Guestshell. 59,05 wlguegsle 9lz0é Lwlb, 1Jigle, (CLI)
lJ¢luoé o Guestshell exec wodl po 3JY.

39,6 zslé Guestshell

websd Guestshell: s9>s websd Guesthell |Js 51ds 19 o9d IJs Guestshell 9 8o d [Jzduwle
IJeldse. swp ldlzevlb oldedoilo/ldoslole: spdud |uwegsle wpdse Guestshell Jlguogls
lJso9d.

<#froot>
Switch#

guestshel | disabl e

Guestshell disabTled successfully



ep8y buds IUiplor $936 03l 1S 230 bl pJs Guest Shell L vdd Jlzes Bso. JIds
IJpdSledosloleNdo,ler IJouoss/Settingingestshell/ 1Uz e 9ldszsle IJoplbss Idpdwos.

<#froot>
Switch#

guestshel | destroy

Guestshell destroyed successfully

odlzbé: gu wugsd 03l 1Jlay sop B8 zpse IJuslule wuvdd Jl jzed Bso.

ouuesd Guestshell: sgued Guestshell IJi,oJ guestshell s,J o base Jluuvle bo 9o Lopu
Guest Shell. ppl sosz JJ luwoésle bs Linux &oliss wpe /bin g /sbin.



<tfroot>
Switch#

guestshell run bash

[guestshell@guestshell ~]$ ping 192.168.10.1

PING 192.168.10.1 (192.168.10.1) 56(84) bytes of data.

64 bytes from 192.168.10.1: icmp_seq=2 tt1=254 time=0.517 ms
64 bytes from 192.168.10.1: icmp_seq=3 tt1=254 time=0.552 ms
64 bytes from 192.168.10.1: icmp_seq=4 tt1=254 time=0.447 ms
64 bytes from 192.168.10.1: icmp_seq=5 tt1=254 time=0.549 ms

Guestshell o_vgsd wlsesu: luvegse 03l 1l Juse posze wlsesw oldleds.

<#root>
Switch#
guestshell run python3

Python 3.6.8 (default, Dec 22 2020, 19:04:08)

[GCC 8.4.1 20200928 (Red Hat 8.4.1-1)] on Tinux

Type "help", "copyright", "credits" or "license" for more information.
>>>

gedsle IJeeldd pu lduogs
Spdod luwegsle 030 1Jisle, JJozdd pu Loeé Guestshell:
<#root>

Switch#

show app-hosting detail appid guestshel

App id : guestshell
Owner : jox

State

RUNNI NG

AppTication

Type : Ixc

Name : GuestShell

Version : 3.3.0

Description : Cisco Systems Guest Shell XE for x86_64
Author : Cisco Systems

Path : /questshell/:guestshell.tar

URL Path :

Multicast : yes

Activated profile name : custom

Resource reservation
Memory : 256 MB



Disk : 1 MB

CPU : 800 units
CPU-percent 11 %
VCPU 1

Platform resource profiles
Profile Name CPUCunit) Memory(MB) Disk(MB)

Type Name Alias

serial/shell jox_console_shell serialO
serial/aux jox_console_aux seriall
serial/syslog iox_syslog serial2
serial/trace iox_trace serial3

Network interfaces

eth0:
MAC address : 52:54:dd:5b:c4:b8
IPv4 address : 192.168.30.2
IPv6 address -
Network name : mgmt-bridge200

Port forwarding
Table-entry Service Source-port Destination-port
Switch#show app-hosting 1list

App id State

guestshell

RUNNI NG

Switch#
guestshell run sudo ifconfig

eth0: flaguestshell=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.10 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80::5054:ddff:fece:a7c9 prefixlen 64 scopeid 0x20
ether 52:54:dd:ce:a7:c9 txqueuelen 1000 (Ethernet)
RX packets 3 bytes 266 (266.0 B)
RX errors 0 dropped O overruns O frame 0
TX packets 9 bytes 726 (726.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flaguestshell=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
Toop txqueuelen 1000 (Local Loopback)
RX packets 338 bytes 74910 (73.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 338 bytes 74910 (73.1 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

OESS) tee IJpesl



<tfroot>

app-hosting appid guestshell
app-vnic management guest-interface 0

app-resource profile custom

cpu 1000
memory 512

persist-disk 200
!

Sew websd Guest Shell &p wpdsuo zus wuoue IJogssile uldse ldedggd.

<ffroot>
Switch#

guestshel | disabl e

Guestshell disabled successfully
Switch#

guestshel | enable

*Mar 11 01:17:46.841: %SYS-5-CONFIG_I: Configured from console by coguestshell enable
Interface will be selected if configured in app-hosting

Please wait for completion

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

Switch#

show app-hosting detail appid guestshell | sec Resource reservation

Resource reservation

Memory : 512 MB
Disk : 200 MB

CPU : 1110 units
CPU-percent 15 %

VCPU 1



pdlebs: B IUpzadlo: suvpe wobss) ere Idesbo zos s IJIGuos JJSs9s 1o
s 00l IJuble 1Jiguluus: sozs Izoe [Js 09l 12036 Luble Il wlw.s Cisco
Catalyst 9000 J Jolous Sle.

lJuvsuobsyole [duulisgé
wJd9sy DHCP

lJevddé: wuliss gpsd DHCP (DHCLIENT) £, p929>.
lJed

Spdud vouse gpsd DHCP Uluwegsle 1J1516 1Jpuwless Yum Cluweésle Il sudo yum install
dhep-client. 9pg 3JY. Id,zle pdlzbs 1o puwesrele wrd§ CentOS 8 Jp wes pu9dd)é.

1. Sew weuw CESSU £udlu IP Vs luwouolwe IJobousyle Jduwelz J DHCP Lldg oJ.


https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html

interface AppGigabitEthernetl/0/1
switchport trunk allowed vlan 50

switchport mode trunk
|

app-hosting appid guestshell
app-vnic AppGigabitEthernet trunk
vlan 50 guest-interface 0

name-serverO) 8.8.8.8
!

2. eSSy Slisps IJuuwg [Js pgiw BaseUrl Vault W s90 repo.

<#root>

Switch#

guestshell run bash

[guestshell@guestshell ~]$

sudo find /etc/yumrepos.d/ -type f -exec sed -i "s/mrrorlist=/#mrrorlist=/g" {} +
[guestshell@guestshell ~]$

sudo find /etc/yumrepos.d/ -type f -exec sed -i 's/#baseurl=/baseurl=/g" {} +
[guestshell@guestshell ~]$

sudo find /etc/yumrepos.d/ -type f -exec sed -i 's/mirror.centos.org/

rge {} +

[guestshell@guestshell ~]$ cat /etc/yum.repos.d/Cent0S-Stream-RealTime.reporepo
Cent0S-Stream-RealTime.repo

The mirrorTlist system uses the connecting IP address of the client and the
update status of each mirror to pick current mirrors that are geographically
close to the client. You should use this for CentOS updates unless you are
manually picking other mirrors.

If the mirrorlist does not work for you, you can try the commented out
baseurl Tine instead.

HOH OH K KR K H R

[rt]
name=Cent0S Stream $releasever - RealTime
#mirrorlist=http://mirrorlist.centos.org/?release=$stream&arch=$basearch&repo=RT&infra=$infra

baseurl =http://

/ $cont ent di r/ $st r eani RT/ $basear ch/ os/



gpgcheck=1
enabled=0
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-centosofficial

3. ¥p wendse Ideje.

<#root>
guestshell@guestshell ~]$%
sudo yuminstall dhcp-client

ast metadata expiration check: 0:50:34 ago on Wed Mar 12 17:44:46 2025.
Dependencies resolved.

Package Architecture Version Repository Size
Installing:

dhcp-client x86_64 12:4.3.6-50.e18 baseos 319 k
Installing dependencies:

bind-export-Tibs x86_64 32:9.11.36-13.e18 baseos 1.1 M
dhcp-common noarch 12:4.3.6-50.e18 baseos 208 k
dhcp-Tibs x86_64 12:4.3.6-50.e18 baseos 148 k

Transaction Summary

Install 4 Packages

Total download size: 1.8 M
Installed size: 3.9 M

Is this ok [y/N]: y
DownTloading Packages:

(1/4): dhcp-client-4.3.6-50.e18.x86_64.rpm 284 kB/s | 319 kB 00:01
(2/4): dhcp-common-4.3.6-50.eT18.noarch.rpm 171 kB/s | 208 kB 00:01
(3/4): dhcp-1ibs-4.3.6-50.e18.x86_64.rpm 572 kB/s | 148 kB 00:00
(4/4): bind-export-1ibs-9.11.36-13.e18.x86_64.r 577 kB/s | 1.1 MB 00:02
Total 908 kB/s | 1.8 MB 00:02
CentOS Stream 8 - BaseOS 1.6 MB/s | 1.6 kB 00:00
Importing GPG key 0x8483C65D:
Userid : "Cent0OS (Cent0S Official Signing Key) <CentOS Official Signing Key>"
Fingerprint: 99DB 70FA E1D7 CE22 7FB6 4882 05B5 55B3 8483 (65D
From . /etc/pki/rpm-gpg/RPM-GPG-KEY-centosofficial
Is this ok [y/N]: y
Key imported successfully
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing : 1/1
Installing : dhcp-Tibs-12:4.3.6-50.e18.x86_64 1/4
Installing : dhcp-common-12:4.3.6-50.e18.noarch 2/4
Installing : bind-export-1ibs-32:9.11.36-13.e18.x86_64 3/4

Running scr1pt1et bind-export-1ibs-32:9.11.36-13.e18.x86_64 3/4



Installing : dhcp-client-12:4.3.6-50.e18.x86_64 4/4

Running scriptlet: dhcp-client-12:4.3.6-50.e18.x86_64 4/4
Verifying : bind-export-Tibs-32:9.11.36-13.e18.x86_64 1/4
Verifying : dhcp-client-12:4.3.6-50.e18.x86_64 2/4
Verifying : dhcp-common-12:4.3.6-50.e18.noarch 3/4
Verifying : dhcp-1ibs-12:4.3.6-50.e18.x86_64 4/4
Installed:
bind-export-1ibs-32:9.11.36-13.e18.x86_64 dhcp-client-12:4.3.6-50.e18.x86_64
dhcp-common-12:4.3.6-50.e18.noarch dhcp-1ibs-12:4.3.6-50.e18.x86_64
Conpl et e!

pdlzbs: (Clduuwed J CALO) pu ldppedo wdssu 9dsd J YUM. 903l sywpee J Yum
wldlouold po edld Ebe 9dsd Jouisd Iese:

[guestshell@guestshell ~]$ echo=proxy=http://<ip_address:port>/ | sudo tee -a
/etc/yum.conf > /dev/null



4. bdo gusly DHCP J thO.

<#root>
[guestshell@guestshell ~]$

sudo dhclient ethO

3. w2l pel B Jlu gpsd DHCP sgpd g0 boysd 1wz dl pu wessu guslo IP.

<{froot>
Switch#

guestshell run ifconfig

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.10.2 netmask 255.255.255.0 broadcast 192.168.10. 255

inet6 fe80::5054:ddff:feal:4aef prefixlen 64 scopeid 0x20
ether 52:54:dd:a0:4a:ef txqueuelen 1000 (Ethernet)

RX packets 1516 bytes 2009470 (1.9 MiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 687 bytes 54603 (53.3 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

To: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
Toop txqueuelen 1000 (Local Loopback)
RX packets 773 bytes 90658 (88.5 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 773 bytes 90658 (88.5 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Ouvd wedse s gje DNF

IJpuidJé: soes) 1dpld wesse Sudo DNF -y gJs Guestshell o uow [Jgbl:

[guestshell@guestshell ~]$ sudo dnf upgrade --refresh
Warning: failed loading '/etc/yum.repos.d/Cent0S-Base.repo', skipping.

lJzJ

1. 1glé vovsw gip RPM 9o, 9swol.



<tfroot>

! Clean packages
[guestshell@guestshell ~]$ sudo dnf clean all
! Reinstall and update the tpm2-tss package:

[guestshell@guestshell ~]$

sudo dnf install tpnR-tss-2.3.2-3.¢el8

[guestshell@guestshell ~]$

sudo dnf upgrade rpm

2. oowsw e GIT Luvdd pudLod.

<tfroot>

[guestshell@guestshell ~]$%

sudo dnf install git -y

op 99> IJyLoed IJs Guestshell wgs 1w, 9s6

IJpuidJs: wes IJesdss 1Js 1dluesl, 17.08.01 9 |uosl) Izae. suowe 1Usuesd 1Js Guest Shell
€S0 ppdur ppl $95 U €30 1U82,6 eds wudss Idusler IJuuoss.

Switch#guestshell run bash
Switch#

lJzJ

IJluosl) poedd weerd wuoese IJigble oo Cisco CSCwib3075
lJ3s swp wuvgsdoe loule w8686 g0 wpdso FIPS gds 1Jpeezsd.


https://tools.cisco.com/bugsearch/bug/CSCwi63075

1. oebsd FIPS.

<#root>

Switch#

configure term na
Switch(config)#

no fips authorization-key

FIPS: Authorization-key erased ONLY from the Flash.
But the authorization-key is still operational. Use

"rel oad"

command for complete removal of key and to enter into non fips-mode.
Make sure to remove fips key from all the members of the stack individually

2. spJdud IJe,8ss [ Tes IUluosble IJos couoeu Iluadlz I 1Uluosl, 17.12.04 Iy is |uesl,
ia)&.

OWOSSS EUuo IPV6

lJpuvdJé: souopu lJluesl) go[_9@o IPV6 g, 1Jp 80956 IJos whbo, gds [Uglgole sIEd wsisé
Cisco Guestshell. eJs IUygp pu luo Jp Swp wdssue wuvdd pugpes.

lJodssu Idpdleb sds 1dpesd wluwwesle IPV4 og:

<{froot>

app-hosting appid guestshell
app-vnic AppGigabitEthernet trunk
vlan 50 guest-interface 0

guest -i paddress 192. 168. 20. 10 netmask 255.255.255.0 <-- |Pv4 address configured

app-default-gateway 192.168.20.1 guest-interface 0
app-resource profile custom

name-serverl 192.168.20.1
!

EUd OULESY |Jip_) ifconfig slgd wsisé Guestshell. sowe guslol IPV4 9 IPV6 o iss850.

<#root>

Tatl-2-ssw0l.gts#guestshell run bash
[guestshell@guestshell ~]$

sudo ifconfig



eth0: flags=4163 mtu 1500
inet 192.168.20.10 netmask 255.255.255.0 broadcast 192.168.20.255

inet6 2620:119: 5022: 515: 5054: ddf f: fe41:c643 prefixlen 64 scopeid 0x0
inet6 fe80::5054:ddff:fed4l:c643 prefixlen 64 scopeid 0x20

ether 52:54:dd:41:c6:43 txqueuelen 1000 (Ethernet)

RX packets 7829 bytes 1750981 (1.6 MiB)

RX errors 0 dropped O overruns O frame 0

TX packets 5551 bytes 744320 (726.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lo: flags=73 mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
Toop txqueuelen 1000 (Local Loopback)
RX packets 292 bytes 63812 (62.3 KiB)
RX errors 0 dropped O overruns O frame 0
TX packets 292 bytes 63812 (62.3 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

lJzJ

IJ¢bgo 1: wegbsd wozso IPV6 9ldgu9ws s Guestshell.

<#root>

latl-2-sswOl.gts#

guestshell run bash

[guestshell@guestshell ~]$

sudo sysctl -w net.ipv6.conf.all.disable_ipv6=1
[guestshell@guestshell ~]$

sudo sysctl -w net.ipv6.conf.default.disable_ipv6=1
[guestshell@guestshell ~]$

sudo sysctl -w net.ipv6.conf.lo.disable_ipv6=1

IJg 196 2: &2 88 pu welosd IPV6.

[guestshell@guestshell ~]$ /sbin/ifconfig
eth0: flags=4163 mtu 1500
inet 192.168.20.10 netmask 255.255.255.0 broadcast 192.168.20.255
ether 52:54:dd:41:c6:43 +txqueuelen 1000 (Ethernet)
RX packets 7829 bytes 1750981 (1.6 MiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 5551 bytes 744320 (726.8 KiB)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

lo: flags=73 mtu 65536



inet 127.0.0.1 netmask 255.0.0.0

Toop txqueuelen 1000 (Local Loopback)

RX packets 292 bytes 63812 (62.3 KiB)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 292 bytes 63812 (62.3 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

igble Bs puwles IUBu0 loule wuvgsd wlez Python IJuLoss

e dJs: cogopu Id8uoss Julus lsogu wged eds s, IUere Ideuopu (IM) Hled
Guestshell. W uvJ Idoyulpz IJouos vuvew 0db puwles IJE,u0 pg 229e IJEbl:

<#root>

guestshell run python3 /flash/guest-share/monitoring.py -rt True -bgp True
---- pushing bgp status ----
OSError: [Errno 28] No space left on device

During handling of the above exception, another exception occurred:

Traceback (most recent call last):

File "/flash/guest-share/monitoring_periodic_tasks.py", line 18, in
print(bgp_status())

File "/bootflash/guest-share/monitoring_bgp_status.py", Tine 15, in bgp_status
vrf = cli.cli('show vrf')

File "/usr/Tib/python3.6/site-packages/cli/__init__.py", 1line 311, in cTli
_log_to_file("CLI execution invoked for '™ + command + "'")

File "/usr/Tib/python3.6/site-packages/cli/__init_.py", Tline 87, in _log_to_file
logfile.close()

CSError: [Errno 28] No space left on device

! This error indicates that the disk space allocated for Tlogging command executions within the Guestshe

lJeJ
Jed puvddo o pwles U)o weolz IJs jshhe zze Id8yue IJelee Jusise Guestshell:

1. 8p wogdsd pdV 0gHs el Idobosy Jishs e ddsue Idelow.

<#root>
Switch(config-app-hosting)#
app-resource profile custom
Switch(config-app-hosting-profile)#
persist-di sk 100
Switch(config-app-hosting-profile)#
cpu 800

Switch(config-app-hosting-profile)#



menory 256

Switch(config-app-hosting-profile)#

end

2. lewb IJoJgsy 9 enable/disable 1J guestshell.

Switch# write memory

Switch#guestshell disable
Guestshell disabled successfully
Switch#guestshell enable
Interface will be selected if configured in app-hosting

Please wait for completion

guestshell installed successfully

Current state is:

DEPLOYED

guestshell activated successfully

Current state is:

ACTIVATED

guestshell started successfully
Current state is: RUNNING
Guestshell enabled successfully

Syslog JJouvzsd

oo suwolbse JJLow 03l e, b switestshell Iy, sg,00 IJ syslog HuwlJs :

<{froot>

[guestshell@guestshell ~]$

sudo logger -p 1 "Priority 1"

[guestshell@guestshell ~]$

sudo cat /var/| og/ messages
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locaThost
locaThost
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locaThost
locaThost
locaThost
locaThost
locaThost

systemd[248]: user@0.service: Failed at step PAM spawning /usr/lib/systemd/sy

systemd[1]:
systemd[1]:
systemd[1]:
systemd[1]:
systemd[1]:
systemd[1]:

user@0.service: Failed with result 'protocol'.
Failed to start User Manager for UID O.
Stopping /run/user/0 mount wrapper...
run-user-0.mount: Succeeded.
user-runtime-dir@0.service: Succeeded.

Stopped /run/user/0 mount wrapper.

root[250]: Priority 1

[guestshell@guestshell ~]$ sudo cat /var/log/secure

Mar 11 02:05:24 Tlocalhost systemd[248]: pam_unix(systemd-user:account): expired password for user root
Mar 11 02:05:24 localhost sudo[246]: pam_systemd(sudo:session): Failed to create session: Start job for
Mar 11 02:05:24 Tocalhost sudo[246]: pam_unix(sudo:session): session opened for user root by (uid=0)



Spdud |uwwsle ywed AppHostShell Jogd luvoolws Idobosdle lJs
bootflash:folder_name Jwsgs) IJpdd. Spdu luweésle o3l Jdwses) 1Us sdsd 059 9JIJy swpe
9.8, 03l lsuol 1Js sJsd traceloguestshell.

<#root>
Switch#
app- hosting nmove appid guestshell |og to bootfl ash:

Successfully moved tracelog to flash:/ioxapploguestshell/iox_R0-0_R0-0.14195_0.20250311023831.bin.gz

pdlzbs: 10x Guestshell.log o9 >lispel pJwd tracelog IJo il cew /tmp/rp/trace - g0 pl
Swed 03l 1dedV |Us 1 pszlulse: sop w980 oddliss! s
bootflash:traceloguestshell/ pg o p jpus: 9Swp wie CUBES pJV 238>.
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