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Python. spJdu o dse pdocle Python |jolwss gJIJ 98w lJobvgsd wluwwgsle 1Ji>16
IJpuwless Yum s CentOS 8.0. Jol spdy wowse eie Python s wesseol uluuegsle eie
wowsw PIP (PIP).

Sswuopew Guest Shell 5lzos )ypzé lbusdle Python (API). 9ldos ouwpee wouvésd I9le, Cisco
10S XE Lluwegsle 9236 slzoé Luls, 1Jisle, (CLI) J Python. woso IJb,s$6: o) wylpz Python
IJouosé ledlosle Il esé 96,98, Jeowsuws Iduvwdle bl pogss IUlguegslele Jolbss,
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IJouoss $298! po eI Slzos uwbo, 1Ji9lese spdo lsuol luvesleel weluw wilez IMIJouoss
JJluvoelus Jigsle pesué. pod Huwlsd syslog g Tzsle 1Uslzes 19 wuigsd 1Jble). 900 IJuless
lJepdss: $pdo luwopsle ls 238 sedu lu subéd waoler vuos IM syl Joubgsd woulpe
uues J Python: ppl sgpd eds wauwse lpdlole e pws s1gd peedle Cisco Catalyst 9000
switches.

0 wouwse Guest Shelli swp louile s>dsd publyJo Iduoswd wdi@lissl Ws wble pJwd Flash.
03l 09 Ublp IJpdVle 1U3s Spdu 1Usue9d IJse pu lduslez IJuuoss J Python 9 Guest Shell.
Juoelu 1dejlews ldeolugwed g0s [uwegsle Idogese: lo® o3l 1dpzds 1 9J pu 50 pselulse.

W9lis> Juwople lsegu pe pebbsble peos IUbEl sldlble

* sY9p Python vesuwse ledlole ldegvesd 1dedlliss Juvedle IM oo edld Iduwelz
weeldes IJpoubd IUpeds (pod IJoewsile Idebss eddle Idodl sldpblogle) Gopu
lJoulez IJuues Python. w909, oo IJlpdluss )00 Jluuile uuo9u0 99,86 1JE, §96.

* gulgoclol Jg6 wyped pe 1996 wgpd Python ng to IJpsles Idos wzed 290 »¢9d
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o Il 98, Python |edlole egldzs IJizble BuoJl g0 pdousd Bsluvssd §9.56.
leooblo luvedsle wlsegu pe pebsble IM

« Jlsop wpdso Guest Shell wuvdd lWo)los: J3JY Sge wpdsuol 9od wuvesd wlez
Python IJu_osé.

. :JI Spdu luuvle uuo9ue Python IJuuosé puluiné Ws CLIt op Szolzsw 1u o by,o
lodl WOs wsis6 wbys) 9w8> 3JY uuwiw IJs 31Y,6 BJlub pu IUpdolz.

Sellnux ws Cisco 10S XE

wael py Cisco I0S XE 17.8.1: wp w@s5p lUsgp Juble IJougsd Linux |Jezuwo .J.Jilolo
(SELinux) Jw, o IJi,oIL'J ou eJIJ Iduwsluwle Idos wede Jsdss wuled IJgpdsle
Ildpwedsresu 9ldpdile pe weuool IJogo. weds gusluws SELinux IJlg)lele 9ldesl)>
IJpuwese wIdsuo9d [dsel woluwbs gpdss Iy puvcese. > seoe luweld guspl selsd puwcese
l9 epdsé oSS lle &y puwes wo p0 Sud Iduwsluws: eds pwosd Idpeld 1Usuosd [Us
£90> I8 wubgsd o). sedu 1o wepd Sellnux Bs s pes0 ptoddsy:

1. 9008 Iduwpelz: Jl @9pe Sellnux o) o Is pusluwle. &) Tuol JI ojld euwed ls lowoldle
Jel Jg Jluw py9906.

2. 8y o: wgpd Sellnux wuvdd vuvb gds W, wsluwle I.Jiplg eds IJuble. 5l glJws
lole uwslgwo SELinux: swp y9 2 Idlg)le 9ouwzsdo.



pdlebo: wp vessu lsoe IJlve,)luos gds [duwelz gus o@sspo Vs Cisco I0S XE
17.8.1. 9 3JJ: woel pu 1Uluosl) 17.14.10 sop wpdso SELinux Ws 9 og 1Jlols.

gw luwwgsle Guest Shellc spdu )V 19,09 IS a2 |._J,o_9|)>=e¢> luvegsle 9,08 ‘
lJoudss. Bl oo gu pelads wuwdss lg)le wluuwgsle Guest Shell ly yulpz wuos Python ¢bl
290 1B ppled Josl Iduwed:

*Jan 21 13:22:01: %SELINUX-1-VIOLATION: Chassis 1 R0/0: audispd: type=AVC msg=audit(1738074795.448:198)

JJozdd pu oo Idwulee IJouos po Gwd SELINUX. Igweés e 11 e show platform software audit
summaryJJ w89 el B Jly £33 p)le 1,00 sojlss. 9uldluolds |Js 3JYshow platform software audit
dlseuo uved wldlplele Idos wp glbjol w9luwbbs SELInuX. 31956 IJegisu [Jesde Jewgo
IJso9d (AVC) os 1J1Us6 1Jp o ps Jogwesd Goble |.Jua-Jro O lJsesd Vs SELinux.
J3JI g lgwwesle o3l IJerJi loge gu ldyvedle IJos ool wlJuoe=AVC.



BBl op 800 wvler bues Sup thso: spdu wessu SELINUX eds 9uoe Iduwele wluvedsle

|l oset platform software selinux permissive. JI s@p wgisw 03l IJogss) Ws IJodsso Idzls ouvgsdo Iy
woe ldogvgsd: J3JdY wes lehe Idogpsd: sg9> 1o 1Us 1doudss. Jsdd Id py6 1dpdolz
reload. o3l wg¢s) seole lu sdou lgse. spdu IJozdd pu IJoEss) wluwegsleshow platform software

selinux.

lJodosu

Jicews IJpole eJs 1dpzad wluwogsle wlez IM g Python IJo oss: lous IUgbsle 1eldsé:
1. 8p vupdsy Guest Shell.

2. louwg IJosulez IJuuos Python |J.s fflash/guest-share/ directory. spJdod |luvogsle s 1Jsé
Ouwg pu98,6 b Cisco 10S XE. oo SCP ig FTP I e, Flle s WebUl. wpe)s 1o sJ90
IJoue IJoudsss Python G 31,6 Flash. spdoud wuvgsdo wluwaésle |Jle guestshel run
python3 /flash/guest-share/cat9k_script.py.

3. 8p vodssu wulpz vues J IM subed woolez Python lduues. suvee o3l IJleslb
voubgsd wulez Python Idogos wluwedsle ls po Jlguodle Idlpsle Idpogsss Idos
o990l wlpz IM IJuuosé: ped yuwldo syslog. 9uelo CLI 9239J Cron.

WO 03l IJduwpe: swp Jiug 1Ugkb9s 1. s@sp IUSuwpe IJelds ipoJé 99,02 JSVOSo LuWdSS
|Jglosle 2 9 3.

pduw Guest Shell pg wlJy |pwolosds guslo
loog 030 IUgpdss Jopdss Guest Shell:

1. cpdsyu I0Ox.

<tfroot>

Switch#conf t

Switch(config)#iox

Switch(config)#

*Feb 17 18:13:24.440: %UICFGEXP-6-SERVER_NOTIFIED_START: Switch 1 RO/0: psd: Server iox has been r
*Feb 17 18:13:28.797: %I0X-3-IOX_RESTARTABITLITY: Switch 1 RO/0: run_ioxn_caf: Stack is in N+1 moc

*Feb 17 18:13:36.069: % M 6-1 OX_ENABLEMENT: Switch 1 RO/0: ioxman: 10X is ready.

2. 8p wodysu yuveds [gwouolds IJobosdle J Guest Shell. suvegspe 03l 1Jpeld 9lzos
AppGigabitEthernet Jo99.s, 1J9o9d 1Js [Juveds: 9pg 3JYc spdu Lsuol luwegsle 9lzod
IJI>1,6 (Gi0/0).

Switch(config)#int appgigl/0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 20



Switch(config)#app-hosting appid guestshell

Switch(config-app-hosting)#app-vnic appGigabitEthernet trunk
Switch(config-config-app-hosting-trunk)#vian 20 guest-interface 0
Switch(config-config-app-hosting-vlan-access-ip)#guest-ipaddress 10.20.1.2 netmask 255.255.255.0
Switch(config-config-app-hosting-vlan-access-ip)#exit
Switch(config-config-app-hosting-trunk)#exit

Switch(config-app-hosting)#app-default-gateway 10.20.1.1 guest-interface 0
Switch(config-app-hosting)#name-server0 10.31.104.74

Switch(config-app-hosting)#end

. 9p wupdsy Guest Shell.

<tfroot>

Switch#guestshell enable

Interface will be selected if configured in app-hosting
Please wait for completion

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guest shel | enabl ed successful ly

. 0283 po LoEs Guest Shell. seedd o3l ldecld po w98 ledluss IUguo9d wluweesle
lJoslos IJlve,luoss 9d3JY pg cisco.com. ls ol wlds pu Iy Python 3 swebsg Juo
JuEde pu lduos b gé.

<tfroot>

! Validate that the Guest Shell is running.
Switch#

show app-hosting Iist

guest shel

RUNNI NG

Switch#
guestshell run bash

[guestshell@guestshell ~]$%

! Validate that the IP address of the Guest Shell is configured correctly.



[guestshell@guestshell ~]$
sudo ifconfig

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.20.1.2 netmask 255.255.255.0

broadcast 10.20.1.255
inet6 fe80::5054:ddff:fe61:24c7 prefixlen 64 scopeid 0x20
ether 52:54:dd:61:24:c7 +txqueuelen 1000 (Ethernet)
RX packets 23 bytes 1524 (1.4 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 9 bytes 726 (726.0 B)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0

To: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10
Toop txqueuelen 1000 (Local Loopback)
RX packets 177 bytes 34754 (33.9 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 177 bytes 34754 (33.9 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

! Validate reachability to the default gateway and ensure that DNS is resolving correctly.
[guestshell@guestshell ~]$

ping 10.20.1.1

PING 10.20.1.1 (10.20.
64 bytes from 10.20.1.
64 bytes from 10.20.1.
64 bytes from 10.20.1.
64 bytes from 10.20.1.
64 bytes from 10.20.1.
AC

--- 10.20.1.1 ping statistics ---

6 packets transmitted, 5 received, 16.6667% packet loss, time 5129ms
rtt min/avg/max/mdev = 0.532/0.554/0.590/0.023 ms

1.1) 56(84) bytes of data.

1: icmp_seq=2 tt1=254 time=0.537 ms
1: icmp_seq=3 tt1=254 time=0.537 ms
1: icmp_seq=4 tt1=254 time=0.532 ms
1: icmp_seq=5 tt1=254 time=0.574 ms
1: icmp_seq=6 tt1=254 time=0.590 ms

[guestshell@guestshell ~]$
pi ng cisco.com

PING cisco.com (X.X.X.X) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (X.X.X.X): icmp_seq=1 tt1=237 time=125 ms
64 bytes from wwwl.cisco.com (X.X.X.X): icmp_seq=2 tt1=237 time=125 ms
AC

--- cisco.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 124.937/125.141/125.345/0.204 ms

! Validate the Python version.
[guestshell@guestshell ~]$

pyt hon3 --version

Pyt hon 3.6.8

! Run Python commands within the Guest Shell.
[guestshell@guestshell ~]$%



pyt hon3

Python 3.6.8 (default, Dec 22 2020, 19:04:08)

[GCC 8.4.1 20200928 (Red Hat 8.4.1-1)] on Tlinux

Type "help", "copyright", "credits" or "license" for more information.
>>>

print("Ci sco")
Ci sco

>>> exit()
[guestshell@guestshell ~]$

[guestshell@guestshell ~]% exit
exit

Switch#

wedsu bo@s lduosw wlgwegsle sugly DHCP IP

ghé. sup wdosy Guest Shell Ll wegsle gusle IP elue Jiu zlossé Guest Shell JI wzegs eds
e3p6 gpsd DHCP L bdd lu,)lios. bl Yy po 1duo)9)8 I sbdo Guest Shell ggsly IP
wvubddssolpsds: sdip cowse 806 gpsd DHCP. lowg 030 g pdso:

1. lowg IJgbsle Jopedsy Guest Shell Lluuegsle guslo IP elow. 9pg 3JIc Jl 0 §p 030 1Up,6
COESSU eu9lu IP WOs wdysu luwouolvs IJobousdle leole 1Jglbgs 2. 9ol po 3JI.
lowwgse o3l lJodosu:

Switch(config)#int appgigl/0/1
Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport trunk allowed vlan 20

Switch(config)#app-hosting appid guestshell
Switch(config-app-hosting)#app-vnic appGigabitEthernet trunk
Switch(config-config-app-hosting-trunk)#vian 20 guest-interface 0
Switch(config-app-hosting)#end

2. 5pJd0 wouse gpsd DHCP Uluwagsle 1116 1Jpuwless Yum Cluueésle 1Ue,sudo yuminstall
dhep-client. 90& 3JJ: wpe lJgle Lodless puwegsele wx9§ CentOS 8. Jpgldes o030 IJpvdJo.

sedu wuisd gie gpsd DHCP seowsool $295l eds 2ol IUdpuscs §p wouisd oo
IJeie pu puwles [Jog sy CentOS Stream 8 glz 00l WO pJud tar.

* bind-export-libs-9.11.36-13.el18.x86_64.rpm
» dhcp-client-4.3.6-50.e18.x86_64.rpm

» dhcp-common-4.3.6-50.el8.noarch.rpm
dhcp-libs-4.3.6-50.e18.x86_64.rpm

[cisco@CISCO-PC guestshell-packages] % tar -cf dhcp-client.tar bind-export-1ibs-9.11.36-13.e18.x8¢



3. luywg 1JpJdSdnep-dienttar] Js /flash/guest-share/directory o.s 1Jez9d.

4. 1>¢J eJuwsé £pd Guest Shell 950 ouvgsd I9lp, Linux Joowse gpsd DHCP gbJo

suglu IP.

<#root>
513E.D.02-C9300X-12Y-A-17#

guestshell run bash

[guestshell@guestshell ~]$

sudo ifconfig

To: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

<--- no ethO interface

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10

Toop txqueuelen 1000 (Local Loopback)

RX packets 149 bytes 32462 (31.7 KiB)

RX errors 0 dropped 0 overruns 0 frame 0
TX packets 149 bytes 32462 (31.7 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

! Unpack the packages needed for the DHCP client service.
[guestshell@guestshell ~]$

tar -xf /flash/guest-share/dhcp-client.tar

tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.
tar: Ignoring unknown extended header keyword 'LIBARCHIVE.

[guestshell@guestshell ~]$

I's

bind-export-1ibs-9.11.36-13.e18.x86_64.rpm dhcp-common-4.
dhcp-client-4.3.6-50.e18.x86_64.rpm dhcp-Tibs-4.3.

! Install the packages using DNF.
[guestshell@guestshell ~]$

sudo dnf -y --disablerepo=* |localinstall *.rpm

xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.
xattr.

com

com

com

.apple.
com.
com.
com.
com.
.apple.
com.
.apple.
com.
com.
com.
com.

apple.
apple.
apple.
apple.

apple.

apple.
apple.
apple.
apple.

quarantine’
metadata:kMDItemWhereFrc
macl'

quarantine’
metadata:kMDItemWhereFrc
macl'

quarantine’
metadata:kMDItemWhereFrc
macl'

quarantine’
metadata:kMDItemWhereFrc
macl'

3.6-50.e18.noarch.rpm
6-50.e18.x86_64.rpm

Warning: failed loading '/etc/yum.repos.d/Cent0S-Base.repo', skipping.

Dependencies resolved.



Package Architecture Version Repository S1iz
Installing:
bind-export-Tibs x86_64 32:9.11.36-13.e18 @commandTine 1.1
dhcp-client x86_64 12:4.3.6-50.e18 @commandTine 319
dhcp-common noarch 12:4.3.6-50.e18 @commandTine 208
dhcp-Tibs x86_64 12:4.3.6-50.e18 @commandTine 148
Transaction Summary
Install 4 Packages
Total size: 1.8 M
Installed size: 3.9 M
Downloading Packages:
Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction
Preparing : 1/
Installing : dhcp-Tibs-12:4.3.6-50.e18.x86_64 1/
Installing : dhcp-common-12:4.3.6-50.e18.noarch 2/
Installing : bind-export-T1ibs-32:9.11.36-13.e18.x86_64 3/
Running scriptlet: bind-export-T1ibs-32:9.11.36-13.e18.x86_64 3/
Installing : dhcp-client-12:4.3.6-50.e18.x86_64 4,
Running scriptlet: dhcp-client-12:4.3.6-50.e18.x86_64 4,
Verifying : bind-export-T1ibs-32:9.11.36-13.e18.x86_64 1/
Verifying : dhcp-client-12:4.3.6-50.e18.x86_64 2/
Verifying : dhcp-common-12:4.3.6-50.e18.noarch 3/
Verifying : dhcp-Tibs-12:4.3.6-50.e18.x86_64 4,
Installed:

bind-export-1ibs-32:9.11.36-13.e18.x86_64
dhcp-common-12:4.3.6-50.e18.noarch

Complete!

! Request a DHCP IP address for eth0.
[guestshell@guestshell ~]$

sudo dhclient ethO

! Validate the leased IP address.
[guestshell@guestshell ~]$

sudo ifconfig ethO

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTI

inet 10.1.1.12 netmask 255.255.255.0

broadcast 10.1.1.255

inet6 fe80::5054:ddff:fe85:a0d5 prefixlen 64

ether 52:54:dd:85:a0:d5 +txqueuelen
RX packets 7 bytes 1000 (1000.0 B)
RX errors 0 dropped 0 overruns 0
TX packets 11 bytes 1354 (1.3 KiB)
TX errors 0 dropped 0 overruns 0O

dhcp-client-12:4.3.6-50.e18.x86_64

dhcp-Tibs-12:4.3.6-50.e18.x86_64

CAST> mtu 1500

scopeid 0x20
1000 (Ethernet)

frame 0

carrier 0 collisions 0O



[guestshell@guestshell ~]$
exit
exit

! You can validate the leased IP address from Cisco I0S XE too.
513E.D.02-C9300X-12Y-A-17#

guestshell run sudo ifconfig ethO

eth0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 10.1.1.12 netmask 255.255.255.0

broadcast 10.1.1.255
inet6 fe80::5054:ddff:fe85:a0d5 prefixlen 64 scopeid 0x20
ether 52:54:dd:85:a0:d5 +txqueuelen 1000 (Ethernet)
RX packets 28 bytes 2344 (2.2 KiB)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 13 bytes 1494 (1.4 KiB)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

eldle IJlgwedsle
lovegsle IJzlde 1: 1zwb IJoddliss Jogss)le IJodssy eds Ebe SCP

Bs v Ieldlo: po 1pdss 1o wd9p oddlssl vpdb cdssole IUeesd lJs Ebe Bs JJ o6
S pwrite memoryl ju sl o Ui,g.gouulE) 030 IJpplyuwe eds IJlzevdlb o uwed JJogss)lo
souwpe s IJs 2lJs Idodsse Iduwleds 131 Jie 1dle). gws leosh eber spdu luvesle IJ
ou TFTP 9 SCP. 9JJy ¢lbpe SCP s99, b §6 |uoldss pu 1Jlply.

098, p.536 Luinsd Cisco 108 o030 IJgbsuds. 908 3JY. sopid les IJesow 1Jpops B luo JI
Spdu 18Vl wslule lewpl w)9099d9d SCP Vs Idodssus swp &yu2 puwl 1Jghbe Bs uue
ehs Vs JJ pu wdssule IJogvgsd 9ose IJogvgsd.

Switch#show running-config | section archive
archive

path scp://cisco:Cisco!123@10.31.121.224/
write-memory

ew eJIJ luwwgsle Guest Shell g Python: pu lJppdo w2 dsd vy 1U9bsu9s pg [gVle wslule
IJlgcpl> WS vy IJ9Bw. 9swp w2 9sd 3JY pu gJIJ IJluwodle pu pogs)lo dosise slgd
Guest Shell Jogisu wslule lewpels SCP IJwedss. sueszs Jddd Jl odys wslule leepls Ebe
SCP p,i586 Vs IJedysu Idzhs wuvgsde.

B 030 I8 s IJedssu Idebs wuvgsdo S8k wyulee IMIJuuos: wsuel &9 pcony



running-config scp:lJop ol e Idouos Jdoseso vlogule I.JiroJ wluwodsle vslole IJlgepls 900,80
lJs woolee IMIdouuos Jswe wuvésdo.

lowg IJgbsle 1Jeldss Josl 1eeld:

1. louwg Idoolez IJuuos Python |Js sJsd /flash/guest-share. s, o3l 1o, olez IJuuos
puts)lo lJosise SCP_USER 9 SCP_PASSWORD. 95§ s>copy startup-config sepilJl o) wTSY
SpIU Jouulez IM IJouos wubésde. sobde ldwuler Iduuss guslu IP Jgbe SCP
Jgwsbo. wldluolwe |Js 3dd. By 1Jlpywritememoryszldb gJs wed JIYJ o6 Swp Ssol
ouvgsd IUley Bs pJud puvep) p929s eJs Mlash/guest-share/TAC-write-memory-log. txt.
03l 09 U2 wlswyu:

import sys
import os
import cli
from datetime import datetime

# Get SCP server from the command-line argument (first argument passed)
scp_server = sys.argv[l] # Expects the SCP server address as the first argument

# Configure CLI to suppress file prompts (quiet mode)
cli.configure("file prompt quiet™)

# Get the current date and time
current_time = datetime.now()

# Format the current time for human-readable output and to use in filenames
formatted_time = current_time.strftime("%Y-%m-%d %H:%M:%S %Z") # e.g., 2025-03-13 14:30:00 UTC
file_name_time = current_time.strftime("%Y-%m-%d_%H_%M_%S") # e.g., 2025-03-13_14_30_00

# Retrieve SCP user and password from environment variables securely
scp_user = os.getenv('SCP_USER') # SCP username from environment
scp_password = os.getenv('SCP_PASSWORD') # SCP password from environment

# Ensure the credentials are set in the environment, raise error if missing
if not scp_user or not scp_password:
raise ValueError("SCP user or password not found in environment variables!")

# Construct the SCP command to copy the file, avoiding exposure of sensitive data in print
# WARNING: The password should not be shared openly in Togs or outputs.
print(f"copy startup-config scp://{scp_user}:{scp_password}@{scp_server}/config-backup-{file_name_

# Save the event in flash memory (log the write operation)
directory = '/flash/guest-share' # Directory path where log will be saved
file_name = os.path.join(directory, 'TAC-write-memory-log.txt') # Full path to log file

# Prepare the Tog entry with the formatted timestamp
Tine = f'{formatted_time}: Write memory operation.\n'

# Open the Tog file in append mode to add the new log entry

with open(file_name, 'a') as file:
file.write(line) # Append the Tog entry to the file

B 03l peld: IJ Python o wge wue wudsis IJs Idpdolz suvaged TETP obJ:



<{froot>
Switch#

copy tftp://10.207.204. 10/ cat 9k_scp_conmand. py fl ash:/guest-share/ cat 9k_scp_comrand. py

Accessing tftp://10.207.204.10/cat9k_scp_command.py...
Loading cat9k_scp_command.py from 10.207.204.10 (via GigabitEthernet0/0): !
[OK - 917 bytes]

917 bytes copied in 0.017 secs (53941 bytes/sec)

L 9P woduse uue IM. ol Iduyue Idoudsis srg9 Python ouos. 1U3s Sz copy startup-config
scp:lJl o) I.pr:Jg.__, Jewb lJodesy gds ¢lbp SCP. wgs 3JY 889p wulez IM IJuuos
woubtsd e, 1dss we belee po wd wiulee Python Iduges.

event manager applet Python-config-backup authorization bypass

event cli pattern "Awrite|write memory|copy running-config startup-config” sync no skip no maxrur
action 0000 syslog msg "Config save detected, TAC EEM-python started."

action 0005 cli command "enable"

action 0015 c1i command "guestshell run python3 /bootflash/guest-share/cat9k_scp_command.py 10.3]
action 0020 regexp "(A.*)\n" "$_cli_result" match command

action 0025 c1i command "$command"

action 0030 syslog msg "TAC EEM-python script finished with result: $_cli_result"

ooub pogs)le wsisé Guest Shell Lls)lzol B sbashrel o . 03l sLop0 1 pogsle
lJosise wdoy Slows Wbs JJ o0 swp Sug Guest Shell zos wgs el wepsd [Jpzed.
luolo 03su lJowdsu:

export SCP_USER="cisco"
export SCP_PASSWORD="Cisco!123"



o3y 90lsd 1dlgw el IJpuweesps Bs 03l IJpold os Jig)luo wedspss Bél.
ES peuewed JJluweesle Vs wasle lJluolz. sdie eds IJpuwogdpsu
luvowld wslole Idlgwels 030 Lyolis @ IJlgwpls [UElLo6 wop IJT,ooé 9lJglos
vldosiss.

030 05 IJg pdss Jluolds IJpcgs)lo IUeldss [Js~basrdJpJod:

<{froot>

! 1. Enter a Guest Shell bash session.
Switch#

guestshell run bash

! 2. Locate the ~/.bashrc file.
[guestshell@guestshell ~]$

I's ~/.bashrc

/home/guestshell/.bashrc



! 3. Add the SCP_USER and SCP_PASSWORD environment variables at the end of the ~/.bashrc file.
[guestshell@guestshell ~]$

echo 'export SCP_USER="cisco"' >> ~/.bashrc

[guestshell@guestshell ~]$

echo 'export SCP_PASSWORD="Ci sco! 123"' >> ~/.bashrc

! 4. To validate these 2 new Tines were added correctly, display the content of the ~/.bashrc file
[guestshell@guestshell ~]$

cat ~/.bashrc

# .bashrc

# Source global definitions

if [ -f /etc/bashrc ]; then
. /etc/bashrc

fi

# User specific environment
if ! [[ "$PATH" =~ "$HOME/.Tocal/bin:$HOME/bin:" 1]
then
PATH="$HOME/.Tocal/bin:$HOME/bin: $PATH"
fi
export PATH

# Uncomment the following 1ine if you don't like systemctl's auto-paging feature:
# export SYSTEMD_PAGER=

# User specific aliases and functions

[guestshell@guestshell ~]$ echo 'export SCP_USER="cisco"' >> ~/.bashrc
[guestshell@guestshell ~]$ echo 'export SCP_PASSWORD="Cisco!123"' >> ~/.bashrc
[guestshell@guestshell ~]1$ cat ~/.bashrc

# .bashrc

# Source global definitions

if [ -f /etc/bashrc ]; then
. /etc/bashrc

fi

# User specific environment
if ! [[ "$PATH" =~ "$HOME/.Tocal/bin:$HOME/bin:" 1]
then
PATH="$HOME/.Tocal/bin: $HOME/bin: $PATH"
fi
export PATH

# Uncomment the following 1ine if you don't like systemctl's auto-paging feature:
# export SYSTEMD_PAGER=

# User specific aliases and functions

export SCP_USER="ci sco"
export SCP_PASSWORD="Ci sco! 123"

! 5. Reload the ~/.bashrc file in the current session.
[guestshell@guestshell ~]$



4.

source ~/.bashrc

! 6. Validate that the environment variables are added, then exit the Guest Shell session.
[guestshell@guestshell ~]$

printenv | grep SCP
SCP_USER=ci sco
SCP_PASSWORD=Ci sco! 123

[guestshell@guestshell ~]% exit

Switch#

e woungsd wulez Python IJuuos @93l JJozdd pu lue sze IJiescmyldispeo
Ssuwed lJgpdss R Uro._Ju_é |J o w & o) TAC-write-memory-log.txt.

<ffroot>
Switch#

guestshell run python3 /fl ash/ guest-share/cat9k_scp_command. py 10.31.121.224
copy startup-config scp://cisco: G sco!123@0. 31. 121. 224/ confi g- backup- 2025- 01- 25_18_35_18. t xt

Switch#
dir flash: guest-share/
Directory of flash:guest-share/

286725 -rw- 368 Jan 25 2025 18:35:18 +00:00

TAC-write-nenory-|og.txt

286726 -rw- 903 Jan 25 2025 18:34:45 +00:00 cat9k_scp_command.py
286723 -rw- 144 Jan 25 2025 15:07:07 +00:00 TAC-shutdown-T1og.txt
286722 -rw- 977 Jan 25 2025 14:50:56 +00:00 cat9k_noshut.py

11353194496 bytes total (3751542784 bytes free)

Switch#

nore flash:/guest-share/ TAC-wite-nmenory-| og.txt
2025-01-25 18:35:18 : Wite nenory operation.

Nows v IM. sHumd woulez IMIJouos o3l syslog ls ol pg woszs £pdss IJouwg: uusle

Jlpw vlegesd o B vdo. Ispl sds pold eds IJogvgsd IJulze:

<ffroot>
Switch#

wite menory



Building configuration...

[OK]

Switch#

*Jan 25 19:23:22.189: %HA_EM-6-L0G: Python-config-backup: Config save detected, TAC EEM-python stc
*Jan 25 19:23:42.885: %HA_EM-6-L0G: Python-config-backup:

TAC EEM pyt hon script finished with result:
Witing config-backup-2025-01-25_19 23_26.txt !
8746 bytes copied in 15.175 secs (576 bytes/sec)

Switch#

Switch#

nore fl ash: guest-share/ TAC-wite-nmenory-| og.txt
2025-01-25 19:23:26 : Wite nenory operation

Jigool) gpdss vldd VBluvdo: swpe lsBlw wyvgsd gbpe SCP. 030 05 wwsEs 03l
IJouvgsd IJolvd:

<#froot>
Switch#
wite

Building configuration...

[OK]

Switch#

*Jan 25 19:25:31.439: %HA_EM-6-L0OG: Python-config-backup: Config save detected, TAC EEM-python stc
*Jan 25 19:26:06.934: %HA_EM-6-L0OG: Python-config-backup:

TAC EEM pyt hon script finished with result:
Witing config-backup-2025-01-25_19 25_36.txt % Connection timed out; renote host not responding

YError witing scp://*:*@0.31.121. 224/ confi g- backup-2025-01-25_19 25 36.txt (Undefined error)

Switch#
Switch#

Switch#
Switch#

nore fl ash: guest-share/ TAC-wite-nmenory-| og.txt
2025-01-25 19:23:26 : Write memory operation.

2025-01-25 19:25:36 : Wite nenory operation

luwegse 1Jelds 2: o)l 8ué jsble Ws wiss)le pglolb STP

o3l IJpeld pds> Joyldewo Idpunldd Idpogd 86 wese luvo @l 1oz 1Jped)80 9uzass
lJ9lzos IJos wodls ledlple wess) ldpgbl (TCNS). swp wouvesd wulee I!\/I lJouuos
U dd 39,5 BS BLb jpuss pp236 9SwEIES wiulpr uuas Python sugd |, show
9swzdyd ppel Bl Jlue TCNs &> jbe.



lo logile o3l IJuuo IJoudsis olywedsle i_9|,oJ IM Wb swbde lgwedsle zddle IUod)l,
9pblogle regex IJpwgsss: 9ldss @5 sIY9u pyodl. J3JYi S0z o3l ldpeld s Iy e IM
S92 03l I1dpubd 1Jeg 8> J Python.

lowe Idgbsle Idoldss Josl 1Jpeld:

1. louwe IJoyulpz IJuues Python |Js /flash/guest-share/ directory. .99, 03l lUo,ulpez
lJouos woudss odo lJpeole:

1. 09 syJ2 1Jlpshow spanning-tree detailg sp JJ IJlowlz Io sgdls TCN ped9psé JJJ VLAN
Os Sleguw.

2. luo s8bu pedsple TCN IJos wp wedsdel wideslule 1Uesz936 Vs pJd JSON oy
ouvesd Idowyulez IJouos Iduwled. JIJ guods pedss bloyssé (VLAN). Il weo
Jsbé guodle TCNe swpe huywld Huwlds syslog weed9pele publeos Josl Ideold:

*Jan 31 18:57:37.852: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY

3. seWb pedsple TCN IJzldss Bbs pJd JSON Jsep pdbuwol loule IJoyvgsd
lJolds. 03l 09 uuo wlseyu:

import os

import json

import cli

import re

from datetime import datetime

def main(Q):
# Get TCNs by running the CLI command to show spanning tree details
tcns = cli.cli("show spanning-tree detail")

# Parse the output into a dictionary of VLAN details
parsed_tcns = parse_stp_detail(tcns)

# Path to the JSON file where VLAN TCN data will be stored
file_path = '/flash/guest-share/tcns.json'

# Initialize an empty dictionary to hold stored TCN data
stored_tcn = {}

# Check if the file exists and process it if it does
if os.path.exists(file_path):
try:
# Open the JSON file and parse its contents into stored_tcn
with open(file_path, 'r') as f:
stored_tcn = json.load(f)
result = compare_tcn_sets(stored_tcn, parsed_tcns)

# Check each VLAN 1in the result and log changes if TCN dincreased
for vlan_id, vlan_data in result.items():



if vlan_data['tcn_increased']:

Tog_message = (
f"TCNs increased in VLAN {vlan_id} "
f"from {vlan_data['old_tcn']} to {vlan_data['new_tcn']}. "
f"Last TCN seen on {vlan_data['source_interface']}."

)

# Send log message using CLI

cli.cli(f"send log facility GUESTSHELL severity 5 mnemonics PYTHON_S

except json.JSONDecodeError:

print("Error: The file contains invalid JSON.")
except Exception as e:

print(f"An error occurred: {e}")

# Write the current TCN data to the JSON file for future comparison
with open(file_path, 'w') as f:
json.dump(parsed_tcns, f, indent=4)

def parse_stp_detail(cli_output: str):

Parses the output of "show spanning-tree detail" into a dictionary of VLANs and their TC

Args:
cli_output (str): The raw output from the "show spanning-tree detail” command.

Returns:
dict: A dictionary where the keys are VLAN IDs and the values contain TCN details.

vlan_info = {}

# Regular expressions to match various parts of the "show spanning-tree detail"” output
vlan_pattern = re.compile(r'A\s*(VLAN|MST) (\d+)\s*', re.MULTILINE)

tcn_pattern = re.compile(r'A\s*Number of topology changes (\d+)\s*', re.MULTILINE)
last_tcn_pattern = re.compile(r'last change occurred (\d+:\d+:\d+) ago\s*', re.MULTILINE
last_tcn_days_pattern = re.compile(r'last change occurred (\d+d\d+h) ago\s*', re.MULTILI
tcn_interface_pattern = re.compile(r'from ([a-zA-Z]+[\d+\/]+\d+)\s*', re.MULTILINE)

# Find all VLAN blocks in the output
vlan_blocks = vlan_pattern.split(cli_output)[1:]
vlan_blocks = [item for item in vlan_blocks if item not in ["VLAN", "MST"]]

for i in range(0, len(vlan_blocks), 2):
vlan_id = vlan_blocks[i].strip()

# Match the relevant patterns for TCN and related details

tcn_match = tcn_pattern.search(vlan_blocks[i + 1])

Tast_tcn_match = Tast_tcn_pattern.search(vlan_blocks[i + 1])
Tast_tcn_days_match = last_tcn_days_pattern.search(vlan_blocks[i + 1])
tcn_interface_match = tcn_interface_pattern.search(vlan_blocks[i + 1])

# Parse the TCN details and add to the dictionary
if last_tcn_match:
tcn = int(tcn_match.group(1))
last_tcn = Tast_tcn_match.group(1)
source_interface = tcn_interface_match.group(l) if tcn_interface_match else None
vlan_info[vlan_id] = {
"id_int": int(vlan_id),
"tcn": tcn,
"last_tcn": last_tcn,
"source_interface": source_interface,
"tcn_in_Tast_day": True



}
elif last_tcn_days_match:
tcn = int(tcn_match.group(1))
last_tcn = Tast_tcn_days_match.group(l)
source_interface = tcn_interface_match.group(l) if tcn_interface_match else None
vlan_info[vlan_id] = {
"id_int": int(vlan_id),
"tcn": tcn,
"last_tcn": last_tcn,
"source_interface": source_interface,
"tcn_in_Tlast_day": False

}

return vlan_info

def compare_tcn_sets(setl, set2):

Compares two sets of VLAN TCN data to determine if TCN values have increased.

Args:
setl (dict): The first set of VLAN TCN data.
set2 (dict): The second set of VLAN TCN data.

Returns:
dict: A dictionary indicating whether the TCN has increased for each VLAN.

tcn_changes = {}

# Compare TCN values for VLANs that exist in both sets
for vlan_id, vlan_data_1l in setl.items():
if vlan_id in set2:
vlan_data_2 = set2[vlan_id]
tcn_increased = vlan_data_2['tcn'] > vlan_data_1['tcn']
tcn_changes[vlan_id] = {
'tcn_increased': tcn_increased,
'old_tcn': vlan_data_1['tcn'],
'new_tcn': vlan_data_2['tcn'],
'source_interface': vlan_data_2['source_interface']
}
else:
tcn_changes[vlan_id] = {
"tcn_increased': None, # No comparison if VLAN is not in set2
'old_tcn': vlan_data_1['tcn'],
"new_tcn': None

}

# Check for VLANs 1in set2 that are not in setl
for vlan_id, vlan_data_2 in set2.items():
if vlan_id not in setl:
tcn_changes[vlan_id] = {
"tcn_increased': None, # No comparison if VLAN is not in setl
'old_tcn': None,
'new_tcn': vlan_data_2['tcn']

}

return tcn_changes

if _name__ == "_main__":
mainQ)



WO o3l peldi IJ Python gy wie oo wudsss Ids Idpvdolz syveged TFTP GlsJ:

<#root>
Switch#
copy tftp://10.207.204. 10/ cat9k_tcn. py flash:/guest-share/cat 9k_tcn. py

Accessing tftp://10.207.204.10/cat9k_tcn.py...
Loading cat9k_tcn.py from 10.207.204.10 (via GigabitEthernet0/0): !
[OK - 5739 bytes]

5739 bytes copied in 0.023 secs (249522 bytes/sec)

2. 9p vovwse uue IM. Vs o3l ldpeld: 1Jpoes 1U9zs0 Juyulpz IM IJuuos os wuvgsd
lJonulez IJuues Python: gldss syuvd Huwldo uwed 131 wp Yol jsl>e TCN. WS o3l
lJpeoldc sop ouvesd uue IM IJJ 5538ls 6.

event manager applet tcn_monitor authorization bypass

event timer watchdog time 300

action 0000 syslog msg "TAC EEM-python script started."

action 0005 cli command "enable"

action 0015 cli command "guestshell run python3 /bootflash/guest-share/cat9k_tcn.py"
action 0020 syslog msg "TAC EEM-python script finished."

3. JJozdd pu sblis Idwsolez IJouuos: spdud lel oubésd wovlez Python Idugos sl
l9 IJloebly Jpss gpuw 538188 zos 83890 wulpz IM IJuuos. Ws JJl IJzldoso huvdo
syslog W §b | IJ TCNs jlbe, J VLAN.

<tfroot>
Switch#

nore flash:/guest-share/tcns.json

{

"0001": {
"id_int": 1,
"tcn": 20,

"Tast_tcn": "00:01:18",
"source_interface": "TwentyFiveGigE1l/0/5",
"tcn_in_Tlast_day": true

1,

"0010": {

"id_int": 10,

"tcn": 2,

"Tast_tcn": "00:00:22",



"source_interface": "TwentyFiveGigE1l/0/1",
"tcn_in_Tlast_day": true

1,

"0020": {

"id_int": 20,

"tcn": 2,

"last_tcn": "00:01:07",
"source_interface": "TwentyFiveGigE1l/0/2",
"tcn_in_Tlast_day": true

b,
"0030": {

"id_int": 30

"ten": 1,

"last_tcn": "00:01:18",
"source_interface": "TwentyFiveGigE1l/0/3",
"tcn_in_Tlast_day": true

}

}

Switch#

guest shel

Switch#
*Feb 17 21:34:45. 846:

Switch#

run python3 /fl ash/ guest-share/cat9k_tcn. py

YGEUESTSHELL - 5- PYTHON_SCRI PT: Message fromtty73(user id:

shxUnknownTTY): TCN

Mtow)y vwe IM Cloobl) ogsgsde JJ geuw >91s . lu be IJ TCNs J Ls VLAN. syslog
Huwlde huwde. s ol [J,o&l.J oSl sdleb o guvedle TON wujlss wluve sl eds
wwodé VLAN ;9 30: 9l 1Jglzos IJos wodlds yvedle TCN IJelwws 030 os Twel/0/3.

<tfroot>

*Feb 17 21:56:23.563: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.
*Feb 17 21:56:26.039: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs

*Feb
*Feb
*Feb
*Feb
*Feb

TCNs

*Feb
*Feb

increased in VLAN 0030 from3 to 5.

17 21:56:26.585:
17 22:01:23.563:
17 22:01:26.687:
17 22:06:23.564:
17 22:06:26.200:

increased in VLAN 0030 from5 to 9.

%HA_EM-6-L0G:
%HA_EM-6-L0G:

tcn_monitor:
tcn_monitor:

TAC EEM-python
TAC EEM-python
%HA_EM-6-L0G: tcn_monitor: TAC EEM-python
%HA_EM-6-L0G: tcn_monitor: TAC EEM-python
%GUESTSHELL-5-PYTHON_SCRIPT: Message from

Last TCN seen on TwentyFi veG gE1/ 0/ 3.

script finished.
script started.
script finished.
script started.
tty73(user id: shxUnknownTTY):

Last TCN seen on TwentyFi veG gE1/ 0/ 3.

17 22:06:26.787: %HA_EM-6-L0OG: tcn_monitor: TAC EEM-python script finished.
17 22:11:23.564: %HA_EM-6-LOG: tcn_monitor: TAC EEM-python script started.



*Feb 17 22:11:26.079: %GUESTSHELL-5-PYTHON_SCRIPT: Message from tty73(user id: shxUnknownTTY):

TCNs increased in VLAN 0030 from9 to 12. Last TCN seen on TwentyFi veG gE1/ 0/ 3.

*Feb 17 22:11:26.686: %HA_EM-6-L0OG: tcn_monitor: TAC EEM-python script finished.

pedyple dlo LoJs

* >Jsd odse 8lodss Lo sezse. Cisco 10S XE Cuteno 17.9.x (1JwS : Guest Shell



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_guestshell.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_guestshell.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_guestshell.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_guestshell.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xe-16/216091-best-practices-and-useful-scripts-for-ee.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xe-16/216091-best-practices-and-useful-scripts-for-ee.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/white-paper-c11-742415.html

agy 030 IJUjapd )
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