odgsy 9uo¢ Unicast Jdpub 96 ldpedso eds
pz9dle Catalyst 9000 Switches

IJpzossle
Lo 9500
el dole 1wl w.sé
leclo ole
ledayle | 23300

o> 9l 6 DNS pegs36 L b, 8le

wodlo | | 200

lJp 9500

S9uoe o3l ldpuwows Js9so odg@o wust Idpub o 1Jpedss 9lgwed ol itbl:solg!qulaol
s IJuoz dpuwows IUs Idwe IJlzbs.

IJecbdole IJlgul jusé



lJeobdolo
Jl wges pobdole ¢gluos Jodl IJpguows.
lJpdovle Idpuuwespd

ouwow Idpedspele 1Jglyo WO o3l ldpuwens 1Js luosble Idolez ldedsole 1Jebss IJeldss:

+ Catalyst 9200
» Catalyst 9300
» Catalyst 9400
» Catalyst 9500
+ Catalyst 9600
« Cisco I0S® XE 17.6.2 slJl_oshle 1digse

pdlebs: Llze sdsd IJodaso Ipoluve JUble) IJos soe luwsgsleel Jopdso oso
lJessile gds pouole Cisco 1JIg)s.



pdlebé: sdjp wrgsue ps)d IJeeuo 1Jugss pu Cisco Juuugsd Local Area Bonjour.
Sedd pu lu 1Juble 1wl us Cisco Catalyst p3g90 W 9,08 99Jsd gubyé 1o uld
IJg>06 (SDG) Iy wlos) 1Ugp6 (SP) pu puod9ud6 1sg oc sl s Spdu IJe s, gdsol B
sdsd IJodsse Jluesl) Cisco 10S XE 1Jepss.

op quuls: IJrogdgplu |J9I_,.>o u_95 o.>| IJrOuuuu.) ,ou I._Jlao_,o |Jp_923.)0 n_9§ R rog_,thso aluoo

Jeuoble

w9 IJg>p0: cedu udlb IJuolss gu grplwol U956 |_9 lJpwgrro Vs IJyvwdo. iroC;Jé
logle 1Ug>ple os: Apple TV g Airplay 9 IPP g0l |Js 3JY.

¢ posd 10 weow) JJ udbo volsse posdl Vs Idgveds. sdsu JIJ posd weysdo
(Iluwpo) IUgluo S 1dubods.



peJsple luwlpussd

gwael pu IJluosl) 17.3.2 py Cisco IOS XE Amsterdam. wp |>¢ld wog gas> Jewlyé 306 DNS
J?CJ ped IJouvdss Idowdsss 1d@lkse eds IJdsolole. $9W9, 03l IJwog 1Uzrss upsde IJwe
IJIzls pe IJoeuwsole IJoldse:

* subWJmMDNS gJs pug w399 zjpe DNS.

o Bless wslole IUlgwesdle (query-db) lJos oogdu 1Jizojs 1JpLos86 IJos lowad u,yo
€U 2P0 PESUO. :

* |gvogleo Unicast mDNS. sy wd 99Jsd SDG | waeglole Unicast mDNS Wb |Js 1Ulzojo
lJpuo5W96 1Up9z9:0 Vs Bless wslule IJlgwegdle JIJ 306 p2336.

Wop wedle zjpé DNS
Sew9s luwwedle DNS gds Idyved IJolds:

* PTR: IJwslule 1Jp9z9s6 Ws yugd PTR os w9g 1Ug>p6 Idos sop IUluweedle guol.

98w IJeuosd eds luwe €826 SEHu2 WIE 1JEre6. eds pwwsd Idpeld:
_airplay._tcp.local

ouboed luvoeles DNS s ledluo gds IUgwedle 1JelJss:

* PTR (IJpsyivy): Idoslole 1Jp9z9r6 Ws JJ ywed PTR os luwpe 1Jgd6 Idos wpod posd
lJg>p6. eds uwesd IJpeld:MyPC._airplay._tcp.local

* SRV (IJg>p06): w2 wslule ywegd SRV Idpuosd 1U3s sgpd edso posd 1Ug> 00 9ldeunds
IUss suvope ldse. eds uveosd IUpold: sop wuvgsd posd 1Ugsed
myPC._airplay._tcp.local gJs IJJpws9e) [Jpeesd IJpuos9-1 gds 1> 3000.

+ TXT (0u): J9e Bspd pBdule sles l9 1de, (key=value). ©938, Lislz IdSsp Iluwlmss
pedyple luolvss z9d 1Ugsps. 03l lgoshs.

* T(ewslo IPVA): sop luwedle Iduved A Jed luwe 1deuossd B guslo IPVA. eds puwsd
lJpeold: sgwas lJJpossw, 1Jpzesd byl HostlLaptop-1 eJs gosle IP 10.24.81.11.

* AAA (eu9lu IPVB): swp luwwgsle Iduved A Jed luwe IJpuosd W6 gugly IPVE (gle 9 link-
local). eds uwvesd IJpold: sewss IUdposse Idpeeesd byl Hostlaptop-1 eds swglo
IPv6: 2001:0db8:1234::1.

w9lus DNS 1 pueoss 1Us Idoo 1Jizhbs 1J6lses eds 1JBbs olole

SIpu IS 1 )ssums S5 Js9s6 wzsoe wolus DNS (pz9d Catdk) [edlu DNS |Js
Urouuodubx_é‘ﬂsgi

* Bs lJuog IJSlssp eJs lJosolo sope huwld Il IJs guglo IP JJggos 224.0.0.251
9eu9lo MAC JJdow IJpwgss Idpeldled Jo 0100.5e00.00fb.

-+ O ooz IUpuwews s 1w Ulbs: sop busld Idledlo 1ds guslo IP Jdszos
224.0.0.251. 9JJu gu9lu MAC JJgzos 09 IJeuslu pu Idzols IJ3s luweo )y g0 1Ué>06.

goldluols |Js 3JY: s I:Joogétgs Jeweows Ids IJoe ldpogss sop w388 2jp DNS
lJpuweded |Js Up(;kéb JIg)s Idos ouwpe Juvedsé VLAN IJos wp luwadlpe [Jg 500 -.-9..§o|.



Vs IJuog !Jélas,o eds IJoo IUlzhbs: sop 09ds,) 1Jsé pug Idbsoolole oo dod IJoba]
eds uble lyuple IJpzldle (MDNS). 9ldss sop wpdsue JIJ w9l MDNS-SD pJd9yo Juvwdo
VLAN Uopu wdysu ysvwds VLAN. wodo IUb)s 96 ywswpe buwld 2ipe DNS b, §o 1Jo
IJizhs:

o Jdlweegdlplo vgb JJi@_o_jé lJos ouuox_%uuj 0 1Ugrp6 wzasdl (Vs IJlgwegdle-db)
« Jdlgdlule. Wb |Js 9dJle SDG JJworv @ ly IJs wbosd Cisco WAB (Wide Area
Bonjour).

gU> iuuwg;,u l¢ble L9lué DNS sloadlzole Jozass ol Bl o 1dezad Sepd wouoe puvoos
lJs w388 19 908 suwows IJs Idow Idlzbhs: spdud 1oz dd pu pdlo odssy w9l.o MDNS-
SD.

* Blop odssuo wpdze SVIEswpe luwedsle IJuoz [dpuwows IUs IJVsolule 9dl swpe
cepdsu ldobwd gds uble mMDNS.

* Blop odssuo wpw wdssy veds VLAN: sep luwwdsle Iduog Idpuvews [Js oo
IJizhs 9swp wpdsu Idelbdd gds wlble mDNS.

luole odosule gulyé DNS IJeuwowss [Js Idue IUlzlbes

ould u9gly pu IUE9e J=¢>_9g_'9.___s_, w9lwo [Joildd ¢300 ¢ldss pu IJOsolole. IJ3s JJlguegsle
SEwp> Vs IJglde eds lsu os 239> b6 3:

« BlUlue 229> L3 WS bo@s 1Jyuosd: Suwsop luvegsle lesls 1Jsuoed 1Jeyzo.
« BlUlpe 229> L3 s bo¥s ldegjse: BsWLod lesh IUbo@le [Jpwgsss.

lesls eoly6 DNS Jdsuesd 1eszo

© seed peod Idyuesd Jedsd SDG.
* 889 99YsJ SDG Lowdsy wyzgsoe 1Ugrpo wsu uldlb Iduoelse eds yvwds VLAN 8 wol
9d3JY wsu Uvwdle VLAN IJpgods.

lesl w9leé DNS pugssé IUbogle

* seed prod IJugjse (IJe> L3) Jodsd SDG.

* 08 pedle 1dsuosd pu lUbw 88 2 Llywe wblis) [Jgse6.

* S89p b IJEre6 w9z so 1 ps wsu uldlb IJuelss eds Lvwds VLAN G wol.

* S99 99sd SDG Loudss worse 1Ugres v udlb IJuelss IJpoods O whblis,
lJé>p0 |Jpgoduds.

* S 9Ysd SDG wyzso 1Ugrpd wsu ullb 1Juelss s gre Jvwdle VLAN péoduds |3l
Jloe JJl vgbos IJuolss pouods wuduw wbs) [Jgspo.

¢ $000d 995 SDG ibilo 1esps pe 2duws gad UDP Jdue Iiehs. Jl sowbdss
lowoedlelo/lediole DNS. ool wouod wadl po 3JY wluwegsle 2ie wi9wsded IJoede
I Bonjour (BCP). swwgspe 03l IJw,9e939J UDP gJs IJpod> 10991,

* wodo ldb,;5960 gudpl sSuvodud ubs) 1Ugres luvogdle/ledlu DNS o0 0 9bs wolss.
Olue Jl sdspe wuszsoo Wyl s 93dsd SDG. 9oadl pu 3Jd: Slue suwb) pd 9w pes>
Jouoss) luvogdlplollgJlole DNS |Js 93sd SDG wuvdd pgpee:



8 .:J.Jluuog_.Jllolc,. lJes 9w IJIe,)luos 09 15 wluss. Spdu wedsd o3l Uip) wluwegsle
le, 29,56 <seconds>service-query-timer.
- Jdledlole: 1dpdde IJIB el os 09 30 &luss. spdo wessd o3l 1Jie) wluwegsle o)
39,56 <e9lu>huwld ledlo 1Jg>p6.
© vl suwoded 99sd SDG Iuwegdlpl pu Ubs) 2306 (pre9s s 2ips BCP). Slue
SWY9p weeldzwo 9bl Jlue 1Ugspo IUos swp bdwol 092936 W 3lY,6 Idegisu Idpsde J
MDNS 1J¢luoo wo: Bluo suweesyey IUs ubs) 1Ugspo wlgweésle 2ipes BCP IJos wzwys
eds lJledlu [Jpblog.
* wpllo oobd 2ip DNS Lo wblis, IJgaps 999 SDG ¢, Jou9as v b od BCP: sup
luwwgsle IJley mdns-sd trust Ws Hovlble gbyb IJlouold wsuo Idezsdle Jzed 1Jpulds
wuwdb zie MDNS 1J¢luos wldestd sldetre eds 2> uwsle.

lt ool e Uil 306 DNS

o0 wsu Iduoesule Idos wilzoul loule Rooul, odssule guls DNS B IJpgow) 05 pg)8é
Js9s6 lJeuead eds:

* ubs volsé _?Ia>6 oedu gu ldgrps wew lJIzool) (puvezsy DNS).
* ubs Yolssé 13,5 whbdu 030 1Ugspd 1Jpes36 (puweede DNS).

SpJdu luels 038w U980 wluweésle 1o, DNS-SD. g 1le, DNS-SD blé wuigsoe JJuvwds
oose JJdzob lpdluss ool [Jogild 3006 DNS. lop 965096 05 luol spdu I wedu gu 929>
306 93Jd JIJo sl dol.

Souse bls [goul, DNS-SD

« $38p MacOS b1 lgul, DNS-SD wuivdd buses: Jlguogsleol B @b o [Js 1pelbs
b, 858 91w DNS-SD Jdeuo9d eds pedsple 29d 1Jle.
* pU 2od 128 Jl sogp Windows bls [JIRool) 030 wundd bouses: sdip wouse Apple's
Bonjour SDK. w ez wowse o3l 1dle, spdo o segd, DNS-SD B p9zo IJi9le,.
« Loslgs o) DNS-SD os w8 wol J MacOS g Windows.
IJleJIo g0 €206 wlguegsle DNS-SD

JJleJIu g0 €506 MDNS. I ueése Ui, IJelds:

dns-sd -R name _app._protocol local port

TS

IJlwp 09 luwp posd 1Ugr06 (IJISIO 1U3S S89p woudSS 300 o0 UIE PESUY)-
lJobosd 09 ldobousd (u9g 1Jeoed) pod Airplay 5 ipp s http 9l |Us 3J9.
lJeu9e939d |l TCP lg UDP.

Suvsy Idpzds Ids 1dezld 1Upeds.



* 1Jpoud3 09 IJpud3 1U3s uvsuwps Wso posd [Jgre6 1Ug>e0 [JE>p0.

euld: Node name testpc [e o 306 Airplay eJs TCP psule 3000.

dns-sd -R testpc _airplay._tcp local 3000

b $3p6 Lluuegsle DNS-SD

JJluweedle £0 €306 MDNS. Iquegsp Ul IJelds:

dns-sd -B _app._protocol Tocal

CSw-

* obosy e ldobosy (wse 1Jesed) pod Airplay 9 ipp 9 hitp 9ol |Js 3JJ.
e 1Jo9e999d ol TCP iy UDP.
* suvs) Idpeds IUs 1Jpeld IJpeds.

pold: IUlguoedlp g0 ¢206 Airplay.
dns-sd -B _airplay._tcp local
lJodysu

eold ldodsso Juveodlo 1Uguod [Jp9zod

|.Jroabb



SVI VLAN 2455
10.24 553
SV1 VLAN 2481
10.24.81.3

Twe 1/0/1 Twe 1/0/1 Twe 1/0/19 Gig 1/0/1
C9300-1 MXC.9500-01 28300-2
Service-peer
L2 VLAN 2455
Twe 1/0/12 Twe Gig 1/0/2
Access VLAN 2455 Access WVLAN 2481
vl | |
querier
—7 —7
HOST-2455 HOST-2481

IF address: 10.24.55.12 IP address: 10.24.81.11

lJodsso eds 9Jdsd SDG

1. cpdso wolus DNS Luvdd gle.

Service-peer

L2 VLAN 2455
10.24.81.5

mDNS
responder



pdlglbs: Lsel py Cisco I0S XE 17.9.1: spdu wdysu IUgsoe 1U3s s89pe 99sd SDG
weeldes IUlgwogdlple sldluweelus wo. IUsuoe UVl uos pod,) B o3l IUsuoe
wee’ odds luveedle pu uilb IJuolss: sep huwld luwoelos Bs V9luod jpuss
puwbes p 830l 15 eluss wuvdd 18e,luos. Idssog 1J1E) 09 "euwe IJbJL" WO o3l
lJsoe: sop huwld luvozles V@b gus odds luvoedle PU udlb IJuelss. On-
Demand 09 Js9 spdu Jluoshle Cisco 10S XE IJwlw@s 1o wgldz IJluwogdleple o0
uldlb IJyolss.

mdns-sd gateway
active-query timer 1 <----- Optionally enable Active querying to discover mDNS responders that might
qgquery-response mode on-demand <----- Sets the response mode to on-demand instead of the default rec

2. louble glpd ©LoWBS6 p99E

plodsw gled © o6 98 Jugzse e2p6 VLAN IJpjie,d Bs Iduwsluwle 1dpguou0s. O
030 1Jgldo 1Jper36: sdipe wozgso 1Ugrpo wsu yuvwdle VLAN [ §pe 2455 9 2481 o6 wwp |yl



JveJle VLAN o0 |Js 1Ugdsd Idpeds Jeled wuovss 1Je9Se.

mdns-sd location-filter LOCAL-PROXY
match Tocation-group default vlan 2481
match Tocation-group default vlan 2455

3. Bp wluuble Blisps gxple 91556 9,015,6 uwpee widelo [JBls6.

pdlebo: o oub IUgsple IJpuwese wol s wog 1Ugsps IUuols)s weled wuo9so
lJp9 8¢ 1Upes> W6 [JEb9s 2. 03l plodyw Jugzsoe €306 wsu yvwdle VLAN.

<#root>

mdns-sd service-1list LOCAL-AREA-SERVICES-IN IN
match airplay

match apple-tv
!



mdns-sd service-Tist LOCAL-AREA-SERVICES-OUT OUT
match airplay

location-filter LOCAL-PROXY

match apple-tv

location-filter LOCAL-PROXY

4. 9p lugvle puslgwo 3006 918,10 B9lise U ple IJos wp logblgel s 1Uglbgo 3.

mdns-sd service-policy LOCAL-AREA-SERVICE-POLICY
service-1ist LOCAL-AREA-SERVICES-IN IN
service-1ist LOCAL-AREA-SERVICES-OUT OUT

5. §p woudssb guls DNS JJoo Idizhbs eds uvwdle VLAN sl IJlopss.

<{froot>

vlan configuration 2455
mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY

source-interface Vlan2455 <---- This 1is the source IP address that mDNS packets are
!

vl an configuration 2481

mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY
source-interface V1an2481 <---- This is the source IP address that mDNS packets are

eold ldodssy Jduvodlo pogsrss ldbogle

|LL°ELDLD



SVIVLAN 10
10113
SV1 VILAN 2455
5DG 10.24.55.3
SVI VLAN 2481
10.24.81.3

Twe 1001 Twe 1/0/1 Twe 1/0/19 Gig /011
Service-peer Co300-1 Co300-2 Service-peer
SV VLAN 10 SV VLAN 10
10.1.1.1 10115
SVI VLAN 2455 SVI VLAN 2455
10.24.55.1 Twe 1/0/12 Twe Gig 1/0/2 10.24.81.5
Access VLAMN 2455 Access WLAN 24381
Gl | |
querier responder
o ——, —
HOST-2455 HOST-2481
IP address:; 10.24 5512 IP address: 10.24.81.11
lJodosu eds 9dsd SDG
1. o pdso wolud DNS Luvdd glo.
mdns-sd gateway
source-interface vlanl0 <----- This is the IP source that the SDG Agent are going to be use to establ

2. lugile glod wuoWBS6 L9 9

pbdyo gled ©uods6 p9de Jugzse 206 VLAN IJp ve,d B Idumslusle ldpt o068, S
030 1Jz1Js 1Jpe336 Sdjp w9280 1Jgsp6 wso uvwdle VLAN 5 6p 2455 § 2481 2os wop luolds
Jvwdle VLAN oo [Js 1J9dsd Idpzds Jeled ouo9s6 [Jpesde.

mdns-sd location-filter LOCAL-PROXY
match location-group default vlan 2481
match location-group default vlan 2455

3. Bp wluuble Blispo grple 915306 9,015,6 wuwpee widele IJBs>0.



pdlebo: oyoob IJgsple IUpwese wol WS o IJEsps 1ol )6 welpd ©uo8s6
lJe98¢e 1Jpes> WO 1o 2. 03l plodyw Jugzsoe 306 wsu yvwdle VLAN.

<#froot>

mdns-sd service-1ist LOCAL-AREA-SERVICES-IN IN
match airplay

match apple-tv
|

mdns-sd service-1list LOCAL-AREA-SERVICES-OUT OUT
match airplay

| ocation-filter LOCAL-PROXY

match apple-tv

| ocation-filter LOCAL-PROXY



4. Sp clogvle Gusluws €306 91910 B9lise IUgsple Idos wp lugblyel Vs 1Uglbgs 3.

mdns-sd service-policy LOCAL-AREA-SERVICE-POLICY
service-1list LOCAL-AREA-SERVICES-IN IN
service-1ist LOCAL-AREA-SERVICES-OUT OUT

5. 8p wouubsb guhé DNS JJoe IJizhbs eds uvwdle VLAN 1o 1o pss.

<#root>

vl an configuration 2455

mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY
!
vl an configuration 2481

mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY

6. Gp v oS preses wbs) 208 Jopdso wozso IUges wsu I8l 1Jgses.

Sdjp luolws JJ pu puos) IP 1UElue o "ublis;) [Jgr06" 1U3s sdie Joudss wygso [Jge0.

mdns-sd service-peer group

peer-group 1

service-policy LOCAL-AREA-SERVICE-POLICY
service-peer 10.1.1.1 Tlocation-group default
service-peer 10.1.1.5 Tlocation-group default

7. od9su &80 DNS gJs pulds gbyb IJloold wsu IJpzadle.

o3l cubdisd Jsuw lewbs £ 1o 09 puwczuwe 1o suwdl IJpsole ls MDNS Sub B ol po¢J
l9 perz- 031 JIu gds 030 IJpulds Jp s8> pu IUpwsde 1o wys gipe DNS 9JIJu wodl pu 250 BCP.

int range twl/0/1, twl/0/19
mdns-sd trust

lJodssu gds vblis, [Jg>peo



1. 8p vopdsu 9lws DNS L bdd gle 9odssy 9uoe wbs) 1Jgsps.

<{froot>

mdns-sd gateway
active-query timer 1
mode

servi ce- peer

sdg-agent 10.1.1.3 <------ IP address of the SDG Agent

2. logsle glpd wuos6 9 de

plodoc gled © o6 98 Jugzse 206 VLAN Idpjied Ss Iduwsluwle 1dpguou0s. S
030 1JelJo 1Jper36. sdipe wozgso 1Ugrpo wsu yuvwdle VLAN [ §e 2455 9 2481 o6 wwp |yl
Jvedle VLAN o0 |Js 1Usdsd Idpeds Jeled wuovss 1Jes8e.

mdns-sd location-filter LOCAL-PROXY
match location-group default vlan 2481
match location-group default vlan 2455

3. Bp wluuble Blispo grple 91530 9,015,6 wwee widele IJBks>0.

<{froot>

mdns-sd service-1ist LOCAL-AREA-SERVICES-IN IN
match airplay

match apple-tv
|

mdns-sd service-1list LOCAL-AREA-SERVICES-OUT OUT
match airplay

location-filter LOCAL-PROXY

match apple-tv

location-filter LOCAL-PROXY

4. §p Llouvle Juslgws £306 919,10 Golse IUgsple IJos op loublgel B 1Jglbgs 3.

mdns-sd service-policy LOCAL-AREA-SERVICE-POLICY
service-1list LOCAL-AREA-SERVICES-IN IN
service-1list LOCAL-AREA-SERVICES-OUT OUT



5. 9p wouubsb gulys DNS JJuo IJizbs eds uvwdle VLAN sle 1Jlopsé.

Jobes, 1Ugsps 10.1.1.1:

<{froot>

vl an configuration 2455

mdns-sd gateway
service-policy LOCAL-AREA-SERVICE-POLICY

Jubs, 1Ug>es 10.1.1.5:

<#root>
vl an configuration 2481
mdns-sd gateway

service-policy LOCAL-AREA-SERVICE-POLICY

6. ©J9su &80 DNS gJs pulds gbyb IJloold wsu Idpzadle.

o3l uidsd Jsuw lewbis € 1w 09 puwoeuwo 1o suwdb Idesuls ls MDNS ol Bis ol e3¢J
l9 perz. 03l JIu gds 030 IJpulds Jp s8> pu IUpwsde 1o wys gie DNS 9JJy wodl pu 2 BCP.

Jobes, 1Ugsps 10.1.1.1:

int range twl/0/1
mdns-sd trust

Jubs, 1Ug>es 10.1.1.5:

int range Gigl/0/1
mdns-sd trust

lwoduuld IJIgble 9l odlzol

dvodle 1dsuosd 1Jpszes

1. 1doz8d pu woed buwldliodds luwegdlp DNS oo 93dsd SDG.



<ffroot>

C9500#show

mins-sd statistics vlan <vlan/interface> | i nDNS| send|received

mDNS Statistics
mDNS packets sent 5
mDNS packets rate Timited 0
mDNS packets received 3
advertisements received 0
queries received 3
IPv4 received 3
IPv4 advertisements received : 0
IPv4 queries received 3
IPv6 received : 0
IPv6 advertisements received : 0
IPv6 queries received 0
mDNS packets dropped 0

2. olds oo 1o 99 SDG Jsso IUlelo B 31,6 1Ueé s 1Jpsde J DNS 1JglLo6 wo.

<#root>
C9500#show

nmdns-sd cache

<---Validate that this number increments in multiple readings.

<---mDNS queries received and processed by the SDG Agent.

mDNS CACHE
[<NAME>] [<TYPE>] [<TTL>/Remaining] [Vlan-Id/If-name] [Mac
CXLabs-W10.7ocal A 4500/3717 31 0050.56b3.d162
CXLabs-W10.7ocal A 4500/4224 30 0050.56b3.e409
_airplay._tcp.local PTR 4500/4472 31 0050.56b3.d162
test3l._airplay._tcp.local SRV 4500/4472 2481 0050.56b3.d16
test3l._airplay._tcp.local TXT 4500/4472 2481 0050.56b3.d16
CXLabs-W10-3.Tocal A 4500/4472 31 0050.56b3.d162

3. ©283 p0 wpdso uwsluws 1Ugse6 eds Lvods VLAN IJpde 06 wgses MDNS.

<tfroot>

C9500#

show ndns-sd service-policy association vlan

========== VLAN policy association =============

VLAN Service-policy
1 LOCAL-AREA-POLICY
2481 LOCAL-AREA-POLICY

2455 LOCAL-AREA-POLICY



4. 1do2dd pu Loed ledlu 206 3158 IJotisu Idedde J DNS sldpuwoede sldpumoese.

<#froot>
C9500#

show midns-sd statistics cache all

mDNS cache statistics :

Number of service types : 1

Number of records of type PTR : 1
Number of records of type SRV : 1
Number of records of type A : 3
Number of records of type AAAA : 0O
Number of records of type TXT : 1

Top service types by instances :
Service type : (count of service instances)
_mirrorp2s._tcp.local : 1 <-—-———- Verify the service is display.

Top advertisers of record :

MAC Address : (count of records)

0050.56b3.d162 : 5

0050.56b3.e409 : 1 <------- Verify that interested MACs are mDNS Querier/Responder displays.

5. Vs 2ldo g3p bogy IUbEIJ gds 31956 1w isu 1Jedde: swpe Q‘J‘é‘:s e DNS B b 9Jl s9>
owbd Jedsd SDG welo IJpuwezse DNS. 90,1280 wog 1Ug>p06 9lJolds oo 929> 1UEd06 B
lJ8lispo.

<tfroot>

C9500#

show nmdns-sd service-list

Name Type Service Msg-Type
LOCAL-AREA-SERVICES-IN IN all any
default-mdns-in-service-Tist IN apple-airprint any
IN apple-remote-login any

IN apple-screen-share any

IN apple-tv any

IN apple-windows-fileshare any

IN google-chromecast any

IN google-expeditions any

IN homesharing any

IN multifunction-printer any

IN printer-ipps any

LOCAL-AREA-SERVICES-0OUT ouT all any
default-mdns-out-service-1ist ouT apple-airprint any
ouT apple-remote-login any

ouT apple-screen-share any

ouT apple-tv any



ouT apple-windows-fileshare any

ouT google-chromecast any
ouT google-expeditions any
ouT homesharing any
ouT multifunction-printer any

6. Op wouorse IJigble Jelzes epdss DNS.

debug mdns all

lJubvedlo pogrsé ldbogle

IJo2d8 po woes ledlu DNS eds wbs) 1Jg>06 99dsd SDG

1. 0288 pU 929> 2duwd BCP wisu ubs) 1Ugrp6 99dsd SDG (oobd Idodle gds B> 1Jzslé).
gds vbs) 1Jgpé:

<#root>

C9500#

show mdns-sd sp-sdg statistics | i Keep| Message

Messages sent:

Keep-Alive 1 69439 <---- Validate that this number increments in multiple readings
Messages received:

Keep-Alive Response 1 69420 <---- Validate that this number increments in multiple readings
C9300-2#
show udp | i Proto] 10991
Proto Remote Port Local Port In Out Stat TTY OutputIF

17 --Tisten-- --any-- 10991 O 0 2001221 O

17(v6) --Tlisten-- --any-- 10991 0 0 2020221 0

eJs 9dsd SDG:

<#root>
C9500#
show ndns-sd sp-sdg statistics | i Keep| Message

Messages received:
Keep-Alive : 138901 <---- Validate that this number increments in multiple readings
Messages sent:



Keep-Alive Response : 138901 <---- Validate that this number increments in multiple readings

C9500#

show ndns-sd sdg servi ce-peer sunmmary

Service-Peer/Port Cache-Sync Uptime Record Cou
Sent Time

10.1.1.5/10991 124 Sep 5 15:24:03 2023 62 Hrs 15 Mins 0

10.1.1.1/10991 360 Sep 5 15:32:03 2023 180 Hrs 7 Mins O

2. 5288 pu lu wbs) 106 Jsso Idledlo W 31956 IJogiso 1Jpsde J mDNS 1Jgl o wo.

I3l Jp sbo, Ws 31,6 IJegisu 1desde Jd mMDNS: IJe@lb 2506 O 1Jglzos IUpeodo
Ndpuwozse J MDNS sldozdd oo o wdbs Idoolss wise whuwld ledlole DNS LolJzs.

<#root>
C9500#

sh mdns cache

mDNS CACHE
[<NAME>] [<TYPE>] [<TTL>/Remaining] [Vlan-Id/If-name] [Mac
_airplay._tcp.local PTR 4500/4500 2481 0050.56b3.e9c2
PC-vlan2481._airplay._tcp.local SRV 4500/4500 2481 0050.56b3.e9c2
CXLabs-WIN10.Tocal A 4500/4500 2481 0050.56b3.e9c2
PC-vlan2481._airplay._tcp.local TXT 4500/4500 2481 0050.56b3.e9c2

3. 02OV pU Jshé g3 huwld ledlo vlbs,) [Jg> 6.

Souwd JJ ubs,) 300 IJledlvle |Us 99sd SDG JJ pslde ledly grp6. IJIGe,)los 09 30

Sluss.

<{froot>
C9300-2#

sh ndns sunmmary

Global mDNS Gateway

mDNS Gateway : Enabled
Rate Limit : 60 PPS (default)
AirPrint Helper : Disabled



Mode : Service-Peer

SDG Agent IP : 10.1.1.3 <----- SDG Agent configured
Source Interface : V110

ANY Query Forward : Disabled

Next Advertisement to SDG : 00:00:12 <——-—- Time left for sending next advertisement to SDG Ag
Next Query to SDG : 00:00:12

Active Response Timer : Disabled

Active Query Timer : Enabled 1 Minutes

mDNS Query Type : PTR only

Service Enumeration period : Default

SSO : Inactive

C9300-2#

show ndns-sd servi ce-peer statistics

mDNS Packet statistics:

Packets received from client : 11560
Queries : 281
IPv4 ;281
IPv6 : 0
Advertisements : 11279
IPv4 : 11279 <---- Validate that this number incremen
IPv6 : 0
Packets sent to client 1 23939
Advertisements 1 6
IPv4 : 6
IPv6 : 0
Queries : 23933
IPv4 1 23933
IPv6 : 0
Packets sent to SDG : 110
Queries 1 92
Advertisements : 18 <---- Validate that this number increment
Packets received from SDG : 0
C9300-2#

show nidns-sd sp-sdg statistics

One min, 5 mins, 1 hour

Average Input rate (pps) : 0, 0, 0
Average Output rate (pps) : 0, 0, 0
Messages sent:

Query 92

ANY query : 0

Advertisements ;18 <---- Validate that this number incremen

Advertisement Withdraw : 15

Interface down : 0

Vlan down : 0

Service-peer cache clear : 2

Resync response : 365

Srvc Discovery response : 0

Keep-Alive : 71056

Messages received:

Query response : 0

ANY Query response : 0

Cache-sync : 395

Get service-instance : 0

Srvc Discovery request : 0



Keep-Alive Response : 71037

4. olds po 1o 99sd SDG Usso IJle o W 31956 IJogiso lJpdde J DNS IJgl o6 wo.

<{froot>
C9500#

show mdns cache

mDNS CACHE
[<NAME>] [<TYPE>] [<TTL>/Remaining] [Vlan-Id/If-name] [Mac
_airplay._tcp.local PTR 4500/4500 2481 0050.56b3.e9c2
PC-v1an2481._airplay._tcp.Tlocal SRV 4500/4500 2481 0050.56b3.e9c2
CXLabs-WIN10.Tocal A 4500/4500 2481 0050.56b3.e9c2
PC-v1an2481._airplay._tcp.Tlocal TXT 4500/4500 2481 0050.56b3.e9c2

5. Op wouorse IJigble Jeslees £odss DNS.

debug mdns all

IJozldd pu wozs luwoedle DNS eds wbs) 1Ug>e6 99dsd SDG

1. 0288 pu lu wbs, 16 Jrso Iluvegdle bs DNS query-db IUgluo wo.

Blde wop puilesco Vs luvogdle DNS-db. Wedsd Ido@lb 2j5p6 Vs 1Uglzos IJpoodo
veuwwede DNS gldoz 8l pu lu u@bd Iduelssé w99p whuwld luvogdlple DNS LolJeé.

<#froot>
C9300-1#

show ndns query-db



PTR Name: _airplay._tcp.local
0050.56b3.2ecl 2455 Default none

2. olds o0 9293 eduws BCP wsu ubs) 1Ugrpe6 999sd SDG (wubd ldoBle gds B> [Jgsls).

<#root>
C9300-1#
show ndns sp-sdg statistics | i Keep| Message

Messages sent:

Keep-Alive 1 71232 <---- Validate that this number increments in multiple readin
Messages received:
Keep-Alive Response : 71218 <---- Validate that this number increments in multiple readi
C9300-1#
show udp | i Proto| 10991
Proto Remote Port Local Port In Out Stat TTY OutputIF
17 --Tisten-- --any-- 10991 0 0 2001221 O
17(v6) --Tisten-- --any-- 10991 0 0 2020221 O

3. weldl pu jshé b luwoedlp wlbs) 1Ugs06 [Uds wp hiuwldo. Jel i lovoelod IUlgwogdle
lJeodile wujlss.

Syuvd ubs) 1Ugspé IUluwegdlple |Us 9dsd SDG JJ service-query-timer. IJo9uos) 15 elus.

<tfroot>
C9300-1#

show nidns-sd sp-sdg statistics

One min, 5 mins, 1 hour

Average Input rate (pps) : 0, 0, 0
Average Output rate (pps) : 0, 0, 0
Messages sent:

Query 608 <---- Validate that this number increments in multiple reading

ANY query 0

Advertisements 2

Advertisement Withdraw 0

Interface down : 0

Vlan down : 0

Service-peer cache clear )

Resync response 0

Srvc Discovery response 0

Keep-Alive 7
Messages received:

Query response : 178 <---- Validate that this number increments in multiple readin
ANY Query response : 0



Cache-sync

Get service-instance
Srvc Discovery request
Keep-Alive Response

: 395

: 0
71178

4. olds> po 1o 99sd SDG syuwd ledlul luweglus JsJ.

C9500#show mdns sp-sdg statistics

Average Input rate (pps)
Average Output rate (pps)
Messages received:
Query
ANY query
Advertisements
Advertisement Withdraw
Interface down
Vlan down
Service-peer cache clear
Resync response
Srvc Discovery response
Keep-Alive
Messages sent:
Query response
ANY Query response
Cache-sync
Get service-instance
Srvc Discovery request
Keep-Alive Response

One min, 5 mins, 1 hour

0, 0, 0
0, 0, 0

: 704

: 0

: 19

: 15

: 0

: 0

: 8

: 366

: 0

1 142377

: 191 <---- Validate that this number increments in multiple re
: 0

791

: 0

: 0

1 142377

5. Op wouorse IJigble Jeslees £oJsé DNS.

debug mdns all

1JI9l o 1Jpu g ed Jiuwed sl 1JIgble gl odlzol

show running-config mdns-sd
show mdns-sd summary

show mdns-sd service-policy association vlan
show mdns-sd service-policy association role

show mdns-sd statistics all

show mdns-sd statistics debug

show mdns-sd cache all
show mdns-sd query-db

show mdns-sd statistics cache all
show mdns-sd service-peer statistics

show mdns-sd sp-sdg statistics

show mdns-sd sdg service-peer summary



show mdns-sd controller summary

show mdns-sd controller detail

show mdns-sd controller statistics
show mdns-sd controller export-summary

show tech-support mdns-sd

debug mdns-sd all

pedyple slo LoJs

e >Jisd oYssy Bonjour Jgolyo Yol 12206 Oes | Catalyst 9500 switches



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-9/configuration_guide/bonjour/b_179_bonjour_9500_cg/configuring_local_area_bonjour_in_unicast_mode.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-9/configuration_guide/bonjour/b_179_bonjour_9500_cg/configuring_local_area_bonjour_in_unicast_mode.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-9/configuration_guide/bonjour/b_179_bonjour_9500_cg/configuring_local_area_bonjour_in_unicast_mode.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-9/configuration_guide/bonjour/b_179_bonjour_9500_cg/configuring_local_area_bonjour_in_unicast_mode.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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