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lLgwe Idetbsbs Jduyvods

Host NAT-Device _Server
Tel/0f1 Tel/0f2
- oortior [ ez _ |-
192.168.1.100 10.20.30.40
inside local 172.16.10.10 outside loca
inside global outside global
IJodosu

eold eds IJodysule

cubdsd wldy luvelosds nat iy soze 192.168.1.100 (lzd peds) JJs 172.16.10.10 (slzJ
oleJ):
JVip

<#root>
NAT-Device#

show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes
!

interface TenGigabitEthernetl/0/1
no switchport



ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes

!

interface TenGigabitEthernetl/0/2
no switchport

ip address 10.10.10.1 255.255.255.0

ip nat outside <-- NAT outside

end

ip nat inside source static 192.168.1.100 172.16.10. 10

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal

icmp 172.16.10.10:4 192.168.1.100:4 10.20.30.40:4

<-- active NAT translation

--- 172.16.10.10 192.168.1.100 ---

<-- static NAT translation added as a result of the configuration

interface

<- -

static NAT rule

Outside global
10.20.30.40:4

ouwdsd s nat Jo,zpes 192.168.1.0/24 |Js 172.16.10.1 - 172.16.10.30:

<#root>
NAT-Device#

show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes
!

interface TenGigabitEthernetl/0/1
no switchport



ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...
Current configuration : 109 bytes

interface TenGigabitEthernetl/0/2
no switchport
ip address 10.10.10.1 255.255.255.0

ip nat outside

<-- NAT outside interface

end
!

ip nat pool TAC-POOL 172.16.10.1 172.16.10.30 netmask 255.255. 255. 224 <-- NAT pool configuration
ip nat inside source |list hosts pool TAC POCL

<-- NAT rul e configuration

ip access-list standard hosts <-- ACL to match hosts to be

10 permit 192.168.1.0 0.0.0.255

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside local Outside global
icmp 172.16.10.10:6  192.168.1.100:6 10.20.30.40:6 10.20.30.40:6
--- 172.16.10.10 192.168.1.100 --- ---

cuidsd orpsd ks 2rds nat (oyw) o soze 192.168.1.0/24 |Js 10.10.10.1 (ip nat thz.s
Sbu):

<ffroot>

NAT-Device#



show run interface tel/0/1

Building configuration...

Current configuration : 109 bytes
!
interface TenGigabitEthernetl/0/1

no switchport
ip address 192.168.1.1 255.255.255.0

ip nat inside <-- NAT inside interface

end

NAT-Device#

show run interface tel/0/2

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/0/2
no switchport
ip address 10.10.10.1 255.255.255.0

i p nat outside <-- NAT outside interface

end
!

ip nat inside source list hosts interface TenG gabitEthernet1/0/2 overl oad

ip access-list standard hosts

10 permit 192.168.1.0 0.0.0.255

Jlieb jsble [deuws eds IJgwslo 1Jgle 1U51Js wp@sh 1 JIJ o)z pes:

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside local Outside global

icnp 10.10. 10. 1: 1024 192.168.1.100: 1 10. 20. 30.40: 1 10. 20. 30. 40: 1024

<-- Notice layer 4 port increnments

<-- NAT configuratic

<-- ACL to match hos



icnp 10.10. 10. 1: 1025 192.168. 1. 100: 2 10. 20. 30. 40: 2 10. 20. 30. 40: 1025

<-- Notice layer 4 port increments

icmp 10.10.10.1:1026  192.168.1.100:3  10.20.30.40:3 10.20.30.40:1026
icmp 10.10.10.1:1027 192.168.1.100:4  10.20.30.40:4 10.20.30.40:1027
icmp 10.10.10.1:1028 192.168.1.100:5 10.20.30.40:5 10.20.30.40:1028
icmp 10.10.10.1:1029 192.168.1.100:6  10.20.30.40:6 10.20.30.40:1029
icmp 10.10.10.1:1030 192.168.1.100:7 10.20.30.40:7 10.20.30.40:1030
icmp 10.10.10.1:1031  192.168.1.100:8 10.20.30.40:8 10.20.30.40:1031

10. 10. 10. 1: 1024 = insi de gl obal

192.168.1.100:1

inside |loca

lJozoe pu NAT lJelow

IJozdd pu ldeslee

09 SWISE io SIS WP pU wyzed pe Wl luwolosds nat guspl ould el po w39 bbb
Sz el suowe IJesy uuvbl sop lugile w)zps ssulpsdss

<tfroot>

NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global

icnmp 172.16.10.10:10 192.168.1.100:10 10.20.30.40:10 10. 20. 30. 40: 10
<-- dynamic transl ation
--- 172.16.10.10 192. 168. 1. 100 --- ---

<-- static configuration from NAT rule configuration

luwogsle Ile, show ip nat translations. sedud wzass 19w 1Jss wp Bso luuile [Josd @
98 133w ldpoods eds IJe,zes.

<tfroot>



NAT-Device#

show i p nat transl ations verbose

Pro Inside global Inside local Outside local Outside global
icmp 172.16.10.10:10 192.168.1.100:10 10.20.30.40:10 10.20.30.40:10

create 00:00: 13, use 00:00: 13, left 00:00: 46,

<-- NAT tiners

flags:

extended, use_count: 0, entry-id: 10, Tc_entries: 0
---172.16.10.10 192.168.1.100 --- ---

create 00:09:47, use 00:00:13,

flags:

static, use_count: 1, entry-id: 9, lc_entries: 0

oedd pu leuolisslo nat. sojlss sl 19uo9d [Js NAT guspl sblod IJwsd§ Blese NAT
9swe lugulgoe.

soiles g5 Igble NAT gusel woblod 26 ey0) Idwslule pg leas Idsles sddo sogs, edsul
logule 1oz 06.

<tfroot>
NAT-DEVICE#

show i p nat statistics

Total active translations: 1 (
1 static,
0 dynamic; 0 extended)

<-- 1 static translation

Outside 1interfaces:

TenG gabit Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et her net 1/ 0/ 2 <-- NAT inside interface

Hts: 0 Msses: O <-- NAT hit and nmi ss counters

CEF Translated packets: 0, CEF Punted packets: 0
Expired translations: 0

Dynamic mappings:

-- Inside Source



[Id: 1] access-Tist hosts interface TenGigabitEthernetl/0/1 refcount 0

io SO IJozpes ould szolz i SY9u wely) Ids [dpuos) 9elss pu Id nat wsws§. Jigb pg )0
lJozley.

<#root>
NAT-Device#

show i p route 10.20. 30. 40

Routing entry for 10.20.30.40/32

Known via "static", distance 1, metric O
Routing Descriptor Blocks:

* 10.10.10.2

Route metric is 0, traffic share count is 1

NAT-Device#

show pl at form sof tware adj acency switch active fO

Adjacency 1id:

0x29(41)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100

<-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 464, HW handle: (nil) (created)

Adjacency 1id:

0x24 (36)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP



Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10.10.10.2

<-- next hop to 10.20.30.40

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 452, HW handle: (nil) (created)

nat spJdu pJuw debugs RIX X lJpdelz suvede 2)9Jo p)9) 9131 09 SEJS nat w9

) odlebs: Jleb Iy 2,36 0,9, ICMP |:Jo§ ooy 'aluz?g_é J NAT swp peldzwol slispel Ws
lJesolez J3JY Jl whbo,y wuoese lBble IUuble IUlgwlgus ywedle 2,J6 0,9, ICMP.

<#root>
NAT-Device#

debug ip nat detailed

IP NAT detailed debugging is on
NAT-Device#
*Mar 8 23:48:25.672: NAT: Entry assigned id 11

<-- receive traffic and fl ow created

*Mar 8 23:48:25.672: NAT: i: icmp (192.168.1.100, 11) -> (10.20.30.40, 11) [55]
*Mar 8 23:48:25.672: NAT:

s=192.168.1.100->172. 16. 10. 10
, d=10.20.30.40 [55INAT: dyn flow info download suppressed for flow 11

<-- source is translated

*Mar 8 23:48:25.673: NAT: o: icmp (10.20.30.40, 11) -> (172.16.10.10, 11) [55]
*Mar 8 23:48:25.674: NAT: s=10.20.30.40,

d=172. 16. 10. 10->192. 168. 1. 100
[55INAT: dyn flow info download suppressed for flow 11

<-- return source is translated

*Mar 8 23:48:25.675: NAT: i: icmp (192.168.1.100, 11) -> (10.20.30.40, 11) [56]



ewpl cowos Lodless IJesd @ 19 sup 3o Luae,s lple 1Jz3ld Vs wuoese IJigble:

<{froot>

*Mar 31 17:58:31.344: FMANRP-NAT: Received flow data, action:

DELETE

<-- action is delete

*Mar 31 17:58:31.344: id 2, flags 0Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 31783, src_global_port 31783,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id O,

outside_mapping_id 0, inside_mapping_type O,

outside_mapping_type O

IJozdd po 1Jizesé

el UvdJo 1 nat §lgss sJou 1Jzols wypze 03l Bless bs TCAM cew nat pob §6 5. wldss
I 1J8lesé pupesd bs TCAM.

ooy ldpele wuosEs uwdluwsd guisss J3JY sdje IJogasd Ids guslu IP.
<#root>

NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region NAT_1 (370) type 6 asic 3

Printing entries for region NAT_2 (371) type 6 asic 3

Printing entries for region NAT_3 (372) type 6 asic 3

Printing entries for region NAT_4 (373) type 6 asic 3

Printing entries for region NAT_5 (374) type 6 asic 3 <-- NAT Region 5

TAQ-2 Index-128 (A:1,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000: ffffffff
Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:



c0a80164

inside local |IP address 192.168.1.100 in hex (c0a80164)

AD 10087000:00000073

TAQ-2 Index-129 (A:1,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a
:00000000

<-- inside global |IP address 172.16.10.10 in hex (acl00a0a)

AD 10087000:00000073

slesl gurel suowe IJesdd wubbl spdo 1Jolds po wpzs IUizess pu ¢JIJ 1Jc2dd pu
TCAM Uopo pob s NAT 1.

<#root>
NAT-Device#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT Region 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ffO0O0ffff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:06005ac9:00000000:00000017:00000000:00000000:

0aldle28: c0a80164

AD 10087000:000000b0

TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:ffOOffff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:06000017:00000000:00005ac9:00000000:00000000:

acl00a0a: 0al4l1le28



AD 10087000:000000b1

Starting at Index-32 Keyl from right to Tleft:

c0a80164

= 192.168.1.100 (Inside Local)

0aldle28

= 10.20.30.40 (Outside Global)

00000017

= 23 (TCP destination port)

06005ac9

= 06 for TCP and 5ac9 1is 23241 which is source port from "show ip nat translations" of the inside host

Repeat the same for Index-33 which is the reverse translation:

0aldle28

= 10.20.30.40 (Outside Global)

acl00a0a

= 172.16.10.10 (Inside Global)

00005ac9

= 23241 TCP Destination port

06000017

= 06 for TCP and 17 for TCP source port 23

IJoz 88 pu NAT Issulesds

IJozdd pu ldeslee
oid§> odysu wepe lJeulasu 1Uds uwowp oygpwoe slgd sulasu IP [Jso.

sost 03l IJodsso ozes Juvwds 192.168.1.0/24 |Js gulsse 172.16.10.1 |Js 172.16.10.254
<#root>

NAT-Device#

show run | i ip nat

ip nat inside

<-- ip nat inside on inside interface



ip nat outside
<-- ip nat outside on outside interface
ip nat pool MYPOOL 172.16.10.1 172.16.10.254 netnmask 255. 255. 255.0 <-- Pool of addresses to translate

ip nat inside source |list hosts pool MYPOOL <-- Enabl es hosts that match ACL "t

NAT-Device#

show i p access-list 10 <-- ACL to match hosts to be translated

Standard IP access 1list 10
10 permit 192.168.1.0, wildcard bits 0.0.0.255
NAT-Device#

Jebo pe 2yds nat Jl sgdd 09 s pogd pe Bib o vdsd. sew lousle w388 wuvb $od
pde 229d 1Jezes.

<#root>
NAT-Device#

show i p nat translations

<...enmpty...>

oedd pu leuolisslo nat. sojlss sl 19uo9d [Js NAT guspl sblod@ IJwsd§ Bless NAT
9swe lugulgoe.

soiles g5 Igble NAT gusel woblod 296 p0) Idwslule pg leas Idsles sdJo sogs, edsul
logule 1oz 06.

<tfroot>
NAT-DEVICE#

show i p nat statistics

Total active translations: 3794 (1 static,
3793 dynami c

; 3793 extended)



<-- dynamc translations

Outside interfaces:

TenG gabi t Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hts: 3793
Misses: O

<-- 3793 hits

CEF Translated packets: 0, CEF Punted packets: 0
Expired translations: 0O

Dynani ¢ mappi ngs: <-- rule for dynanic nmappi ngs

-- Inside Source
[Id: 1]

access-list hosts interface TenG gabitEthernet1/0/1
refcount 3793

<-- NAT rul e displ ayed

oldss 1ol JJpuss) 8ld9zos e9z9s

<#root>
NAT-Device#

show pl at form sof tware adj acency switch active fO

Number of adjacency objects: 4

Adjacency 1id:

0x24( 36)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP
Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown



Nexthop addr:

10.10.10.2

<-- adjacency to destination

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 449, HW handle: (nil) (created)

Adjacency 1id:

0x25 (37)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100

<-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0O
aom id: 451, HW handle: (nil) (created)

wes oldss Ieely,) 13l luw ould pundJs pe NAT 2luo) spdod IJuse pg wuoese lgble NAT
puvedd eu lJoble Il yus

<#root>
NAT-Device#

debug ip nat

IP NAT debugging is on
NAT-Device#

debug ip nat detailed

IP NAT detailed debugging is on

NAT-Device#

show | oggi ng



*May 13 01:00:41.136: NAT: Entry assigned id 6
*May 13 01:00:41.136: NAT: Entry assigned id 7
*May 13 01:00:41.136: NAT: 1i:

tcp (192.168.1.100, 48308)

-> (10.20.30.40, 23) [30067]

<-- first packet ingress w thout NAT

*May 13 01:00:41.136: NAT: TCP Check for Limited ALG Support
*May 13 01:00:41.136: NAT:

s=192.168.1.100->172. 16. 10. 10
, d=10.20.30.40 [30067]NAT: dyn flow info download suppressed for flow 7

<-- confirms source address translation

*May 13 01:00:41.136: NAT: attempting to setup alias for 172.16.10.10 (redundancy_name , idb NULL, flag
*May 13 01:00:41.139: NAT: o:

tep (10.20. 30. 40, 23)

-> (172.16.10.10, 48308) [40691]

<-- return packet fromdestination to be transl ated

*May 13 01:00:41.139: NAT: TCP Check for Limited ALG Support
*May 13 01:00:41.139: NAT: s=10.20.30.40,

d=172. 16. 10. 10->192. 168. 1. 100
[40691INAT: dyn flow info download suppressed for flow 7

<-- return packet is translated

*May 13 01:00:41.140: NAT: i: tcp (192.168.1.100, 48308) -> (10.20.30.40, 23) [30068]

e suwobse lsuol Lozew FMAN-RP nat g o J.sé:

<#root>
NAT-Device#

debug pl atform software nat all

NAT platform all events debugging is on
Log Buffer (100000 bytes):

*May 13 01:04:16.098: FMANRP-NAT: Received flow data, action:

ADD

<-- first packet in flow so we ADD an entry



*May 13 01:04:16.098: id 9, flags Ox1l, domain O

src_l ocal _addr 192.168.1.100, src_global _addr 172.16.10.10, dst_local _addr 10.20. 30. 40

<-- verify inside local/global and outside |ocal/gl obal

dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,

dst | ocal port 23, dst_global port 23

<-- confirmports, in this case they are for Tel net

proto 6, table_id 0 inside_mapping_id 1,

outside_mapping_id 0, inside_mapping_type 2,

outside_mapping_type 0

*May 13 01:04:16.098: FMANRP-NAT: Created TDL message for flow info:
ADD 1id 9

*May 13 01:04:16.098: FMANRP-NAT: Sent TDL message for flow data config:
ADD 1id 9

*May 13 01:04:16.098: FMANRP-NAT: Received flow data, action:

MODI FY <-- subsequent packets are MXDI FY

*May 13 01:04:16.098: id 9, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id 1,

outside_mapping_id 0, inside_mapping_type 2,

outside_mapping_type 0

*May 13 01:04:16.098: FMANRP-NAT: Created TDL message for flow info:
MODIFY id 9

*May 13 01:04:16.098: FMANRP-NAT: Sent TDL message for flow data config:
MODIFY id 9

I3l epe IJs 1J8less Jis pwow pod luwele Iduodless 19 1U151J6 1J83988: swp pdlebs lz)le
239:

<#root>
*May 13 01:05:20.276: FMANRP-NAT: Received flow data, action:

DELETE <-- DELETE action

*May 13 01:05:20.276: id 9, flags Ox1l, domain O

src_local_addr 192.168.1.100, src_global_addr 172.16.10.10, dst_local_addr 10.20.30.40,
dst_global_addr 10.20.30.40, src_local_port 32529, src_global_port 32529,
dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id O,

outside_mapping_id 0, inside_mapping_type O,

outside_mapping_type O



Jo2dd po lJizess

Seoew lu ld natlgode §less 1o sblod 2,98 @9, 1o $Is0 woree wubdd Lozse B zobs
wew hat pulb 96 5:

<{froot>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region
NAT 1
(370) type 6 asic 1

<<<< enpty due to no active flow

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

TAQ-2 Index-128 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: fffffff8:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:ac100a00:00000000
AD 10087000:00000073

TAQ-2 Index-129 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000:

ffffffoo

Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:

c0a80100

AD 10087000:00000073

ffffffoo 255, 255.255.0 in hex

c0a80100 192.168.1.0 in hex which natches our network in the NAT ACL

gl lue weolz 1o $99s 1o 1Je,zeé IJouibs wypee wuudd Lozse W nat tcam pulb 96 1



<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tlocal Outside global
tcp 172.16.10.10:54854 192.168.1.100:54854 10.20.30.40:23 10.20.30.40:23
--- 172.16.10.10 192.168.1.100 -—- -—-

NAT-Device#

show pl atform hardware fed switch active fwl-asic resource tcamtable pbr record 0 format O | begin NAT

Printing entries for region
NAT 1

(370) type 6 asic 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ffO0O0ffff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:0600d646:00000000:00000017:00000000:00000000:

Oaldle28

c0a80164

AD 10087000:000000b0
TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Maskl 0000f000: ffO0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffrfffff
Keyl 00009000:06000017:00000000:0000d646:00000000:00000000:

acl00a0a

Oaldle28

AD 10087000:000000b1

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

Starting at Index-32 Key 1 from right to left:

c0a80164

- 192.168.1.100 (inside local)

0aldle28



- 10.20.30.40 (outside local/global)

00000017

- TCP port 23

0600d646

- 6 for TCP protocol and 54854 for TCP source port

Starting at Index-33 Key 1 from right to Teft

0aldle28

- 10.20.30.40 destination address

acl00a0a

- 172.16.10.10 (inside global source IP address)

0000d646

- TCP source port

06000017

- TCP protocol 6 and 23 for the TCP destination port

IJozdd po Ized 15l IUssolesds J NAT (PAT)

IJozdd pu ldeslee

|J log gpdsé 0 8388 Losw IJ uduw wel Iy Jds nat. lve BBl weole o 8 1IJ SuUPT
lsuw) wized 9lu Idesule sdsu wopee wuvdd wozse Bs zols.

Se2dd Wouv v "ldeed 1Usls>" IJddpes Ipdelz Izde [Js I nat §less.

<#root>

NAT-Device#

show run | i ip nat

ip nat inside

<-- ip nat inside on NAT inside interface

ip nat outside

<-- ip nat outside on NAT outside interface



ip nat pool MYPOOL 172.16.10.1 172.16.10. 254 net mask 255.255.255.0

ip nat inside source |list hosts pool MYPOOL overl oad

oldss 1ol JJpurs) 8l9zos e9z9s

<#root>
NAT-Device#

show i p route 10.20. 30. 40

Routing entry for 10.20.30.40/32
Known via "static", distance 1, metric O
Routing Descriptor Blocks:

10.10.10.2

Route metric is 0, traffic share count is 1

NAT-Device#

show pl at form sof tware adj acency switch active fO

Number of adjacency objects: 4
Adjacency 1id:
0x24

(36)

<-- adjacency ID

<-- Address pool to translate to

<- -

Li nks ACL hosts to address pool

Interface: TenGigabitEthernetl/0/2, IF index: 53, Link Type: MCP_LINK_IP

Encap: 34:db:fd:ee:ce:e4:70:1f:53:0:b8:d6:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

10. 10.10.2 <-- adjacency to destination

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 449, HW handle: (nil) (created)

Adjacency 1id:

0x25



(37)

<-- adjacency ID

Interface: TenGigabitEthernetl/0/1, IF index: 52, Link Type: MCP_LINK_IP
Encap: 0:ca:e5:27:3f:e4:70:1f:53:0:b8:e4:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500

Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup_Flags_2: unknown

Nexthop addr:

192.168. 1. 100 <-- source adjacency

IP FRR MCP_ADJ_IPFRR_NONE 0
aom id: 451, HW handle: (nil) (created)

ol po o188 IJeszed 1Js 229 IJoszes el $I90 1JerdS wubbl. Jlzbo pe sosw JI
ould LB p3gd SEJS wel b 09 pe 2yds nat.

IR i_,LéIp lJpules eds IJeulssu IJgled 1UsIJss [Jpedss sldslgdss.

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global
tcp 172.16.10.10:1024 192.168.1.100:52448 10.20.30.40:23 10.20.30.40:23

oedd pu leuolsslo nat. sojlss 31 1d9uo9d [Js NAT guspl sblod IJosd§ Blese NAT
9sop lugvldo.

Sujls> g i'a]olc NAT guspl woblog eyds py9) Idoslule pg leds 1U8sles sdJdo swed; edsul
logble 1o,z 06.

<{froot>
NAT-DEVICE#

show i p nat statistics

Total active translations: 3794 (1 static,

3793 dynam ¢



; 3793 extended)

<-- dynam c transl ations

Outside interfaces:

TenG gabit Et hernet 1/ 0/ 1 <-- NAT outside interface

Inside interfaces:

TenG gabi t Et hernet 1/ 0/ 2 <-- NAT inside interface

Hits: 3793

Misses: 0

<-- 3793 hits

CEF TransTlated packets: 0, CEF Punted packets: 0
Expired translations: 0

Dynani ¢ mappi ngs

<-- rule for dynam c mappi ngs

-- Inside Source

[Id: 1]

access-list hosts interface TenG gabitEthernet1/0/1

refcount 3793

<-- NAT rul e displ ayed

obo, wuopse I2ble NAT IJpouwedds £ 1double IUulws wozed 1Jpuwds Idos weso:

<#root>
NAT-Device#

debug ip nat detailed

IP NAT detailed debugging is on
NAT-Device#

debug ip nat

IP NAT debugging is on

NAT-device#

show | oggi ng



Log Buffer (100000 bytes):

*May 18 23:52:20.296: NAT: address not stolen for 192.168.1.100, proto 6 port 52448
*May 18 23:52:20.296: NAT: Created portlist for proto tcp globaladdr 172.16.10.10
*May 18 23:52:20.296: NAT: Allocated Port for 192.168.1.100 -> 172.16.10.10:

want ed 52448 got 1024<-- confirms PAT is used

*May 18 23:52:20.296: NAT: Entry assigned id 5

*May 18 23:52:20.296: NAT: i: tcp (192.168.1.100, 52448) -> (10.20.30.40, 23) [63338]
*May 18 23:52:20.296: NAT: TCP Check for Limited ALG Support

*May 18 23:52:20.296: NAT: TCP

s=52448->1024
, d=23

<-- confirnms NAT overload with PAT

*May 18 23:52:20.296: NAT:
s=192.168. 1. 100->172. 16. 10. 10, d=10. 20. 30. 40
[63338]NAT: dyn flow info download suppressed for flow 5

<-- shows inside translation

*May 18 23:52:20.297: NAT: attempting to setup alias for 172.16.10.10 (redundancy_name , idb NULL, flag
*May 18 23:52:20.299: NAT: o: tcp (10.20.30.40, 23) -> (172.16.10.10, 1024) [55748]

*May 18 23:52:20.299: NAT: TCP Check for Limited ALG Support

*May 18 23:52:20.299: NAT: TCP s=23,

d=1024- >52448

<-- shows PAT on return traffic

*May 18 23:52:20.299: NAT: s=10.20.30.40, d=172.16.10.10->192.168.1.100 [55748]NAT: dyn flow info downl

<{froot>
NAT-Device#

debug pl atform software nat all
NAT platform all events debugging is on
NAT-Device#

*May 18 23:52:20.301: FMANRP-NAT: Received flow data, action:

ADD <-- first packet in flow ADD operation

*May 18 23:52:20.301: id 5, flags 0x5, domain O

src_|l ocal _addr 192.168. 1. 100, src_global _addr 172.16.10. 10

, dst_local_addr 10.20.30.40,



<-- source translation

dst_global_addr 10.20.30.40,

src_l ocal _port 52448, src_gl obal _port 1024

<-- port translation

dst_local_port 23, dst_global_port 23,

proto 6, table_id 0 inside_mapping_id 1,
outside_mapping_id 0, inside_mapping_type 2,
outside_mapping_type 0

<snip>

Jozdd po 1Jizesé

oldss wouse Bless NAT Luvdd woese pe IJzols wew pubgs NAT 5

<#root>
NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT_1 enpty due to no active flow

Printing entries for region NAT_2 (371) type 6 asic 1

Printing entries for region NAT_3 (372) type 6 asic 1

Printing entries for region NAT_4 (373) type 6 asic 1

Printing entries for region NAT_5 (374) type 6 asic 1

TAQ-2 Index-128 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0

Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: fffffffc:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:ac100a00:00000000
AD 10087000:00000073

TAQ-2 Index-129 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000:

ffffffoo

Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:



c0a80100

AD 10087000:00000073

ffffffoo 255.255.255.0 in hex for our subnet mask in NAT ACL

c0a80100 192.168.1.0 in hex for our network address in NAT ACL

i'a@_,l [ Suvwlbse WeLow U NAT O)pze w388 sIgd zol; TCAM wzo NAT_Region 1 guspl
lJeordd sYdgo wuvb

<#root>
NAT-Device#

show i p nat translations

Pro Inside global Inside local Outside Tocal Outside global
tcp 172.16.10.10:1024 192.168.1.100:20027 10.20.30.40:23 10.20.30.40:23

NAT-Device#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT.

Printing entries for region
NAT 1
(370) type 6 asic 1

<-- NAT region 1

TAQ-2 Index-32 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:

06004e3b

:00000000:

00000017
:00000000:00000000:

Oal4le28

c0a80164

AD 10087000:000000b0

TAQ-2 Index-33 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0



Maskl 0000f000: ff0Offff:00000000:0000ffff:00000000:00000000: ffffffff:ffrfffff
Keyl 00009000:

06000017

:00000000:

00000400

:00000000:00000000:

0aldle28

0aldle28

AD 10087000:000000b1
Starting at Index-32 Keyl from right to Teft:
c0aB80164

- 192.168.1.100 (inside local source address)

Oaldle28

- 10.20.30.40 (inside global address/outside Tlocal address)

00000017

- 23 (TCP destination port)

06004e3b

- TCP source port 20027 (4e3b) and TCP protocol 6

Starting at Index-33 Keyl from right to Tleft:

0aldle28

- 10.20.30.40 (outside global address/outside Tocal address)

acl00a0a

- 172.16.10.10 (inside global)

00000400

- TCP 1inside global source port 1024

06000017

- TCP protocol 6 and TCP source port 23

cuoese leble puwess 1Jz5ps



Sew wwé 1Ue5e6 1JIsds Bs wrd@ suslid g pe Bless NAT B IJzol; eds 9236 1Jpeleé
IJerdsss 1Jeluos wldzol Jpeldewol. Jeruo ptele wusrse Iitble IJp,oulbs wouwh pody:
sedod opdso cove push pody FED pu puwess wosrse Iitble Joplu wozse 1Jz;e8
Jdoosvle. coedd 2596 w9, NAT ldos weole IUs p9l» 9226 Ipeldes Ideydise (CPU) IUs
Slised lowbl) 9236 IJpgldes IUpyd5s6 (CPU) J2,ds p)9) wslule 1dgwy).

w28 pel Bl Jloe Blises lowbl) 9236 1deeldes IJeyd 586 (CPU) J2yds p)9) 1dudd wos 1deie

Supe lvodleol vuvdd vuub.

<tfroot>
NAT-DEVICE#

show platformsoftware fed switch active punt cpuq clear <-- clear statistics

NAT-DEVICE#

show platformsoftware fed switch active punt cpuq 18 <-- transit traffic queue

Punt CPU Q Statistics

CPU Q Id :

18

CPU Q Name :

CPU_Q TRANSI T_TRAFFI C

Packets received fromASIC: O <-- no punt traffic for NAT

Send to IOSd total attempts : O
Send to IOSd failed count : 0

RX suspend count : O

RX unsuspend count : 0

RX unsuspend send count : 0O

RX unsuspend send failed count : O
RX consumed count : 0

RX dropped count : O

RX non-active dropped count : 0
RX conversion failure dropped : 0
RX INTACK count : O

RX packets dq'd after intack : O
Active RxQ event : 0

RX spurious interrupt : O

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX dinvalid punt cause: 0

Replenish Stats for all rxq:

Number of replenish : 0
Number of replenish suspend : 0



Number of replenish un-suspend : 0

NAT-DEVICE#

show pl atform software fed switch active punt cpuq 18

Punt CPU Q Statistics

CPU Q Id : 18

CPU Q Name : CPU_Q_TRANSIT_TRAFFIC

Packets received fromASIC: 5

Send to IOSd total attempts : 5
Send to IOSd failed count : 0

RX suspend count : O

RX unsuspend count : 0

RX unsuspend send count : 0O

RX unsuspend send failed count : O
RX consumed count : 0O

RX dropped count : O

RX non-active dropped count : O
RX conversion failure dropped : 0
RX INTACK count : 5

RX packets dgq'd after intack : 0
Active RxQ event : 5

RX spurious interrupt : O

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

Replenish Stats for all rxq:

Number of replenish : 18
Number of replenish suspend : 0
Number of replenish un-suspend : 0

lowoduldd Iglble NAT 9] oJlzol

<-- after new translation

<-- confirns the UADP ASIC punts tc

sep Iizos6 1zl JJzs IWIBuos o Ibgldle NAT TCAM Jel 09 p9 oz B 1Jzs9J:

% pdlelbs: cobde JJ wyzpes NAT uubbs [rgldsy TCAM.

IJpw 06 IJe> IJI8 os Jess Isgldle TCAM
Catalyst 9300 5000
Catalyst 9400 14000
Catalyst 9500 14000
IJlsle 1JglJs Catalyst 9500 15500
Catalyst 9600 15500




lo suid low uosly pg pdslow loe suwelbse [0 1b$e po IJpzese TCPIUDP nat o208 Io
SwzdY plled puusd 2.

<#root>
NAT-Device#

show i p nat translations | count tcp

Number of Tines which match regexp =

621 <-- current nunber of TCP transl ations

NAT-Device#

show i p nat translations | count udp

Number of Tines which match regexp =

4894 <-- current nunber of UDP transl ations

lo Suvouds lue J NAT TCAM peld wes 3JY IJ nat 936 welbss B lJpdule zols sez) I
Seldz 03l euzps. B 03l IJuwsubsy sop l2uole s o9y Idoslule Idos wiune Joszed
NAT |Js 9226 IJpeldzo 1Ueydjso 1Jgluoo wldzols Ide)ls peldzeol.

sedu lu souwow 3JY Bs jp0 9029 35pJ0 Cldsr0 gu) gpdsle luwdlb 030 1U5shé B
Slises lowbl) wadsuws puvess Jopde: sldos wdsu puwdsds o Is pr9) wslule nat.
Ilispd lowbl) 9236 IUpeldes 1Up,djs6 (CPU) IJos wuwdd lJsel 2,96 py9) NAT os "2,96 p)9)
lJosd".

<#root>
NAT-Device#

show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
<snip>
14 13 Sw forwarding Yes 1000 1000 0 0
15 8 Topology Control Yes 13000 16000 0 0
16 12 Proto Snooping Yes 2000 2000 0 0
17 6 DHCP Snooping Yes 500 500 0 0
18 13 Transit Traffic Yes 1000 1000 34387271 399507

<-- drops for NAT traffic headed towards the CPU



19 10 RPF Failed Yes 250 250 0
20 15 MCAST END STATION Yes 2000 2000 0 0
<snip>

o

oldss puwles NAT TCAM 1Jpe9u8,6 B IJogdsple IJuspess 17.X. 03l [uolz oo 9300 og 1J
nat yldo vuvl J3JJ Idpwlze IUl9uos.

<ffroot>
NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

Codes: EM - Exact_Match, I - Input, O - Output, IO - Input & Output, NA - Not Applicable

CAM Utilization for ASIC [0]

Table Subtype Dir Max Used %Used V4 V6 MPLS
Mac Address Table EM I 32768 22 0.07% 0 0 0
Mac Address Table TCAM I 1024 21 2.05% 0 0 0
L3 Multicast EM I 8192 0 0.00% 0 0 0
L3 Multicast TCAM I 512 9 1.76% 3 6 0
L2 Multicast EM I 8192 0 0.00% 0 0 0
L2 Multicast TCAM I 512 11 2.15% 3 8 0
IP Route Table EM I 24576 16 0.07% 15 0 1
IP Route Table TCAM I 8192 25 0.31% 12 10 2
Q0S ACL TCAM I0 1024 85 8.30% 28 38 0
Security ACL TCAM I0 5120 148 2.89% 27 76 0
Netflow ACL TCAM I 256 6 2.34% 2 2 0
PBR ACL TCAM | 5120 24 0.47% 18 6 0
Netflow ACL TCAM 0 768 6 0.78% 2 2 0
Flow SPAN ACL TCAM I0 1024 13 1.27% 3 6 0
Control Plane TCAM I 512 281 54.88% 130 106 0
Tunnel Termination TCAM I 512 18 3.52% 8 10 0
Lisp Inst Mapping TCAM I 512 1 0.20% 0 0 0
Security Association  TCAM I 256 4 1.56% 2 2 0
Security Association  TCAM 0 256 5 1.95% 0 0 0
CTS Cell Matrix/VPN

Label EM 0 8192 0 0.00% 0 0 0
CTS Cell Matrix/VPN

Label TCAM 0 512 1 0.20% 0 0 0
Client Table EM I 4096 0 0.00% 0 0 0
Client Table TCAM I 256 0 0.00% 0 0 0
Input Group LE TCAM I 1024 0 0.00% 0 0 0
Output Group LE TCAM 0 1024 0 0.00% 0 0 0
Macsec SPD TCAM I 256 2 0.78% 0 0 0

olJdss puwled NAT TCAM 1Jpe9W,6 B IJogdspele IJupess 16.x. 03l IUIlz oo 9300 e
Bl 9,09 SDM J3JY Jl sop jshsé [Jpuules IJpwles Jlbgldle NAT TCAM |Js 1Jes IJIuos.

o UV O R O Ul AN

NOOOOHR



<tfroot>

NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]
Table

Max Values

Used Values

Unicast MAC addresses

L3 Multicast entries

L2 Multicast entries

Directly or indirectly connected routes
QoS Access Control Entries

Security Access Control Entries

Ingress Netflow ACEs

Pol i cy Based Routing ACEs

Egress Netflow ACEs

Flow SPAN ACEs

Control Plane Entries
Tunnels

Lisp Instance Mapping Entries
Input Security Associations
SGT_DGT

CLIENT_LE

INPUT_GROUP_LE
OUTPUT_GROUP_LE

Macsec SPD

32768/1024
8192/512
8192/512

24576/8192
5120
5120

256

1024

768
1024

512

512
2048

256
8192/512
4096/256
1024
1024

256

24 <-- NAT usage in PRB TCAM

13
255
17

0/1
0/0

SpIU 586 puwles 1Ulzos6 1Jpc9d,6 J NAT TCAM oo el ldeess) Ids Slde bLé Sless
wulole 1Jezed (SDM) Jowwosd NAT. 9031 sgas >gp UIzos6 JJzs IUIGuos pu bElJle TCAM.

<#root>

NAT-Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.

NAT-Device(config)#

sdm prefer nat

Bl Spe wpdbus bhs Sless wslule 1dezed (SDM) Sod swes IJozsd [Js Sldo NAT.
Vspdud oldss luwowld puwlzs TCAM IJ8leds Jdlgweésle Jbéldle Idoede b 1U9uo9d
IJs 2926 1Jg>006 (Q0S) 99zole Ieedp Ws 1U9uo9d (ACES) Idpuwewsd [Js Iduwsluwe.

PBR TCAM 2s& wwp wyped NAT.

<#root>
NAT-Device#

show sdm prefer



Showing SDM Template Info

This is the Access template.

Number of VLANs: 4094

Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192

Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192

Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192

Security Access Control Entries: 5120
QoS Access Control Entries: 5120

Pol i cy Based Routing ACEs: 1024 <-- NAT

<...snip...>

NAT-Device#

show sdm prefer

Showing SDM Template Info

This is the NAT template.

Number of VLANs: 4094

Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192

Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192

Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192

Security Access Control Entries: 5120
QoS Access Control Entries: 1024

Pol i cy Based Routing ACEs: 5120 <-- NAT

<snip>

oeed IJeuslu W §b (AOT)

AOT os TJ@&S SpJu luwwesleol guspl sYsu pobde J NAT i SUIEP ggég_éb lJeuslo pzld 9Jl
IJbo@0 4 psule pu 1Jes8@. 3l Jly 03l sVOs wldpobdole: Bspdy 1o sjs> AOT wuvdd
Jos) &3 IJes@le IJos uvswp wygewol 9lgls wozsool WS IJlzoj6.

* 9099y AOT 1y, Beldss guspl wdoy pebp oo @l NAT 9208 |Js pze9es Sless Ig
w2E806 pu Idgzole.
© Sop oebsd AOT Luvdd lBu,)luos. wed wpdsuol plbbdyw puwe wizelo NAT IJzldss.



% pdlebo: sop gp AOT VWb pe NAT IJelwe 9 NAT Idssulesds 1J3s Jl souopes PAT.

03l sgus lu wdasule NAT IUsess 1Jppdws lJos ouvee o AOT os:

#ip nat inside source static <source> <destination>
#ip nat inside source 1list <list> pool <pool name>

Spdud wpdso AOT Uluwegsle o3l 1Jie):

<#root>
NAT-Device(config)#

no ip nat create flowentries

olds ey wped Vlexs AOT NAT v uvdd oese. o3l luulg po uwldu luwolosds nat oz ps.

<#root>
NAT-DEVICE#

show runni ng-config | include ip nat
ip nat outside
ip nat inside

no ip nat create flowentries <-- ACT enabl ed

ip nat inside source static 10.10.10.100 172.16.10. 10 <-- static NAT enabl ed

NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record O format 0 | begin NAT

Printing entries for region NAT_1 (376) type 6 asic 1

Printing entries for region NAT_2 (377) type 6 asic 1

Printing entries for region NAT_3 (378) type 6 asic 1

Printing entries for region NAT_4 (379) type 6 asic 1

Printing entries for region NAT_5 (380) type 6 asic 1

TAQ-1 Index-864 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 3300f000:00000000:00000000:00000000:00000000:00000000:00000000: ffffffff
Keyl 21009000:00000000:00000000:00000000:00000000:00000000:00000000:



0a0a0a64

AD 10087000:00000073

TAQ-1 Index-865 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0300f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 02009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a

:00000000
AD 10087000:00000073

0a0a0a64
acl00a0a

10. 10. 10. 100 (inside local)
172.16. 10. 10 (i nside gl obal)

2l pu bEld AOT B TCAM oo gJIJ IJoidss eds luo wop wpes suslo IP JJpuos)
9lszos BBk ewsel suowe Iesdd usbl

<#froot>
NAT-DEVICE#

show pl atform hardware fed switch active fwd-asic resource tcamtable pbr record 0 format O | begin NAT.

Printing entries for region NAT_1 (376) type 6 asic 1

Printing entries for region NAT_2 (377) type 6 asic 1

TAQ-1 Index-224 (A:0,C:1) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
Maskl 0000f000:00000000:00000000:00000000:00000000:00000000: ffffffff:ffffffff
Keyl 00009000:00000000:00000000:00000000:00000000:00000000:

c0a80164: 0a0ala64 <-- no L4 ports, only source and destination IP is progranmed

AD 10087000:000000b2

TAQ-1 Index-225 (A:0,C:1) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Maskl 0000f000:00000000:00000000:00000000:00000000:00000000: ffffffff:00000000
Keyl 00009000:00000000:00000000:00000000:00000000:00000000:

acl00a0a

100000000
AD 10087000:000000b3

0a0ala64 = 10.10.10.100 in hex (inside |ocal |P address)
c0a80164 = 192.168.1.100 in hex (outside |ocal/outside gl obal)
acl00ala = 172.16.10.10 (inside global)



osedyple slo Lods

* >Jsd odssy Catalyst 9300 17.3.x nat
* >Jsd odssy Catalyst 9400 17.3.x nat
* >Jisd oYgsy Catalyst 9500 17.3.x nat
* >Jisd oy Catalyst 9600 17.3.x nat

o lgolJo s 9l wole - Cisco Systems

slgds pu Cisco pgdyple

CSCvz46804 oz wsy Jluolds syslog gus luuaudls pglys NAT TCAM i gospel sdsy gl
NAT gs) O eds o wop wipree wogle.
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