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DHCP client DHCP relay DHCP server

Relay address WIERE T
_|:_ - L2 10.1.1.1 192.168.1.1 @ g
mac= M1 mac= M2 —\
1A DHCP Discover (Broadcast) - 1B DHCP Discover (Unicast) >
ETH (DA=F AT, SA=M1) ETH (as per next eth segment)
IP (SIP=0.0.0.0, DIP=255.255.255.255) IP (8IP=10.1.1.1, DIP=172.16.1.1)
DHCP (Relay Agent IP addr = 0.0.0.0, client Mac = M1) DHCP (Relay Agent IP addr = 10.1.1.1, client Mac = M1)
B DHCP Offer (Unicast or Broadcast) A DHCP Offer (Unicast)
ETH (DA=m1 or ff:ff:ffff:ff:ff, SA=M2) ETH (as per next eth segment)
IP (SIP=10.1.1.1, DIP=10.1.1.2 or 255.255.255.255) IP (SIP=172.16.1.1, DIP=10.1.1.1)
DHCP (Your IP =10.1.1.2, Relay Agent IP addr = 10.1.1.1, | DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)
3A DHCP Request (Broadcast) _| 3B DHCP Request (Unicast) =
ETH (DA=f:ff:ff:ff.Af:1f, SA=M1) i ETH (as per eth segment) :
IP (SIP=0.0.0.0, DIP= 255.255.255.255) IP (SIP=10.1.1.1, DIP= 172.16.1.1)
DHCP (Relay Agent IP addr = 0.0.0.0, DHCP (Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)
4B DHCP ACK (Unicast or Broadcast)  4A DHCP ACK (Unicast)
ETH (DA=m1 or fi:fRfEAF, SA=M2) " ETH (as per next eth segment)
IP (SIP=10.1.1.1, DIP=10.1.1.2 or 255.255.255.255) IP (SIP=172.16.1.1, DIP=10.1.1.1)
DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1, | DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)

w8 lebé IJusgso: .5d9u IP 1deu0>) JJgieé o9 IP JJU_)E_..sJ popli sgJW 03l puvddo Vs
VXLAN/EVPN iy wpl I lJeuos) Idegol IP Jsuw <985 vuwww IJlugwegpldesse AnyCast
GW (DAG). Jio 2PSE w9w9dydle VTEP SVI IJe o5, 08 wdwol Vly 3JY spdy Io SO
WO lebo wozso 2ip 1Usd pu ¢lbe DHCP |Js 8w 9,86.

L1

Vian101:
10.1.1.1/24

R1 DHCP Server

SIP after relay for L1/L2/L3 is 10.1.1.1
Whom to send packet back?

Vian101:
10.1.1.1/24

L3

Vian101:
10.1.1.1/24

Jed pudJs Ipuos) £8) 19,836 Szw 1o odso Bl eds luvegsle guslo IP B)ss Jeie
DHCP 1Je089J6 JJJ 9,86. 9806 puwlJs Ig,s ooedd wluvowsl) GIADDR. gJs ¢lso DHCP.
Sew edsd leosh IJogee Iduoese Jogsso euslu IP. sop 3Jd oo ldogee sldss sebs
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IJesesd: luvowsde IJ giaddr o o)zsd guslo s sI9o B 030 1elJs [uwe,zle 8)so.
JsI spdud ledlp gbe DHCP. Cldpzesele IJos szo luwwesleos

in order to pJJo 03l |uosly luwag pde gl 82. 9oy dd Iuwluvs: 030 o5 1Jgshle 18886
|JpOp6:

-1 - pgyS sy IUgdsd. B gldo v ds VXLAN/EVPN. s 990 o3l IJgsh IUW,es wuldd
&) VNI
5 - (Is 150 J_is,Jé Cisco 1Jglo6). IJgshle 1J,esé wpass Idboulb lJos ceoss eJs
Juods W,es6 Wedso sldus lubJdBde puoel 506 DHCP

- 11 - (I9 152 Jui,Js Cisco IJgluos). IJgsh 1Jdes oeles perd 1Jghe 1Uss seess eds

euwsly ¢bpe DHCP

- 151 - lguwp VRF/pg ;8 VPN. s209s 03l 1Jgsh [J9,es eds luwe VRF/og 509 VPN
VIS gjpod Idodlb pu ldyob po wyzsd DHCP |Js ¢l e DHCP. spdud j986 030 IJgshle
lJpeodwdo 1Jp9z9206 WO 2jpd DHCP Jel 09 p9 0z O 1Juo9,)6.

[ @ T dhep.peap
4 | ® RE JI«=EF | JF QAT
| bostp
No, delta ipid Timo Source Destination Protocol Length Info

3 0.000000 @8x15a2 (5538) 2:30:04.097953 10.1.251.1 192.168.20.12 DHCP 396 DHCP Discover - Transaction ID @x19a3

T B.812357 Bx15ad4 (5548) 28:39:04.111765 18.1.251.1 192.168.20.12 DHCP 414 DHCP Request - Transaction ID @x19a3

19 108.7583. @x15a6 (5542) 28:39:14. 879566 10,1.252.1 192,168, 20,12 DHCP 396 DHCP Discover - Transaction ID 8x217c

12 B.820232 8x15a8 (5544) 28:30:14.891269 18.1,252,1 192.168.20.12 DHCP 414 DHCP Request - Transaction ID 8x217c

Ethernet II, Src: a@:bd4:39:21:92:3fF (al:bd:39:21:92:3f), Dst: Vmware_aB:Pa:ed (00:50:56:a8:0a:e4d)
Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.12
User Datagram Protocol, Src Port: &7, Dst Port: &7

Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (9x81)

Hardware address length: &

Hops: 1

Transaction ID: @x@98d19a3

Seconds elapsed: @

Bootp flags: OxB@08, Broadcast flag (Broadcast)

Client IP address: 9.9.9.9

Your {client) IP address: 8.9.9.9 v Relay Agent/Giaddr

i —
gelay agent IP address: 18.1.251.1 |—

Client MAC address: Cisco_43:34:c1 (fd4:cf:e2:43:34:c1)
Client hardware address padding: 20202000000200080000
Server host nameé not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type [(Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (1Z) Host Mame
Option: (55) Parameter Request List
Option: (68) Vendor class identifier
Option: (82) Agent Information Option
Length: 44
v Option 82 Suboption: {1) Agent Circuit ID d_'_____.d—'- Agenl Circuit ID (VN' enooded)

Length: 12 _—
IJlgent Circuit ID: 010a000800002775010a0000 |—

» Option 82 Suboption: (2] Agent Remote ID
» Option 82 Suboption: (151) VRF name/VEN ID . . ) ) .
v Option 82 Suboption: {15@) Link selection (Cisco proprietary) ___—r Link Selection (pool from which ip address should be assigned)

Length: 4 ——
r—ﬂ- I
Link selection (Cisco proprietary): 18.1.181.@ ]‘"

FEE R

v

'R R R RN

* Option 82 Suboption: (152) Server I0 Override (Cisce proprietary) ¥ Server ID override (used for redirecting DHCP renew over relay)
Length: 4 —

odysu Iped:

- Sewss IJesh 82 eds JJ Idpedsele 1Juo)9,56 1Ju219:86 1duos9s6 JIgesh weee DHCP
luozse sbele IJeies pu 1Jehe lds IJuodzs Iduozses.

- sgpd 03l VWb I3l Iy glbe DHCP suvebse peldes pedsele [Jgsh 82,80 30 380 JJ
IUgslse Jo wlJIled (ped WIN2012 R2).

ip dhcp relay information option vpn <<< adds the VRF name/VPN ID to the option 82



ip dhcp relay information option <<< enables option 82
!

ip dhcp snooping vlan 101-102, 201- 202
i p dhcp snoopi ng

!
vl an configuration 101

nmenber evpn-instance 101 vni 10101

|

interface Loopback101

vrf forwarding green

ip address 10.1.251.1 255. 255. 255. 255
|

interface VMl an101

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source is unique Loopback
i p address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

odosu IJghe
IJ¢sl, Win2012 R2 Configuration 1 - IP ,zsJ s> JJJ VNI/SVI JJJ VTEP

lJpuvdJo IJJ5§w§6 & WIN2012 os io U'a._;lj 82 £, p389p wIJIlpd J3JY Ul spIdy
luvogsle IJgsh Ideyes "wesss ILoolb" (519 Cisco pldd - 150) Juesss Idoges Iduozse
eJs ¢lbpe DHCP.
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GIADDR gswelod IJzses. see luveweh wbly IP 1Jdled oo DHCP Jeug IJoguosuo pu
wepes IP JJdosesd. ouvpes ol ldugpee relay_pool

- Sew louble ublg Oblg IP 1Uss o)8s wyisgoe. uuwpes 03l Idugpes IP_POOL

- Sew luuble Superscope 9szw wuopsu JJI IJublgsy - relay_pool g ip_pool

seol uys JsOso peldzs 2jpeo DHCP gds 1UED .

1. op oJds 2jp6 DHCP L9l wlbos 1Jg1se.
2. lgweobl |JJs GIADDR. sop lgosh Idogee dpoluve relay_pool Ws 1dpyowe Idpolgwe.
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File Action View Help
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Display Statistics...

' | New Scope...
b New Multicast Scope...

b o IP

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options...

View y

Refresh

Properties

Help

22> IJolds Jel 09 p9 oz S 1dues)s.



New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Bacl || Next >

Cancel

Bp wogwiss luwe 39 pEUS 9L &p 23 IJolds Jel 09 p9 o2 B 1Jo9)s.




Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: VIian101 Loopbacks [VNI10101]

Description: Vian101 Loopbacks [VNI10101]

Iin p&dﬁplo qul.;, II? kch;@_,nE_ lJosesd. Ws o3l Idpeld: sYsu Bule Uui;.._,dés 09 /24 9JJy
sedu lo sdsu Ido, 19 luog) (sewpes eds zep IJuvwds) Jol 09 pesoe Vs IUuegs6.



IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses.

—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start |P address: 0. 1 .251. 1

End IPaddress: | 10 . 1 .251.254

—Configuration settings that propagate to DHCP Client

Length: 24 5’

Subnet mask: 20 .25.25. 0

lovooule s IJubl@le po ldogee. o3l pop: 9ldl Spdo wiuosue gulssy IP pu 03l 1oz eg.



Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:

||. S l

Excluded address range:

10.1.251.1t0 10.1.251.254 Remove

Subnet delay in milli second:
=T
| =

<Bad<|ﬂe)¢>

Ge wodssu 98e IJeles) (1Bl osl sdsu 8lsle) el 09 psor B IJuesss.



Lease Duration
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

| &5 [ o5 | o

Spdud ©dosu pedple g5ty DHCP ped DNS/WINS (o p oibso B o3l Ipsll).



Configure DHCP Options
You have to configure the most common DHCP options before clients can use the f
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now
& No, | will corfigure these options [ater

Sp voudnsb IJubly Jel 09 p9oe B 1Juoy)s.



Activate Scope
Clients can obtain address leases only if a scope is activated. l

Do you want to activate this scope now?

¢ ¥es, | want to activate this scope now:

" No, | will activate this scope later

Sp luole lJedasy Jpl 09 p9oe S 1duogs.



New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope. configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

..................................

..................................

< Back l Finish ‘l Cancel

IJlo $p wlogile leds 228 $p wldozsss wis IJelsuw IJlsew slee, Ierode Izss> Jpl o9
P3P IS 1Jues)s.



File Action View Help

e« 2F E e BHE @

¥ DHCP
4 5 win-bs529narh1v
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Configure Failover...

Replicate Failover Scopes...

Define User Classes...
[ E, P Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options...

View v

Refresh
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New Superscope Wizard

Welcome to the New Superscope
Wizard

This wizard helps you create a superscope, which expands
the number of IP network addresses that you canusein a
network.

A superscope allows several distinct scopes to be logically
grouped under a single name.

To continue, click Next.

Next> || [ Cancel

2o luwe 39 peos Jdpobl IJglds Jel 09 a0z Bis 1Uu09,6.



Superscope Name
You have to provide an identifying superscope name. |

Name: IVIan101 [VNI10101] superscope]

Igey IJubld 1dss ouss lupldwe [Js IJubld 1J8lsas.



Select Scopes
You create a superscope by building a collection of scopes.

Select one or more scopes from the list to add to the superscope.

Available scopes:
[10.1.251.0] Vian101 Loopbacks [VNI10101]

e wluole IJlgsl> Jpl 09 p9 oz O 1Juo9)6.



New Superscope Wizard

Completing the New Superscope
Wizard

You have successfully completed the New Superscope
wizard.

The following superscope will be created:

Name: e ~ e t AJLIC

Scopes included in this superscope:
[10.1.251.0] Vlan101 Loopbacks [VNI10101]

To close this wizard, click Finish.

< Back ' Finish || Cancel

Sp lugble ogpg DHCP sop pu edlde wuosue uldse IP. 168y wi Iplauw Ilspw 922>
ublgl 2>sol... Jpl 09 p9 oz Vs IJuo9,6.
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Refresh
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New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Bacl Next > Cancel

2 luve 39 pELS 99008 Jpl 09 p9oe B 1096,



Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Wan101 DHCP scope [VNI10101]

Description: Vian101 DHCP scope [VNI10101]|

e oo ds slddole Jdogee 1Uss wmrss wguosue euldso IP Jo Jdgpdle Jpl 09 o9 0z S
|Ju0_9_)5.



IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses. [

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: 0.1 .101. 1

End IP address: 10 . 1 .101.254

— Configuration settings that propagate to DHCP Client

Length:

255.295.295. 0

I,__,uooo.go IJewslo pu ldo@uos) pogd pu lde)yds (Bs o3l peld 09 10.1.101.1) Jel 09 p9 02



Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start |P address: End IP address:

(r- . . N

Excluded address range:

Address 10.1.101.1 Remove

223 P83 IJoles) Jpl 09 p9Lor s 1Uuo6.



Lease Duration
The lease duration specifies how long a client can use an |P address from this scope. |

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

| B | o | o

Spdud lBoshsl ogas> DNS/WINS (wpe wilbso WS o3l 1dpeeld).



Configure DHCP Options
You have to configure the most common DHCP options before clients can use the f
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now
& No, | will corfigure these options [ater

Sp vluole IJodssy Jel 09 p9oz S 1Uu09)6.



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

..................................

< Back " Finish ‘l Cancel

..................................

v lousle Idogpee: sew luuble pusluws Jdoeee.

- s pey I slis,6 9dsd IJuog [1] pblod

o sedds oo €56 VLANs/VNIs oo Suob, i SeJ w9 wuJé pg subpool J ojyesd
euslu 9ld 2 8s8s IP pys Juguosue JJJ VLAN/VNI

- Suvwgped 03l pold VNIs 10101 9 10102

wdysu IJpzed:

ip dhcp relay information option vpn <<< add the VRF name/VPN ID to the option 82
ip dhcp relay information option <<< enables option 82
!
i p dhcp snooping vlan 101-102, 201- 202

i p dhcp snooping

!
vl an configuration 101

nenber evpn-instance 101 vni 10101

|

interface Loopbackl01l

vrf forwardi ng green

i p address 10.1.251.1 255. 255. 255. 255

!

interface Loopbackl02

vrf forwardi ng green

i p address 10. 1.251.2 255. 255. 255. 255



!
interface VlanlO1

vrf forwarding green
ip dhcp relay source-interface Loopbackl0l <<< DHCP relay source is unique Loopbackl01l

i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server
!

interface Vlanl02

vrf forwarding green
ip dhcp relay source-interface Loopbackl02 <<< DHCP relay source is unique Loopbackl1l02

i p address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

File Action View Help

o) HE X2 &= HE ®

@ DHCP
4 5 WIN-BS529NARH1V.EVPNDHCPTEST.com
4 3 IPv4
4| | Superscope Vlan102 [VNI10102] superscope

b || Scope[10.1.102.0] Vlan102 DHCP scope [VNI10102]
B 9 Scope [10.1.252.0] VIan102 Loopback [VNI10102]
4| | Superscope VIan101 [VNI10101] superscope
b [ Scope[10.1.101.0] VIan101 DHCP scope [VNI10101]
b L@ Scope[10.1.251.0] VIan101 Loopbacks [VNI10101]
.3 Server Options

| Policies
p ¥ Filters
IPv6

B

b IJodasy WIN2012 R2 2 - pblw$6 28J perd slisys [Jsdsd

el gsov 1duog IJIzs) Bowpad Vs Idlguegsle IJelds Jpsis Idluweele 1JBd)s6. J3JI
Soesd ¢sh ) Bs pbluds e8d perd slisys IJsdsd.
- 1Jglosle os wdwoli 9JIJG spdud |uolws luuile wog Juzass IJubly Jl suwows 1Us
29J pe) slisyo6 1Ugdsd wadl pu IP IJe)zsJ.
9028 Iduwsluwle. 108 win IJplsuw Ilseo B9 Iozee 9223 wog 228> Jpl 09 9 oz Bbis
lJue9,6.



File Action View Help
L A ol WEREY

‘@ DHCP
4 5 WIN-BS529NARH1V
4 3 IPva
4 Superscope Vlan101 [VNI10101] superscope
4 @ Scope [10.1.101.0] VIan101 DHCP scope [VNI10101]
'} Address Pool
& Address Leases
b Reservations

., Scope Options

——
> Co Scope[ Sl o [VNI10101]
Server Opti Deactivate
3 Policies S X
b [# Filters
> E.; IPv6 Refresh
Export List...
Help
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Policy based IP Address and Option Assignment

This feature allows you to distribute configurable settings (IP address, DHCP options) to
clients based on certain condttions (g.g. vendor class, user class, MAC address, etc ).

This wizard will guide you setting up a new policy. Provide a name (e.g. VoIP Phone
Configuration Policy) and description (e.g. NTP Server option for VoIP Phones) for your
policy.

Policy Name:

Description:

Vian101 [VNI10101] Option 82

Vian101 [VNI10101] Option 82|

S wluolds 1duiybo 1Jzss> Jel 09 p9 oz s 1Ju096.




Configure Conditions for the policy @J

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distributed to the client. The DHCP server delivers these specffic
settings to clients that match these conditions.

oApoIicywith conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or IP address ranges.

Conditions | Operator | Value

Remove

bed percd IUslis)s Idpolume (1 couw prut [uolds 2y wid (7)) Jel 09 p9 0z B 1J09,6.



DHCP Policy Configuration Wizard

Specify a condition for the policy being configured. Select a criteria, operator
and values for the condition.

Relay Agent Information

Operator: |Equals

—Value (in hex)

" Relay Agent Information: I

(¢ Agent Circuit ID:  |010a

(" Agent Remote ID:

(" Subscriber ID:

[~ Prefix wildcard(")
v Append wildcard(®)

b Wireshark. luo suvobse Hlso 9dsd slis)é id suwls 010a00800002775010a000. is sI9e
03l Bspd pUbe s pw (00002775 hex = 10101 decimal sJ9o puwlos! lJs suudd VNI 10101 J
VLAN 101).



v Option: (82) Agent Information Option
Length: 44

v Option 82 Suboption: (1) Agent Circuit ID
Length: 12

|Agent Circuit 1D: @1@a@@@8@@@9277501@a@@0@|

» Option 82 Suboption: (2) Agent Remote ID
» Option 82 Suboption: (151) VRF name/VPN ID
v Option 82 Suboption: (150) Link selection (Cisco proprietary)

Length: 4
Link selection (Cisco proprietary): 10.1.101.0

v Option 82 Suboption: (152) Server ID Override (Cisco proprietary)
Length: 4

Server ID Override (Cisco proprietary): 10.1.101.1

op ounds) [Jgsh 108, es Jeg ) slis,s 1dsdsd wodl IlJoouwsd J VXLAN UN:

uog IJgsh IJ,es bod w9g pe)yd Isksys  bed VNI mod 1Jeou93
1 olso 1 olso 1 olso 1olse 4olse 2olse 2 olse
01 Oa 00 08 00002775 * *



Configure Conditions for the policy @3

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distributed to the client. The DHCP server delivers these specffic
settings to clients that match these conditions.

oApoIicywiH'l conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or |P address ranges.

Condttions Operator Value
Relay Agent Information - A... Equals 010A000800002775°

Ip vodosy ubl§ IP IUss swp wguosue gulasu IP puo. w9y ol ldodgsy: I spdu
seueswe IJoublg Ields.



Configure settings for the policy

applied.

If the conditions specified in the policy match a client request, the settings will be @

A scope can be subdivided into multiple IP address ranges. Clients that match the conditions
defined in a policy will be issued an |IP Address from the specified range.

Configure the start and end |IP address for the range. The start and end |P addresses for the

range must be within the start and end |P addresses of the scope.

The cument scope |P address range is 10.1.101.1-10.1.101.254

If an IP address range is not configured for the policy, policy clients will be issued an IP

address from the scope range.
Do you want to configure an IP address range for the policy:

Start IPaddress: | 10. 1 .101. 1
End IP address: | 10 . 1 .101.254|

Percentage of IP address range: 100.0

% Yes

" No

Spdud lsuol wpass gshle DHCP 1J@sluwsd B o030 1Jpreds Jel 09 pa oz Bes [Ju09,6.



Configure settings for the policy
If the conditions specified in the policy match a client request, the settings will be

applied.

Vendor class: DHCP Standard Options

Available Options " Description
[J 002 Time Offset UTC offset in seconds

[J 003 Router Amray of router addresses order

[J 004 Time Server  of time server addresses,
>

<

v

—Data entry
Long:
[0

22> |woele Jpol 09 p9 oz Vs 1Uuo9,)6.



A new policy will be created with the following properties. To configure DNS settings.,
view properties of the policy and click the DNS tab.

Name: Vian101 [VNI10101] Option 82
Description: Vian101 [VNI10101] Option 82

Condttions: OR of
Conditions Operator
Relay Agent Infformation - A... Equals

Sew lole odasu ppled JJobléle 1Jig s Jel 09 ps oe B 1Ju09,6.



& DHCP
4 5 WIN-BS529NARH1V.EVPNDHCPTEST.com
4 3 IPv4
4 || Superscope VXLAN Fabric

b | Scope[10.1.101.0] VIan101 DHCP scope [VNI10101]
p || Scope[10.1.102.0] Vlan102 DHCP Scope [VNI10102]
b g >cope[10.1.251.0] Relay IP Loopbacks|
p | Scope[10.2.201.0] VIan201 DHCP scope [VNI10201]
b | | Scope[10.2.202.0] VIan202 DHCP scope [VNI10202]
-3 Server Options

| Policies
b ¥ Filters
b i) IPvE

VO o3l Iduwsubsy: spdud luwedsle gusly IP W)yss 9les Wb JJJ VTEP .Ji_,él,o SVls. 9Js
loveoele slzs Wys> JJJ VNIISVI JJJ VTEP.

wdysu IJpzed:

ip dhcp relay information option vpn <<< adds the VRF name/VPN ID to the option 82
ip dhcp relay information option <<< enables option 82

!

i p dhcp snooping vlan 101-102, 201- 202

i p dhcp snooping

!
vl an configuration 101

menber evpn-instance 101 vni 10101

|

interface Loopbackl01l

vrf forwarding green

i p address 10.1.251.1 255. 255. 255. 255

!

interface Vlanl01l

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source

i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server
!

interface Vlanl02

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source

i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

oJdg sy Windows Server 2016

- s>gp Windows Server 2016 1Jgsl) 82 IUgshle 1Jw,es6 5 (Cisco Private 150) "wezas>
lJLoolb" 1U3s sgus iod Ji ouvedde £09lu IP ohzsd Wyss Jugsss [dpzeses. 9usdl pu
>3 sop luwedsle IUgsh IJW,es "werss IdLhoulb" 1Uss souvb IJodsse wuvdd
Jos.

- WSYIU pU Ui;éu'oJ Bl Il sy wes wgpee Jeuldsu IP JJdoszsd 9ldl Wl 2jpse DHCP JI
oblud s oblg adl wop peldzeol.
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< DHCP
File Action View Help

e | 2@ E | A E

% DHCP
v 3 WIN-IC90QQIUTES.EVPNDHCPTEST2016.com

~ Display Statistics...

< | NewsScope..

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
View

Refresh

Properties

Help




e IJolds Jel 09 p9io s 1Juoy)s.

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

oo

L

Next >

2 luwp 9900 39 peus JJubld Jel 09 s oz B IJues)s.

Cancel




New Scope Wizard

Scope Name

You have to provide an identifying scope name. You also have the option of providing @
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Relay ip pool

Description: Relay ip pool|

<o o

i’EJ puwlzs 09y IP 1Jos swp luvedsleol Josyesd IP Jel 09 p9 oz BOs 1Juo9,6.




New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start |P address: 0.1 . .25. 1

End IP address: 10 . 1 .251.254

—Configuration settings that propagate to DHCP Client

Length: [ 24+

Subnet mask: 255.255.255. 0

<Back | Met> ]| | Cance

lovooule s IJobly@le pu ldubld Jeug IJoguosue pu 03l Idublg Jel 09 p9 oz Os
lJues,s.




New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the @
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |P address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:
| | . . . | . . _ Add
Excluded address range:

10.1.251.1to 10.1.251.254 Remove

Subnet delay in milli second:
i |
| 0

<Back | Net> || Cancel

Spdoud _Lsu-ol ltesh pedele DNS/WINS o s, 3JY JJgsh (wp wibsol B o3l 1Jpold) Jol 09
92T IS 1Juey,é.



New Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the @
scope.

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

" Yes, | want to configure these options now

(¢ No. | will configure these options later:

<Back [ Net> ||| Cancel

22> |wole Jpol 09 p9 oz Vs 1Uuo9,)6.



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specffic options (optional).
2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back [ Finish Cancel

Iuowe peld Idboeld elosl IJlw.

C w8 3 e clogile ldogeg 13 seuad Igpdle po edldo eds guldsu IP.
1ol win Idplauw IUlseu slge, ubld 38> Jpl 09 p9 oz Vs 1Uuo9)6.



¥ DHCP

File Action View Help

s D E Q= HM IR

' DHCP

v 3 WIN-ICO0QQIUTES.EVPNDHCPTEST2016.com
v @iIr

Display Statistics...

Mew Scope..

Mew Superscope...

= Mew Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

U Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
View

Refresh

Export List...

Properties

Help

Contents of DHCP Server Status Description

L g Scope [10.1.251.0] Relay ip pool ** Active ™ Relay ip pool
E _ Server Options

4] Policies

¥ Filters

22> Iolds el 09 psuoz S 1Uu09,s.

Failov

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Back Next >

Cancel

2o lwe 39 pELS 9900 JJozee Jpl 09 p9uoe B 1096,




New Scope Wizard

Scope Name

You have to provide an identifying scope name. You also have the option of providing @
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Vian101 [VNI10101] pool

Description: Vian101 [VNI10101] pool|

< Back Net> |  Cancel

s¢do ldewsly puwles JJowguosue s VLAN101 Jel 09 p9 oz WO IUuo9)6.




New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start |P address: 0.1 .101. 1

End IP address: 10 . 1 .101.254

— Configuration settings that propagate to DHCP Client

Length: 241

Subnet mask: 255.255.255. 0

<Back [ Net> ||| Cancel

lovoouole guslo IP Jdewlyo IUIGC,)luoss po ldubl g Jel 09 p9oe O 1Juo9,)6.



New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the @
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

_Start IP address: _End IP address:
| | . .. | S Add
Excluded address range:

Address 10.1.101.1 Remove

Subnet delay in milli second:

| 0+

<Back | Net> || Cancel

Gp woeSsu 98w Idolzs) Jel 09 p9 o B 196,



New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:
| B | o [ o

< Back Next > || Cancel

Sedu odasy pedele [Uoldssé pod DNS/WINS 9ldpjss (wp wibsel B o3l ldpld) el o9
£9LPT IS¢ 1Juey)s.



New Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the
scope.

N

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

Server Options folder for this server.
Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now

(* iNo. | will configure these options later

The settings you select here are for this scope and ovemide settings configured in the

< Back Next >

Cancel

233 lwole JIJpld IJlgsls Jpl 09 p9 oz Vs [Juo9,s.



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and

clicking on configure failover.

To close this wizard, click Finish.

< Back i Finish ¢ Cancel

Jde sup vdosu ldogps JIJ guglu II_:’ Joyesd 9dl wpo pblodoo Vs HEX. suvows wgasd
lJozee [Js opaed bowlb 1Jesh 1d9,es.

Sedu 1UolB6 wreg 383 9Jl e cIdsu luplds Jpl 09 p9 o Vs IJuo9,6.

% DHCP
File Action View Help

o R Bz HE B2

‘?, E_'HCP Contents of DHCP Server Status Description
il “:"N"CQDQQ'UTES'EWNDHCPTESTED"""U““ 151 Scope [10.1,102.0] VIan102 [VNI10102] po.. ** Active ™ VIan102 [VNI10102] poel
v [l I Scope [10.1.101.0] Vian101 [VNI10101] pool ™ Active ™ Vian101 [VNIT0101] pool
I Scope el eIV (YRS dpac [ @5cope [10.1.251.0] Relay ip pool ** Active ** Relay ip pool

| Scope [10.1.101.0] Vian101 [VNI10101] pool

3 Scope [10.1.251.0] Relay ip pool il Sesver Options

3 Server Options _ 1| Policies
/| Policies 7| Filters
7| Filters

3 IPv6

¢bpe Linux DHCP

Ulze wIdssu b e isc-dhep gJs Linux.



oo sogp s IJesesd 82. ool 1Jie,y 1JIJe,) lopss 09 1Ugsh IJW,es Jopsss IULoulb. JI
Sild wledlod Idged wpgdsple pg,08 slisy6 Idsdsd sldSule Iduwsluus Ieunsiidoblod
JJzod 1Jpzss (Jel wp wldouwod [Js WIin2012). oo lJolzsé Idgpdséc oo Uiuqu cJdos,)
luvesle 1dy8pe 82[5] pdbus wldged puluiné pg pedsple pe)rd sls,é IUgdsd.

- Sop wdysu 1Ugsh IUees Joesss Lol oeu og)swd Idyveds 1Ju)gs6.

O o3l ldpelde swp luvwgsle e ISC gds wble IJobgsd Ubuntu Linux.

épy&&y@&tprHCR

apt-get install isc-dhcp-server

Jwddo |J DHCP ubbd sz, lete/dhep/dhepd.conf. (sep luvegsle ez VIM GBS pelld)

vi m /et c/ dhcp/ dhcpd. conf
snip IJodssy (swpe 239 IJodssule 1Ugles):

subnet 10.1.101.0 netmask 255.255.255.0 {
option agent.link-selection 10.1.101.0; <<< suboption 82[5] definition

option routers 10.1.101. 1;
option subnet-mask 255.255. 255. 0;

range 10.1.101.16 10.1.101. 254;
}

subnet 10.1.102.0 netmask 255.255.255.0 {
option agent.link-selection 10.1.102.0; <<< suboption 82[5] definition

option routers 10.1.102.1;
option subnet-mask 255.255. 255. 0;

range 10.1.102.16 10.1.102. 254;
}

subnet 10.2.201.0 netmask 255.255.255.0 {
option agent.link-selection 10.2.201.0; <<< suboption 82[5] definition

option routers 10.2.201. 1;
opti on subnet-mask 255.255. 255. 0;

range 10.2.201.16 10. 2. 201. 254;
}

subnet 10.2.202.0 netmask 255.255.255.0 {
option agent.link-selection 10.2.202.0; <<< suboption 82[5] definition

option routers 10.2.202. 1;
option subnet-mask 255.255. 255. 0;

range 10.2.202.16 10. 2. 202. 254;
}

odosu Ipwsd



Swp luwos)luo Iduwsubsgole Idos sop sgpol wuvdd glp oul.

1. DHCP jug0 B lJpuwelz, VRF gl DHCP olsJ b IJbu@s 3 oduos, VRF

2. DHCP 90 W IJpuwaelz, VRF gl DHCP ol B I b ywo puwelz, VRF

3. gpsd DHCP s VRF IJp uolz) 9¢150 DHCP s VRF puuelz) peodd

4. g 0.sJ DHCP Wbs VRF lJpwolz) 9¢150 DHCP B VRF ¢, Ideluos és) VXLAN
Jis pu 030 Iuwsubssole sdje wdasu cozsd DHCP gds gluw IJezsd-

IJ DHCP ¢ bvdsd J wunvsb sl ode 2.

ip dhcp relay information option <<< Enables insertion of option 82 into the packet
ip dhcp relay infornation option vpn <<< Enables insertion of vpn name/id to the packet - option
82[151]

wordd 18l o IJgsh 82 gsh Bres wpasd Ilwlb 90zly; pesd IUghe opl cisco ¢luo
wudd I8¢ )los (150 9 152 £Js 1Jwslds).

v Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID

Option 82 Suboption: (2) Agent Remote ID

Option 82 Suboption: (151) VRF name/VPN ID

Option 82 Suboption: (150) Link selection (Cisco proprietary)
Option 82 Suboption: (152) Server ID Override (Cisco proprietary)

vy vyYyy\vwyy

131 Jo sBop ¢lse DHCP ¢slle Cisco 1l o6 Jis gwww: Bspdod ogssyol lJs IJgsh
lJosluvs.

ip dhcp compatibility suboption link-selection standard <<< "Link Sel ection" suboption
ip dhcp compatibility suboption server-override standard <<< "Server |D Override" suboption

v Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Option 82 Suboption: (11) Server ID Override

vy vijv v 'y

Sto Cpds lJobdd gds wi9esds] DHCP Juvodle VLAN 1JUo,9,86.

ip dhcp snooping vlan 101-102, 201- 202
ip dhcp snooping

e suuobse luueg pde | DHCP-relay source-interface o ivdsd Uiled.

ip dhcp-relay source-interface Loopbackl101



9 spdod cdssvoe JIJ 9lzos (sozlys wdsss IUslzes e dssy [glp).

interface Vlanl01

vrf forwarding green

ip dhcp relay source-interface Loopbackl0l <<< DHCP source-interface
ip address 10.1.101.1 255.255.255.0

i p hel per-address 192. 168. 20. 20

ozl pu 929> gudlu IP Joyesd IP 9¢lsp DHCP Jlwuold IP s JJI IJleglose.

Leaf-0l#ping vrf green 192.168.20.20 source 1lol01

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 192.168.20.20, tinmeout is 2 seconds:
Packet sent with a source address of 10.1.251.1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
UPPU UIISU I._J_9'I@_oé‘ Swp od9su gu9lu glbe DHCP. 09 sywelbse Jouw 3 gsl) J o3l ).
IJg psd 9lJglsp B wdw VRF:

interface M an101
vrf forwardi ng green
ip dhcp relay source-interface Loopbackl101
ip address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.20 <<< DHCP server ip address

IJe psd 9lJglse s VRFS pgoJuds (gpsd wldizuo: ebp wldize, s o3l ldpell):

interface Vlanl01

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl01

ip address 10.1.101.1 255.255.255.0

ip helper-address vrf red 192.168.20.20 <<< DHCP server is reachable over vrf RED
end

IJg psd b5 VRF slJgh e Bis z3sJ IUeszso IJgle (GRT):

interface Vlanl01

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl01

ip address 10.1.101.1 255.255.255.0

i p hel per-address global 192.168.20.20 <<< DHCP server is reachable over global routing table
end

IUlo: oop pleed odoso upddes Jeese lJgsble oul.
DHCP w90 Y IJpuwalzy VRF 9l DHCP ubJ b IJbw$é 3 o duos) VRF

VO oo IJgldé Lo0 s GRT 09 po3) wiesd. wp wdysu wyesd DHCP wuudd gle + Juguo
Islzole.

eds wosd pold uldouwos [Js 1Ule, vian101. se e 8> "ip dhep relay source-interface

loopback0". sJJuo suwwede IJodssy lJglp.

ip dhcp-relay source-interface LoopbackO0 <<< DHCP relay source interface is Lo0
ip dhcp relay information option vpn <<< adds the vpn suboption to option 82



ip dhcp relay information option <<< enables DHCP option 82
ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]
ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]
ip dhcp snooping vlan 101-102,201-202 <<< enables dhcp snooping for vlans
ip dhcp snooping <<< enables dhcp snooping globally
1

interface Loopback0

i p address 172.16. 255. 3 255. 255. 255. 255

ip ospf 1 area O

1

interface Vlanl01

vrf forwarding green

i p address 10.1.101.1 255.255.255.0

i p hel per-address global 192. 168. 20. 20 <<< DHCP is reachable over GRT

1

interface Vl1anl02

vrf forwarding green

i p dhcp relay source-interface LoopbackO

i p address 10.1.102.1 255.255.255.0

i p hel per-address global 192. 168. 20. 20 <<< DHCP is reachable over GRT

1

interface Vl1an201
vrf forwarding red

ip dhcp relay source-interface LoopbackO

ip address 10.2.201.1 255.255.255.0

i p hel per-address global 192. 168. 20. 20 <<< DHCP is reachable over GRT

Juesegs JddY sop huwld 2jpd wyzsd DHCP g, GRT Llguegsle SRC IP/DST IP W wo.
9JIu wlgwedsle gsble W)es6 pgoduds.

J VLAN101:



[ NON ] 7 dheg
A4 = ® RC Qe EF S5 QA QA E
[ibootp

Mo. delta ip.id Time Source Destination

' 16.255.3

4 v vYVYY

Frame 1: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)

10

0.0 (€

000000 BxBbb7 (35767)

2 A ATIAED AvOkkO 2ET7800 MAsMOEMA ETEATD

23:09:50.565098 172.
. ) 192.168

172 1& IEE 2

168.20

f el .

192. .20

1072 182 24 A

Ethernet II, Src: a@:b4:39:21:92:3f (a®:b4:39:21:92:3f), Dst: Vmware_aB:b8:b4 (00:50:56:a8:b8:b4)

|Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.28.28]

User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@x@l)

Hardware address length: 6

Hops: 1

Transaction ID: @x@80007f3

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 172.16.255.3

Client MAC address: Cisco_43:34:c1 (fd:cf:e2:43:34:¢1)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

v Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Discover (1)
» Option: (57) Maximum DHCP Message Size
» Option: (61) Client identifier
» Option: (12) Host Name
» Option: (55) Parameter Request List
» Option: (60) Vendor class identifier
v Option: (82) Agent Information Option
Length: 44
» Option 82 Suboption: (1) Agent Circuit ID
» Option 82 Suboption: (2) Agent Remote ID
» Option 82 Suboption: (151) VRF name/VPN ID
v Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.101.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

- J VLAN102:



» Frame 8: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
|p Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.2@|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x000007f4
Seconds elapsed: @
» Bootp flags: @x8008, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 172.16.255.3
Client MAC address: Cisco_43:34:c3 (fd:cf:e2:43:34:¢3)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Length: 8
Vendor class identifier: ciscopnp
v Option: (82) Agent Information Option
Length: 44
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Uption 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.102.0
» Option 82 Suboption: (11) Server ID Override
v Option: (255) End
Option End: 255

4 vVvYvYYY

dvwyyw

J VLAN201 (slJss ss0 Bes VRF zp) Jsuw gz ped VLANS 101 9 102):



» Frame 19: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
[» Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Reguest (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 1
Transaction ID: @x00008cch
Seconds elapsed: 0
» Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: ©.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 9.0.0.0
Relay agent IP address: 172.16.255.3
Client MAC address: Cisco_43:34:c4 (fd:cf:e2:43:34:c4)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (82) Agent Information Option
Length: 42
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.2.201.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

4 Yy VVYVYYY

4y v v

op lJedlb 1Uzsp6 es 1ele9s 1yssuws-01 oo 1Uslzo6 1 1J9,56-01:

Spine-01#sh mon cap TAC buff br | i DHCP

5401 4.402431 172.16.255.3 b F*R 192. 168. 20. 20 DHCP 396 DHCP Discover - Transaction |ID Ox1feb
5403 4.403134 192.168. 20. 20 b"F*R 172. 16. 255. 3 DHCP 362 DHCP Offer - Transaction |ID Ox1feb
5416 4.418117 172.16. 255.3 b~ F*R 192. 168. 20. 20 DHCP 414 DHCP Request - Transaction |ID Oxlfeb
5418 4.418608 192.168. 20. 20 b"F*R 172. 16. 255. 3 DHCP 362 DHCP ACK - Transaction |ID Ox1lfeb

IU DHCP ;b s Jo ip 390 s VXLAN g pJes6 o uds:

Spine-01l#sh mon cap TAC buff det | b Frame 5401:

Franme 5401: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits) on interface 0O
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:dhcpl

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:0d4:92:b2:e4
(7c:21:0d4:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.20

<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67

<...skip...>

Dynamic Host Configuration Protocol (Discover)

<...skip...>



IRIYS QV§J6 U o.'>.| lJuog 09 1 Spdud lgwegsle o w gusly IP JJ.;:,_,@,_sJ Juvwdle VRF
IJeuvolz) 1dpgodds v ouwe Idpuwh vsu uvedle VRF Idegodws 9 vodle VRF
IJeldpso.

DHCP ;.94 9 DHCP obJ W IJ udwo ,ouuoia, VRF

B 030 IJzlJé: pu 1Jpubds 1u sJsw Jssd guslu IP JJoszsd Bs VRF 1Jpuwale.

odysu Idpred:

ip
ip
ip
ip
ip
ip
!

dhcp
dhcp
dhcp
dhcp
dhcp
dhcp

relay information option vpn

relay information option

compatibility suboption link-selection standard
compatibility suboption server-override standard
snooping vlan 101-102,201-202

snooping

interface Loopbackl01l
vrf forwarding green
i p address 10.1.251.1 255. 255. 255. 255

interface Vlanlo01l

vrf forwarding green

i p dhcp relay source-interface Loopbackl01
ip address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.20

interface Vlanlo02

vrf forwarding green

i p dhcp relay source-interface Loopbackl01
ip address 10.1.102.1 255.255.255.0

ip helper-address 192.168.20.20

J VLAN101:

<<<
<<<
<<<
<<<
<<<
<<<

adds the vpn suboption to option 82
enables DHCP option 82

switch to standard option 82[5]
switch to standard option 82[11]
enables dhcp snooping for vlans
enables dhcp snooping globally

<<< DHCP is reachable over vrf green

<<< DHCP is reachable over vrf green



4 vV Vv VI

Frame 1: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)

Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)

lInternet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|

User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)

4 vy vyyYy vy vy

>

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x@000016¢cc

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 9.0.0.0

Your (client) IP address: 0.0.0.9

Next server IP address: 0.0.0.0

Relay agent IP address: 10.1.251.1

Client MAC address: Cisco_43:34:cl (f4:cf:e2:43:34:c1)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@8) Vendor class identifier

Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID

4qv v ¥

Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.101.0

» Option 82 Suboption: (11) Server ID Override
Option: (255) End

J VLAN102:



» Frame 5: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
» |Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x@1)
Hardware address length: 6
Hops: 1
Transaction ID: @x000016cd
Seconds elapsed: @
» Bootp flags: 8x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: ©.0.0.0
Next server IP address: 0.0.0.9
Relay agent IP address: 10.1.251.1
Client MAC address: Cisco_43:34:c3 (fd:cf:e2:43:34:c3)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Length: 8
Vendor class identifier: ciscopnp
v Option: (82) Agent Information Option
Length: 44
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.102.0
» Option 82 Suboption: (11) Server ID Override
v Option: (255) End
Option End: 255

4 vy vyvYyYVvYYy

4q|vy v Vv

lJodlb 2506 p0 9lzos SPINE-01 |Js Leaf-01:

Spine-01#sh monitor capture TAC buffer brief | i DHCP

2 4.287466 10.1.251.1 b"F*R 192. 168. 20. 20 DHCP 446 DHCP Di scover - Transaction | D 0x1894
3 4.288258 192.168.20.20 b F*R 10.1.251.1 DHCP 412 DHCP Ofer - Transaction | D 0x1894

4 4.307550 10.1.251.1 b "F*R 192. 168. 20. 20 DHCP 464 DHCP Request - Transaction |D 0x1894
5 4.308385 192.168. 20. 20 b F*R 10.1.251.1 DHCP 412 DHCP ACK - Transaction | D 0x1894

ey 2ies DHCP Ws lde,d; ouopesy VXLAN:

Frame 2: 446 bytes on wire (3568 bits), 446 bytes captured (3568 bits) on interface 0
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcpl

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:0d4:92:b2:e4
(7c:21:0d4:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.5 <<< VTEP IP addresses
<...skip...>

User Datagram Protocol, Src Port: 65283, Dst Port: 4789

<...skip...>



Vi rtual
Fl ags:
0...

. 000 . 000 0.00 .000

1...

eXtensi bl e Local Area Network

0x0800, VXLAN Network 1D (VN)

GBP Extension: Not defined
Don't Learn: False

VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

.0..

0

Goup Policy ID: 0
VXLAN Network Identifier (VNI): 50901 <<<<<<<<<<<< L3VNI for VRF green
Reserved: 0

<--- Inner header started --->

Ethernet II,

(7c:21:0d4:bd:27:48)
<...skip...>
Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20
<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67
<...skip...>

Dynamic Host Configuration Protocol (Discover)
<...skip...>

Src: 10:b3:d5:6a:00:00 (10:b3:d5:6a:00:00), Dst: 7c:21:04:bd:27:48

DHCP j.90 Wb sle> puwelz) VRF 9 DHCP ubJ Bs I3 puwolz, VRF

B 03l lJpeld: 90 1Je psd olddso iz, VRF slglse olJiz o, VRF.

Jrsd gsblu:

pu ldoglds>

IJisJ.s)
e Ilogub lposh Idueg IJelus wb)l Jio IJJes) po wi9esdsdle ol IUgbes Ilsds
(VRFS) IJglues wldgpdle pr8906 9dl 2led [Js cumise Ideuwb.

odysu 1ped:

ip
ip
ip
ip
ip
ip
|

dhcp
dhcp
dhcp
dhcp
dhcp
dhcp

relay information option vpn

relay information option

compatibility suboption link-selection standard
compatibility suboption server-override standard
snooping vlan 101-102,201-202

snooping

interface Loopbackl01l
vrf forwarding green
ip address 10.1.251.1 255. 255. 255. 255

interface Vlan201

vrf forwarding red

ip dhcp relay source-interface Loopbackl01
ip address 10.2.201.1 255.255.255.0

i p hel per-address vrf green 192.168. 20. 20

J VLAN201:

dlzeddlb o IP Jdeszsd S VRF IJgpsd 90d9su cumse Ideush 1Uss Suosd pjsol

Idlzedlb o 1P Jdeszsd B VRF 1Jgloo Ll e (suinwo el Geo wo J GRT B 1JzlJs

<<< adds the vpn suboption to option 82
<<< enables DHCP option 82

<<< switch to standard option 82[5]

<<< switch to standard option 82[11]
<<< enables dhcp snooping for vlans

<<< enables dhcp snooping globally

<<< DHCP is reachable over vrf green



» Frame 7: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
» |Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x000016ce
Seconds elapsed: ©
» Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 18.1.251.1
Client MAC address: Cisco_43:34:c4 (f4:cf:e2:43:34:c4)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (82) Agent Information Option
Length: 42
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.2.201.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

4 vy Y VYVYVYY

4dq|v v ¥

IJedlb 12506 es 9lzos SPINE-01 |J.s Leaf-01:

Spine-01#sh mon cap TAC buff br | i DHCP

2 0.168829 10.1.251.1 b F"R 192.168. 20. 20 DHCP 444 DHCP Di scover - Transaction | D 0x10db
3 0.169450 192.168.20.20 b"F*R 10.1.251.1 DHCP 410 DHCP Ofer - Transaction |ID 0x10db

4 0.933121 10.1.251.1 b"F*R 192. 168. 20. 20 DHCP 462 DHCP Request - Transaction | D 0x10db
5 0.933970 192.168.20.20 b"F R 10.1.251.1 DHCP 410 DHCP ACK - Transaction | D 0x10db

B 03l peldi [dyol B Jo VXLAN sgJos.

Frame 2: 446 bytes on wire (3552 bits), 444 bytes captured (3552 bits) on interface 0
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcpl]

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:04:92:b2:e4
(7c¢:21:04:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.5 <<< VTEP IP addresses
<...skip...>

User Datagram Protocol, Src Port: 65283, Dst Port: 4789

<...skip...>

Virtual eXtensible Local Area Network

Fl ags: 0x0800, VXLAN Network 1D (VNI)

0... .... .... .... = GBP Extension: Not defined



.0.. .... = Don't Learn: False

VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

1...

. 000 . 000 0.00 .000
Goup Policy ID: 0

VXLAN Network Identifier (VNI): 50901 <<< L3VNI for VRF green
Reserved: 0
<--- Inner header started --->

Ethernet II, Src: 10:b3:d5:6a:00:00 (10:b3:d5:6a:00:00), Dst: 7c:21:0d4d:bd:27:48
(7c:21:0d4:bd:27:48)

<...skip...>

Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20

<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67

<...skip...>

Dynamic Host Configuration Protocol (Discover)

<...skip...>

DHCP 9 B sle> puveley VRF 9 DHCP ulsJ Bis T3, és) VXLAN VRF

030 1JzlJs puilu06 2ol JJelJs IJigs,6. 18,6 1issuws 09 1o 1dzse Jl wpess £JS wuopsSy
VXLAN - IP v 8s 19 Is Jise 13, (MPLS/GRE/9pl |Js 3JY)c 9dIJuol oo wol pu puby) ldodssu.

B 03l IJpeld: sIou 1Jg psd wlddsu IJize, VRF sldélse wlJig o, VRF.
Jrsd gsblu:

- 892> w9w9ded Relay IP W pJd VRF IUglLo wldgpsd 98990 wodsso wuwesd Idpuwl)
IJ3s suos pisdl po IJogdss
- 892> Relay IP s VRF IJgl o wldghe (ppled Jel op lJBsle wo J GRT B 1JzlJs 1Jis.s)
o0 IJluuwb [osh Iduee IJolus wbl Jiu 1Jdes) oo wososdsdle odl) 1dglbes IJlsds
(VRFS) IJgluos wldgpdle p3e906 9dl 2led IUs wuwse 1dpusb.

odssu ldpred:

ip dhcp relay information option vpn <<< adds the vpn suboption to option 82
ip dhcp relay information option <<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]
ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]
ip dhcp snooping vlan 101-102,201-202 <<< enable dhcp snooping for vlans
ip dhcp snooping <<< enable dhcp snooping globally

1

interface Loopbackl01l

vrf forwarding green

ip address 10.1.251.1 255. 255. 255. 255

!

interface Vlan201

vrf forwarding red

ip dhcp relay source-interface Loopbackl101

i p address 10.2.201.1 255.255.255.0

i p hel per-address vrf green 192.168. 20. 20 <<< DHCP is reachable over vrf green

pedsple dlo Lodé

- IJegsly RFC 3046
. IJessl), RFC 3527
. https://docs.microsoft.com



https://datatracker.ietf.org/doc/html/rfc3046
https://datatracker.ietf.org/doc/html/rfc3527
https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options

oule - Cisco Systems



https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



