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1. 9p wodysy Smart Jogg udd 9luwwgsp euslu URL IJIo,)los.
Switch#configure terminal

Switch(config)#license smart transport smart
Switch(config)#license smart url default
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2. 9p wod9su ¢glrp DNS 99lz06 |Jp o>y Jgd DNS glooldle gpsd HTTP.

Switch(config)#ip domain Tookup

Switch(config)#ip name-server 10.31.104.74
Switch(config)#ip domain name cisco.com
Switch(config)#ip domain lookup source-interface VlanlO
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3. 151 e Iiey Gp wedose 9dsd HTTPS.

Switch(config)#license smart proxy address 192.168.217.105
Switch(config)#license smart proxy port 80
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5. 9p vodusy e lJe¥s eds IUpesd.

Switch#license smart trust idtoken NGFkODgzMGUtZmNkMSOONTRjLWISMjUtYjIOYWYzZjU1ZGQzLTE3NDAYNJU5%0A

[OK]

g luuble © 96 vlze wluwwgsle CSSM swpe &,00 syslog pelod Josl.

*Jan 24 23:19:05.144: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfl


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/b_smart-licensing-using-policy-cat9k-switches/cat9k-task-library-smart-licensing-using-policy.html#task_tpj_z2m_gcc

wlJluol 9o [Js 3dIshow license statug ol ) 9 8¢ wowse He) IJe$6.
<#root>
Switch#show license status | i Trust

Trust Code Installed: Jan 24 23:19:05 2025 UTC

<--- Trust code was installed

9zl sboy wed lesle 1Jzuwle 1Ubloys Tue wpw luolbs 1Jezsd.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing SL Product Detalls Support Help
Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity Commercial Consumption
Virtual Account: A @ Maijor 440) Mincr B Informational  Hide Alerts
General Licenses Product Instances Event Log
o Search by License or Product o,
Message Time User
The product instance “UDI_PID:C9300X-12Y; UDI_SN: = connected and was added to the Virual Account ® .. @ 2025-Feb-2117:12:46 System

Anew Token "MzgwMDAWMTNOGVKOCO0OWEXLT gzZmEMZVhNT ZKMDAYNT JALTE3NDIZND gy 0ANDRyMTFEUINAMFVOR.. [ 2023-Feb-21 16:44:09
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<tfroot>
Switch#

show |i cense eventlog 1

Fedede Rk v e

* Event Log **

2025-01-24 13:58:23.900 UTC SAEVT_INIT_START version="5.5.29_rel/114"

2025-01-24 13:58:23.922 UTC SAEVT_INIT_CRYPTO success="False" error="Crypto Initialization has not
2025-01-24 13:58:23.922 UTC SAEVT_HA_EVENT eventType="SmartAgentEvtHArmfRegister"

2025-01-24 13:58:27.620 UTC SAEVT_READY

2025-01-24 13:58:27.621 UTC SAEVT_ENABLED

2025-01-24 13:58:27.665 UTC SAEVT_EXPORT_FLAG exportAllowed="False"

2025-01-24 13:58:27.732 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_SYSDAT
2025-01-24 13:58:27.742 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_SYSDAT
2025-01-24 13:58:27.742 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2017-05.com.ciscc
2025-01-24 13:58:27.744 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_SYSDAT
2025-01-24 13:58:27.744 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_LICENS
2025-01-24 13:58:27.763 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_SYSDAT
2025-01-24 13:58:27.767 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_SYSDAT
2025-01-24 13:58:27.767 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2017-05.com.ciscc
2025-01-24 13:58:27.767 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_SYSDAT
2025-01-24 13:58:27.768 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_LICENS
2025-01-24 13:58:30.425 UTC SAEVT_HA_EVENT eventType="SmartAgentEvtHArmfInitialize"

2025-01-24 13:58:30.431 UTC SAEVT_HA_CHASSIS_ROLE udi="PID:C9300-48UN,SN:<SN>"

2025-01-24 13:58:30.431 UTC SAEVT_HA_EVENT eventType="SmartAgentEvtHAchkptRegister"

2025-01-24 13:58:37.975 UTC SAEVT_HA_ROLE udi="PID:C9300-48UN,SN:<SN>" haRole="Active"

2025-01-24 13:58:38.048 UTC SAEVT_HA_CHASSIS_ROLE udi="PID:C9300-48UN,SN:<SN>" haRole="Active"
2025-01-24 13:58:38.048 UTC SAEVT_HA_ROLE udi="PID:C9300-48UN,SN:<SN>" haRole="Active"

2025-01-24 13:58:38.062 UTC SAEVT_INIT_CONFIG_READ_BEGIN

2025-01-24 13:58:40.884 UTC SAEVT_HOSTNAME_CHANGE

2025-01-24 13:58:41.734 UTC SAEVT_HA_EVENT eventType="SmartAgentSetNVPairs"

2025-01-24 13:58:42.408 UTC SAEVT_INIT_CONFIG_READ_DONE

2025-01-24 13:58:42.531 UTC SAEVT_PLATFORM eventSource="INFRA_SL" eventName="INFRA_SL_EVLOG_OIR_AL
2025-01-24 13:58:42.531 UTC SAEVT_HA_CONFIG

2025-01-24 13:58:42.531 UTC SAEVT_HA_UDI udi="PID:C9300-48UN,SN:<SN>" haRole="Active"

2025-01-24 13:58:42.732 UTC SAEVT_LICENSE_USAGE count="0" type="destroy" entitlementTag="regid.20]
2025-01-24 13:58:42.744 UTC SAEVT_LICENSE_USAGE count="0" type="destroy" entitlementTag="regid.20]
2025-01-24 13:58:43.140 UTC SAEVT_INIT_SYSTEM_INIT

2025-01-24 13:58:44.143 UTC SAEVT_INIT_CRYPTO success="False" error="Crypto Initialization has not
2025-01-24 13:59:14.143 UTC SAEVT_INIT_CRYPTO success="True"

2025-01-24 13:59:14.144 UTC SAEVT_COMM_RESTORED

2025-01-24 13:59:14.176 UTC SAEVT_INIT_COMPLETE

2025-01-24 14:00:14.145 UTC SAEVT_PRIVACY_CHANGED enabled="True"

2025-01-24 14:00:27.432 UTC

SAEVT_UTI LI TY_REPORT_START

2025-01-24 15:17:46. 341 UTC



SAEVT_COW FAI L error="Connection timed out". <--- Connection timed out
2025-01- 24 15:35:22.627 UTC SAEVT_COWM RESTORED <--- Communi cation with CSSM rest ored

- 02l pu ldlogold Gluwegsle CSSM gu bysd buwld ool louald 9pzlads loyeld
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<#root>
Switch#

show ip interface brief | exclude unassigned

Interface IP-Address OK? Method Status Protocol
VI an10 10.31.121.118

YES DHCP  up up
Switch#

ping smartreceiver.cisco.com source VI anl0

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to X.X.X.X, timeout is 2 seconds:

Success rate is 100 percent (5/5)

, round-trip min/avg/max = 364/365/368 ms

Switch#

tel net smartreceiver.cisco.com443 /ipv4 /source-interface vlanl0
Trying X.X.X.X, 80 ...

Open

[Connection to X.X.X.X closed by foreign host]

)l po 3JY B Yl b e 9Ysd B6s IJluwegsles Bspdoud wzywo |Ji_9|.0) oS wol
luwedsle e09lu IP 900093 1Ughp 19 sJ.

<ffroot>
Switch#

ping 192.168.217.105



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.217.105, timeout is 2 seconds:

Success rate is 100 percent (5/5)

, round-trip min/avg/max = 364/365/368 ms

Switch#

tel net 192.168.217.105 80 /ipv4 /source-interface vlanlO
Trying 192.168.217.105, 80 ...

Ooen

[Connection to 192.168.217.105 closed by foreign host]

- 0298 pu buwld o8bs) RUM 900 9295 luvweles.

<tfroot>
Switch#

show | i cense history nessage

Message History (oldest to newest):

Trust Establishment:

REQUEST: Jan 24 23:18:59 2025 UTC <--- RUMreport was sent

{"request":"{\"header\":{\"request_type\" :\"ID_TOKEN_TRUST\",\"sudi\": {\"udi_pid\":\"C9300-48UN\",

RESPONSE: Jan 24 23:19:05 2025 UTC <--- Response from CSSM was recei ved

{"signature": {"type":null,"value":null,"piid":null,"cert_sn":null},"response":"{\"header\": {\"ver:

Usage Reporting:

No past history
Result Polling:

No past history
Authorization Request:

No past history
Authorization Return:

No past history
Trust Sync:

No past history

Import Message History (oldest to newest):

Import POLICY:
No past Import history

Import AUTH:



No past Import history

Import TRUST CODE:
Received on Jan 24 23:19:05 2025 UTC
<TRUST_CODE>

Import RUM ACK:
No past Import history

Import CONVERSION ACK:
No past Import history

Import ACCOUNT INFO:
Last policy received on Jan 24 23:19:05 2025 UTC
<ACCOUNT_INFO>

Switch#
show |i cense tech support | sec Trust

Trust Establishment:
Attempts: Total=1,

Success=1

, Fai1=0 Ongoing Failure: Overall=0 Communication=0

Last Response: OK on Jan 24 23:19:05 2025 UTC <--- Trust establishment succeeded

Failure Reason:
Last Success Time: Jan 24 23:19:05 2025 UTC
Last Failure Time:
Trust Acknowledgement:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response:
Failure Reason:
Last Success Time:
Last Failure Time:
Trust Sync:
Attempts: Total=1,

Success=1,

Fail=0 Ongoing Failure: Overall=0 Communication=0

Last Response: OK on Jan 24 23:19:50 2025 UTC

Failure Reason:
Last Success Time: Jan 24 23:19:50 2025 UTC
Last Failure Time:
Trusted Store Interface: True

Local Device: P:C9300-48UN, S

, state[2], Trust Data | NSTALLED Trustld: 612
Overall Trust: |NSTALLED (2) <--- Trust code installed
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<tfroot>
Switch#

show |i cense history nessage

! <--- Output omitted for brevity --->
Trust Establishment:
REQUEST: Feb 21 16:54:49 2025 UTC

{"request":"{\"header\":{\"request_type\":\"ID_TOKEN_TRUST\",\"sudi\": {\"udi_pid\":\"C9300X-12Y\",

RESPONSE: Feb 21 16:54:49 2025 UTC

<--- The line is enpty, which neans there was no response from CSSM

REQUEST: Feb 21 16:55:19 2025 UTC

{"request":"{\"header\":{\"request_type\" :\"ID_TOKEN_TRUST\",\"sudi\": {\"udi_pid\":\"C9300X-12Y\",
! <--- Output omitted for brevity --->

Switch#

show | icense tech support | sec Trust

Trust Establishment:
Attempts: Total=2, Success=0,

Fai | =2
Ongoing Failure: Overall=2 Communication=2

Last Response: NO REPLY on Feb 21 16:55:39 2025 UTC

<--- Failure reason was NO REPLY

Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: Feb 21 16:55:39 2025 UTC



Trust Acknowledgement:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>

Trust Sync:

Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>

Failure Reason: <none>

Last Success Time: <none>
Last Failure Time: <none>
Trusted Store Interface: True
Local Device:

NOT | NSTALLED

TrustId:605

P:C9300-48UN,S:<SN>, state[1],

<--- Trust point exists but it is not installed yet

Overall Trust: No ID

e wouésd 1dezsd Jbuwld c@us) RUM Jdejleus pg CSSM.

<tfroot>

Switch#

show cl ock

*23:38:54.683 UTC Fri Jan 24 2025

Switch#

show | icense tech support | i UWility

Utility:

Start Utility Measurements: Jan 24 23:35:55 2025 UTC (4 minutes, 38 seconds remaining)

Send Utility RUMreports: Feb 23 23:20:56 2025 UTC (29 days,

23 hours,

49 m nut es,

39 seconds renmn

Process Utility RUM reports: Jan 25 23:30:58 2025 UTC (23 hours, 59 minutes, 41 seconds remaining)

Switch#

show | icense history nmessage | i REQUEST
REQUEST: Jan 24 23:18:59 2025 UTC
REQUEST: Jan 24 23:20:50 2025 UTC
REQUEST: Jan 24 23:25:55 2025 UTC
REQUEST: Jan 24 23:19:41 2025 UTC

Switch#

license smart sync all <--- Trigger synchronization



Switch#
show | icense history nmessage | i REQUEST

REQUEST: Jan 24 23:18:59 2025 UTC
REQUEST: Jan 24 23:20:50 2025 UTC
REQUEST: Jan 24 23:25:55 2025 UTC
REQUEST: Jan 24 23:19:41 2025 UTC

REQUEST: Jan 24 23:39:05 2025 UTC

<--- New RUM report was sent

Switch#
show |i cense tech support | sec Trust

Trust Establishment:
Attempts: Total=1, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: OK on Jan 24 23:19:05 2025 UTC
Failure Reason:
Last Success Time: Jan 24 23:19:05 2025 UTC
Last Failure Time:
Trust Acknowledgement:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response:
Failure Reason:
Last Success Time:
Last Failure Time:
Trust Sync:
Attempts:

Tot al =2, Success=2

, Fai1l=0 Ongoing Failure: Overall=0 Communication=0

Last Response: OK on Jan 24 23:39:14 2025 UTC <--- Successful response from CSSM

Failure Reason:
Last Success Time: Jan 24 23:39:14 2025 UTC
Last Failure Time:
Trusted Store Interface: True
Local Device: P:C9300-48UN,S:<SN>, state[2], Trust Data INSTALLED TrustId:612
Overall Trust: INSTALLED (2)

S JJoedd pu o 1deesd s@9e wluusle louold HTTPS pg CSSM. spdod IJe @l 2506. o3l
eold eds IJolb g5pé louold olge wluweslpe gbe 93dsd.

<#root>
Switch#

sh ip cef 10.31.104.78

0.0.0.0/0



next hop 10.31.121.65 VI anl0

Switch#

sh ip arp 10.31.121.65

Protocol Address Age (min) Hardware Addr Type
Internet 10.31.121.65 0

2c31. 24b1. 6bc6
ARPA  VlanlO
Switch#
show mac address-tabl e address 2c31. 24bl. 6bc6

Mac Address Table

Vlan Mac Address Type Ports

10 2c31.24b1.6bc6 DYNAMIC
Fi 1/ 0/ 48
Total Mac Addresses for this criterion: 1

Switch#

noni tor capture CSSMinterface Fi1/0/48 both match any

Switch#

nonitor capture CSSM start

Started capture point : CSSM

Switch#

show cl ock

15:41:10. 058 UTC

Fri Jan 24 2025

Switch#

license smart sync al

Switch#sh Ticense hist mess | i REQUEST
REQUEST: Jan 24 15:35:17 2025 UTC

REQUEST: Jan 24 15:41:58 2025 UTC

Switch#

noni tor capture CSSM st op

Interface



Switch#

nmoni tor capture CSSM export

Export Started Successfully

d = @ B
No. UTC time
1 15:41:19.614815
2 141:19. 980760
3 19.980895
4 :19,981834
5 :20.34639%
6 120, 399954
7 :29.480289
L} :20,424449
9 :20. TEE643
18 :21.387@57
11 307082
12 .307124
13 «387144
14 :21,387178

B B

Source
18.31.121.118
192.168.217. 105
18.31.121.118
18,31.121.118
192.168.217. 105
192.168.217. 185
18.31.121.118
18.31.121.118
192.168.217. 185
192.168.217.185
192.168.217. 105
192.168.217. 105
192.168.217. 185
192,168,217, 185

- =

I

Destination
192.168.217.105
10.31.121.118
192.168.217.185
192,168.217.185
19.31.121.118
19.31.121.118
192.168.217.185
192.168.217.185
10.31.121.118
19.31.121.118
19.31.121.118
19.31.121.118
18.31.121.118
18,31.121.118

Protocol
TCP

TCP

TCP
HTTP
TCP
HTTP
TCR
TLSv1.3
TCP
TLSv1.3
TCP
TLSv1.3
TCP

TCP

Length Destport  Port
68 80
G& 51547
6@ 8@
125 88
6@ 51547
93 51547
6B &
438 80
60 51547
598
590
590
598
598

51547
51547
51547
51547
51547

F 2= = @ § @ ¥

51547
a8
51547
51347
a8
a8
51547
51547
a8
Ba

88 8@

a8
a8
a8

I ocation flash: sl p-proxy-https-connection. pcap

Info

51547 = 80 [SYN] Seq=0 Win=4128 Len=8 M55=536

B0 - 51547 [S¥YN, ACK] Seq=8 Ack=1 Win=65535 Len=0 M55=536

51547 - 80 [ACK] Seq=1 Ack=1 Win=4128 Len=0

CONMECT smartreceiver.cisco.coniddd HTTP/L.@

BR - 51547 [ACK] Seq=1 Ack=72 Win=65535 Len=@

HTTP/1.@ 208 Connection established

51547 = 88 [ACK] Seq=72 Ack=48 Win=4889 Len=0

Client Hello (SNI=smartreceiver.cisco.com)

B8 - 51547 [ACK] Seqe=40 Acks456 Win=65535 Len=@

Server Hello, Change Cipher Spec, Application Data

= 51547 [ACK] 5eq=576 Ack=456 Win=65535 Len=536 [TCP PDU reassesbled in 12]
Application Data

BB - 51547 [ACK] Seq=164E Ack=d456 Win=65535 Len=536 [TCP POU reassembled in 41]
B0 - 51547 [ACK] Seq=21B4 Ack=456 Win=65535 Len=536 [TCP PDU reassembled in 41]

IJedlb 2506 louold HTTPS Lozle o CSSM luueésle e 99sd.

slbbo, Idodl 1Jz5e6 1 loold HTTPS selsd o sop logvlde sJIJuoe SSUbd B&>
Y90 3JY wuwow Buid oldss louold TLS lg SSL. spdu luwaésle oso IUigble Jpjss

pu ldoze.

debug
debug
debug
debug
debug

ip http client all

ss1 openss1 states

ss1 openssl1 errors
crypto pki messages
crypto pki transactions

LB 2ld6 1Jzles 1Js LilJs Les 1Je86 IJpewe po 1deesd B s 0dbs: spdo codss
lglhs Joob puoue IJosesue IU3ds. wobdy odo lUgpdss [elbé wepsd. wes lehbé ool
IJpuo0g: $pIL CEuSe p) 86 2383 luwesle o3l 1dle) sisd IJ pedssle IJesgsue:

g_;ro| k.9..5 3Jy |Jw§|w6.

<tfroot>

Switch#

license smart factory reset

%Warning: reload required after "license smart factory reset" command

Switch#

show | i cense status

Trust Code

I nstalled:

i ncl ude Trust



<--- Installed trust code now shows none

Switch#

rel oad

pedyple dlo LoJs

. Gos o e < |, Catalyst



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/b_smart-licensing-using-policy-cat9k-switches.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/b_smart-licensing-using-policy-cat9k-switches.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/216545-smart-licensing-using-policy-on-catalyst.html
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2024/pdf/LTROPS-1007.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2024/pdf/LTROPS-1007.pdf
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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