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Switch#show process cpu history
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logging buffered 8192 informational

process cpu threshold type total rising 80 interval 5

I

event manager applet High CPU authorization bypass

event syslog pattern "CPURISINGTHRESHOLD"

action 001 syslog msg "EEM: HIGH CPU detected. Writing info to flash:"
action 002 cli command "enable"


http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

action 003 cli command "term exec prompt timestamp"

action 004 cli command "term len 0"

action 005 cli command "mkdir TAC" pattern "Create.*"

action 006 cli command "TAC" pattern "Create.*"

action 007 cli command " "

action 008 cli command "show process cpu sorted | redirect flash:TAC/TAC_CPU.txt"

action 009 cli command "show buffers | redirect flash:TAC/TAC_Buffers.txt"

action 010 cli command "show interfaces summary | redirect flash:TAC/TAC_IntSumm.txt"
action 011 cli command "show interfaces stats | redirect flash:TAC/TAC_IntStat.txt"
action 012 cli command "show ip traffic | redirect flash:TAC/TAC_IPTraffic.txt"

action 013 cli command "show ip cef switching statistics | redirect flash:TAC/TAC_IPCef.txt"
action 014 cli command "show controllers cpu-interface | redirect flash:TAC/TAC_Controllers.txt"
action 015 cli command "show platform port-asic stats drop | redirect flash:TAC/TAC_Port-
Asic.txt"

action 016 cli command "show platform ip unicast statistics | redirect
flash:TAC/TAC_UnicastStats.txt"

action 017 cli command "show platform ip unicast counts | redirect
flash:TAC/TAC_UnicastCounts.txt"

action 018 cli command "show platform tcam utilization | redirect flash:TAC/TAC_TCAM.txt"
action 019 syslog msg "EEM: Self-removing applet from configuration..."

action 020 cli command "configure terminal"

action 021 cli command "no event manager applet High_ CPU"

action 022 syslog msg "EEM: Finished removing from configuration!"

action 023 cli command "end"
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event manager applet highcpu

event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3.1 get-type exact entry-op ge entry-val 50 poll-
interval 0.5

action 1.0 cli command "enable"

action 2.0 cli command "show proc cpu sorted"

action 3.0 mail server "192.168.1.1" to "user-to@domain.com" from "user-from@domain.com"
subject "High CPU Alert" body "S$_cli_result"

oeHsVle ldpogs)le 1Jplisdo os:

HIGHcpu - | jupe obosy prs) 1dg>o

- oydldolus

- 1.3.6.1.4.1.9.109.1.1.1.3.1 - pg, IJJlsy (OID) Jdee 8l pu luveéslp 92306 1Jpeldeo
IJe,dss6 (CPU) Jegldz Idwszse (RP)

- 80 - |pwosle 9226 IUpeldzs Ipydssé (CPU) Idss suved Idwsulee Idouos

- Ilgod Il wedoole 0.5 -1de)ss (I 0.5 eluss) 1dss sylde IJouo 1Jw)pezs 9236
IJeeles 1e,dis6

- 192.169.1.1- IP IJ¢luo wébpe 1dw)s>

[J2ls peele [Js IJedwd IUpeds

s99p 03l Idosulez Iduuos wldels Iptiele Idebdscs [Us pd Vs uble IJpdd IJpeds.
lpwowsd oblo lpdle wouble ldpdOle Idpuluwe eds 1Upzed.

event manager scheduler script thread class default number 1



event manager applet High_CPU

event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3.1 get-type exact entry-op ge entry-val 50 poll-
interval 0.5

action 0.0 syslog msg "High CPU DETECTED. Please wait - logging Information to file
system:high_cpu.txt"

action 0.1 cli command "enable"

action 0.2 cli command "show clock | append file system:high cpu.txt"

action 1.2 cli command "term length 0"

action 1.3 cli command "show process cpu sorted | append file system:high cpu.txt"
action 1.4 cli command "show log | append file system:high cpu.txt"

action 1.5 cli command "show interfaces | append file system:high cpu.txt"

action 1.6 cli command "term length 24"
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event manager scheduler script thread class default number 1

event manager applet High_ CPU

event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3.1 get-type exact entry-op gt entry-val 50 poll-
interval 0.5

action 0.0 syslog msg "High CPU DETECTED. Please wait - logging Information to
flash:high_cpu.txt"

action 0.1 cli command "enable"

action 0.2 cli command "term exec prompt timestamp"

action 1.3 cli command "show process cpu sorted | append file system:high cpu.txt"
action 1.4 cli command "show process cpu sorted | append file system:high cpu.txt"
action 1.4 cli command "show process cpu sorted | append file system:high cpu.txt"
action 5.1 syslog msg "Finished logging information to file system:high_cpu.txt..."
action 5.1 syslog msg "Self-removing applet from configuration..."

action 5.2 cli command "term no exec prompt timestamp"

action 9.1 cli command "configure terminal"

action 9.2 cli command "no event manager applet High_ CPU"

action 9.3 cli command "end"
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process cpu threshold type total rising 70 interval 15

event manager applet DETECT_CPU

event syslog pattern ".*SYS-1-CPURISINGTHRESHOLD.*"

action 1 cli command "en"

action 2 cli command "show clock | append file system:cpuinfo"

action 3 cli command "show proc cpu sort | append file system:cpuinfo"
4

action
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cli command "show line | append file system:cpuinfo"
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event manager scheduler script thread class default number 1

event manager applet High_ CPU

event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.10.1 get-type exact entry-op ge entry-val 50 poll-
interval 0.5

action 0.0 syslog msg "High CPU DETECTED. Please wait - logging Information to file
system:high_cpu.txt"

action 0.1 cli command "enable"

action 0.2 cli command "show clock | append file system:high_cpu.txt"

action 1.2 cli command "term length 0"

action 1.3 cli command "show process cpu sorted | append file system:high_cpu.txt"
action 1.4 cli command "show log | append file system:high_cpu.txt"

action 1.5 cli command "show interfaces | append file system:high_cpu.txt"

action 1.6 cli command "term length 24"

blJs wuolez vuos
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Switch(config) #no event manager applet applet name
pedsple dlo Lodé
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