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ecomm-6500-2 (enable) set vlan 41 pvlan primary

,VTP advertisements transmitting temporarily stopped
.and will resume after the command finishes

Vlan 41 configuration successful

ecomm-6500-2 (enable) sh pvlan
Primary Secondary Secondary-Type Ports

ecomm-6500-2 (enable) set vlan 42 pvlan isolated
,VTP advertisements transmitting temporarily stopped
.and will resume after the command finishes

Vlan 42 configuration successful

ecomm-6500-2 (enable) set pvlan 41 42 3/9-10



:Successfully set the following ports to Private Vlan 41,42
3/9-10

ecomm-6500-2 (enable) set pvlan mapping 41 42 3/35
Successfully set mapping between 41 and 42 on 3/35
ecomm-6500-2 (enable) set pvlan mapping 41 42 3/34
Successfully set mapping between 41 and 42 on 3/34

Port Name Status Vlan Duplex Speed Type
server_dmzl connected 41,42 a-half a-10 10/100BaseTX 3/9
server_dmz2 connected 41,42 a-half a-10 10/100BaseTX 3/10

to_6500_1 connected 41 auto auto 10/100BaseTX 3/34
external_router_dm connected 41 a-half a-10 10/100BaseTX 3/35
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ecomm-6500-2 (enable) sh sec acl info protect_pvlan

set security acl ip protect_pvlan

permit ip host 172.16.65.193 any .1

permit ip host 172.16.65.201 any .2

deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15 .3
permit ip any any .4

ecomm-6500-2 (enable) sh sec acl
ACL Type VLANS

protect_pvlan IP 41
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ecomm-6500-2
ecomm-6500-2 (enable) Set
ecomm-6500-2 (enable) Set
ecomm-6500-2 (enable) Set

ecomm-6500-2 (enable) Set

ecomm-6500-2 (enable) Set sec

ecomm-6500-2 (enable) Set sec

ecomm-6500-2 (enable) Set sec

ecomm-6500-2 (enable) Set sec

(enable)
sec acl ip dmz_servers_out permit
sec acl ip dmz_servers_out permit
sec acl ip dmz_servers_out permit

sec acl ip dmz_servers_out permit

acl

acl

acl

acl

B o B5Lis] a5 Ll HTTP e¥lasl, plowdl -
(UDP 1646 3éio) dswlxally (UDP 1645 iaio) RADIUS a8skas 49,0 aS,%) 2lowdl -
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61520 49,0 45> poloXI 8l 29 -
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Set sec acl ip dmz_servers_out deny icmp any any fragment
icmp host 172.16.65.199 any echo
icmp host 172.16.65.202 any echo
tcp host 172.16.65.199 eq 80 any

established

tcp host 172.16.65.202 eq 80 any

established

ip dmz_servers_out permit udp host 172.16.65.199

eq 1645 host 172.16.171.9 eq 1645

ip dmz_servers_out permit udp host 172.16.65.202

eq 1645 host 172.16.171.9 eq 1645

ip dmz_servers_out permit udp host 172.16.65.199

eq 1646 host 172.16.171.9 eq 1646

ip dmz_servers_out permit udp host 172.16.65.202

eq 1646 host 172.16.171.9 eq 1646
ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit udp host 172.16.65.199 any eq 53

ecomm-6500-2 (enable) Set sec acl ip dmz_servers_out permit udp host 172.16.65.202 any eq 53

permit
permit
permit
permit

ecomm-6500-2

ecomm-6500-2

permit tcp
permit tcp
172.
172.
172.
172.

udp host
udp host
udp host
udp host

ecomm-6500-2

(enable) Commit sec acl all

(enable) Set sec acl map dmz_servers_out 42

protect_pvlan

ecomm-6500-2 (enable) sh sec acl

Type VLANS

dmz_servers_out

(enable)

sh sec acl info dmz_servers_out

set security acl ip dmz_servers_out

l6.
l6.
l6.
l6.

permit icmp host 172.16.65.199 any echo
permit icmp host 172.16.65.202 any echo

host 172.16.65

host 172.16.65.

65.199
65.202
65.199
65.202
permit
permit

eq 1645
eq 1645
eq 1646
eq 1646

udp host 172.
udp host 172.

deny icmp any any fragment

.199 eqg 80 any established
202 eq 80 any established

host
host
host
host

172.16.171.9 eq 1645
172.16.171.9 eq 1645
172.16.171.9 eq 1646
172.16.171.9 eq 1646
16.65.199 any eqg 53 .10
16.65.202 any eq 53 .11
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external_router#ping 172.16.65.193
.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 172.16.65.193, timeout is 2 seconds

[

external_router#ping 172.16.65.202

.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to 172.16.65.202, timeout is 2 seconds
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
external_router#ping 172.16.65.199

.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to 172.16.65.199, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/4 ms

o) 5J9 <o LidVI dylgdl cap, Bl aSaidl I pole3dl o JLasVl eS| e 69,00 Wil JWI Jball piog,

server_dmzl#ping 203.5.6.10

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 203.5.6.10, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 172.16.65.193, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

server_dmzl#ping 172.16.65.202
.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 172.16.65.202, timeout is 2 seconds

(Success rate is 0 percent (0/5

22z o) (VLAN aSis JI Jpogll 5 pSaill wilgs) VACL i I Jsuosll 5 aSill pilsd s as,
‘oY sy L2l azgall oo JasVl Lz

external_router#ping 172.16.65.199
.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 172.16.65.199, timeout is 2 seconds

(Success rate is 0 percent (0/5

rads Il éSill o HTTP GET ollb sy SAl psBI JUWI JLall 2iog,

server_dmzl#debug ip http url

HTTP URL debugging is on
server_dmzl#debug ip hhtp tran

HTTP transactions debugging is on
server_dmzl#debug ip http auth

HTTP Authentication debugging is on
server_dmzl#



'/'" Mar 7 09:24:03.092 PST: HTTP: parsed uri*

Mar 7 09:24:03.092 PST: HTTP: client version 1.0*

Mar 7 09:24:03.092 PST: HTTP: parsed extension Connection*

Mar 7 09:24:03.092 PST: HTTP: parsed line Keep-Alive*

Mar 7 09:24:03.092 PST: HTTP: parsed extension User-Agent*

(Mar 7 09:24:03.092 PST: HTTP: parsed line Mozilla/4.7 [en] (X11l; I; SunOS 5.5.1 sundu*
Mar 7 09:24:03.092 PST: HTTP: parsed extension Host*

Mar 7 09:24:03.092 PST: HTTP: parsed line 172.16.65.199*

Mar 7 09:24:03.092 PST: HTTP: parsed extension Accept*

/Mar 7 09:24:03.092 PST: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image*
Mar 7 09:24:03.092 PST: HTTP: parsed extension Accept-Encoding*

Mar 7 09:24:03.092 PST: HTTP: parsed line gzip*

Mar 7 09:24:03.096 PST: HTTP: parsed extension Accept-Language*

Mar 7 09:24:03.096 PST: HTTP: parsed line en*

Mar 7 09:24:03.096 PST: HTTP: parsed extension Accept-Charset*

Mar 7 09:24:03.096 PST: HTTP: parsed line 1s0-8859-1,*,utf-8*

'/'" Mar 7 09:24:03.096 PST: HTTP: Authentication for url '/' '/' level 15 privless*

Mar 7 09:24:03.096 PST: HTTP: authentication required, no authentication information was*
provided

Mar 7 09:24:03.096 PST: HTTP: authorization rejected*

'/'" Mar 7 09:24:22.528 PST: HTTP: parsed uri*

Mar 7 09:24:22.532 PST: HTTP: client version 1.0*

Mar 7 09:24:22.532 PST: HTTP: parsed extension Connection*

Mar 7 09:24:22.532 PST: HTTP: parsed line Keep-Alive*

Mar 7 09:24:22.532 PST: HTTP: parsed extension User-Agent*

(Mar 7 09:24:22.532 PST: HTTP: parsed line Mozilla/4.7 [en] (X11l; I; SunOS 5.5.1 sundu*
Mar 7 09:24:22.532 PST: HTTP: parsed extension Host*

Mar 7 09:24:22.532 PST: HTTP: parsed line 172.16.65.199%*

Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept*

/Mar 7 09:24:22.532 PST: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image*
Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept-Encoding*

Mar 7 09:24:22.532 PST: HTTP: parsed line gzip*

Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept-Language*

Mar 7 09:24:22.532 PST: HTTP: parsed line en*

Mar 7 09:24:22.532 PST: HTTP: parsed extension Accept-Charset*

Mar 7 09:24:22.532 PST: HTTP: parsed line 1s0-8859-1,*,utf-8*

Mar 7 09:24:22.532 PST: HTTP: parsed extension Authorization*

Mar 7 09:24:22.532 PST: HTTP: parsed authorization type Basic*

'/'" Mar 7 09:24:22.532 PST: HTTP: Authentication for url '/' '/' level 15 privless*

Mar 7 09:24:22.532 PST: HTTP: Authentication username = 'martin' priv-level = 15 auth-type =*
aaa

"' Mar 7 09:24:22.904 PST: HTTP: received GET*

2,15 DMZ

201 DMZ 3ais oy L Lisislg Youd LisVI syaiidl o8 (2, Bl Ml degjiall dslniall gi)liaw oS Layy9
bl JSidl mingo 98 LS dlocdl )z clezly oo il 9l 62519 dgaly plasiwly

a5l Ml deg jiall ddbniall 14 JSal



= f’ .
> Firewall e B

el

Internet

- Inside

Servers

Al L8 JIl 08 WSy . asauaill Mais oo Lladl Sag, lowss (D dusall dlll Gbliall olllaie eSs Lo 63l
sl aSuidl oo W3Sy oz, Bl eMasll oo ] Jgosll @ DMZ psle 555 ol Lo isall oo i Ll
2o &2 Ol Joiaall (o udd @314l leall Jasm I Jswosll I lnall alg 5 DMZ polss gloxiu
¥l I eMadl o 63,20l dilniall o Sl 9,0 45> £y pae Ly cdumis <l 99 .ozl leas,

63,lo)l oYLasW dlyliall 49,0l 5,5 e aad 5 )l 03D DMZ pslgs e waus

Sl soiall sie Jjell 835 8 IOV ueSil 8glas Jiaw cddylud] Al dawl)s 8 I 6@ LSy

oSy iy sasdl leiasy I ozl LiSay ¥ DMZ p3lgs ol oo aSWI9 cawli)l VLAN ol plasiwl

05 Wl VLAN aSais (8 polosdl uss M5 oo el V13D asis piy el Joog)l a1 Guds il cubuinoll
| 1z oS lalise idio go dwwlwl VLAN aSui (9 dlasdl jlaz yax oy . dlgj=all 38lall pladiwl,
03 duwlwVl VLAN &S oo a>oll 5lell

o9 B9liw| o5 Ll 59,0l 45,> (9 pSill (ACL) Jswogll (9 pSxill pilgd naxs (9 aslill sglal Jiaw
apy9,0)l 49,0)l &S, poaums @l o W J| 2l 03® (ACL) Jaosll L9 aSxill aslgd xaxs xie .DMZ

=22 DMZ L]

il dg>l9 go PIX dylo> ,la> Lioxsiw] cu> 030 Al dwlya) ok @i sV LY gl aJWl 6 j0ull pings
P15 plasiwl HTTP Clul> gua> dslas piig s polo3S wlgzsall dCgaro Luss plaiw| ai; .DMZ J
i RADIUS

2Bl DMZ L] Ly 35 JSidl



17216 65.201 ISCUOUS ports

198561

external rouber

secondary pors

AAA Server

1721617189

Server_dmz Server_dmz_2

19956199 19956202

i @3 28 &Y i (nad oSl clale oo plaidW 8,1 LisYI olalnisall $18,L podi (ol lig) dnill
ady Ll A dwlys 8 Juasdll VACL 3 aolsl VLAN olSuis oligSs

PIX 053

nameif ethernet0 outside security0

nameif ethernetl inside securityl00

nameif ethernet2 dmz security50

ip address outside 198.5.6.10 255.255.255.0

ip address inside 172.16.65.201 255.255.255.240
ip address dmz 199.5.6.10 255.255.255.0

global (outside) 1 198.5.6.11

global (dmz) 1 199.5.6.11

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

static (dmz,outside) 199.5.6.199 199.5.6.199 netmask 255.255.255.255 0 0
static (dmz,outside) 199.5.6.202 199.5.6.202 netmask 255.255.255.255 0 0
static (inside,dmz) 172.16.171.9 172.16.171.9 netmask 255.255.255.255 0 0
static (inside,dmz) 171.68.10.70 171.68.10.70 netmask 255.255.255.255 0 0
static (inside,dmz) 171.69.0.0 171.69.0.0 netmask 255.255.0.0 0 O

conduit permit tcp host 199.5.6.199 eq www any

conduit permit tcp host 199.5.6.202 eqg www any

conduit permit udp any eq domain any

conduit permit icmp any any echo-reply

conduit permit icmp any any unreachable

conduit permit udp host 172.16.171.9 eq 1645 host 199.5.6.199
conduit permit udp host 172.16.171.9 eq 1646 host 199.5.6.199
conduit permit udp host 172.16.171.9 eq 1646 host 199.5.6.202
conduit permit udp host 172.16.171.9 eq 1645 host 199.5.6.202
conduit permit icmp any host 199.5.6.199 echo

conduit permit icmp any host 199.5.6.202 echo

route outside 0.0.0.0 0.0.0.0 198.5.6.1 1

route inside 171.69.0.0 255.255.0.0 172.16.65.193 1

route inside 171.68.0.0 255.255.0.0 172.16.65.193 1



route inside 172.16.0.0 255.255.0.0 172.16.65.193 1

RADIUS aigi

ADQE;CAQSJ

aaa new-model

aaa authentication login default radius local
aaa authentication login consoleauth none

aaa authorization exec default radius local
aaa authorization exec consoleautho none

aaa accounting exec default start-stop radius
aaa accounting exec consoleacct none
radius-server host 172.16.171.9 auth-port 1645 acct-port 1646
radius-server key ciscol23

!

line con 0

exec-timeout 0 O

password ww

authorization exec consoleautho

accounting exec consoleacct

login authentication consoleauth

transport input none

line aux 0

line vty 0 4

password ww

1

end

RADIUS Server CSUX

User Profile Information
}Juser = martin
profile_id = 151
profile_cycle = 5

} radius=Cisco

} =check_items
cisco=2

{

} =reply attributes
6=6

{

{

User Profile Information
Juser = NAS.172.16.65.199
profile_id = 83
profile_cycle = 2
"NASName="172.16.65.199
"SharedSecret="ciscol23
"RadiusVendor="Cisco
"Dictionary="DICTIONARY.Cisco

{
Catalyst -0
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set security acl ip dmz_servers_out

deny icmp any any fragment .1

permit icmp host 199.5.6.199 any echo .2

permit icmp host 199.5.6.202 any echo .3

permit tcp host 199.5.6.199 eqg 80 any established .4

permit tcp host 199.5.6.202 eqg 80 any established .5

permit udp host 199.5.6.199 eqg 1645 host 172.16.171.9 eq 1645 .6

permit udp host 199.5.6.202 eqg 1645 host 172.16.171.9 eq 1645 .7

permit udp host 199.5.6.199 eqg 1646 host 172.16.171.9 eq 1646 .8

permit udp host 199.5.6.202 eqg 1646 host 172.16.171.9 eq 1646 .9

permit udp host 199.5.6.199 any eq 53 .10

permit udp host 199.5.6.202 any eq 53 .11

ecomm-6500-2 (enable) sh pvlan

Primary Secondary Secondary-Type Ports

isolated 3/9-10 42 41

ecomm-6500-2 (enable) sh pvlan mapping

Port Primary Secondary
42 41 3/14
42 41 3/34
42 41 3/35

ecomm-6500-2 (enable) sh port

Port Name Status Vlan Duplex Speed Type
server_dmzl connected 41,42 a-half a-10 10/100BaseTX 3/9
server_dmz2 connected 41,42 a-half a-10 10/100BaseTX 3/10
to_pix_port_2 connected 41 full 100 10/100BaseTX 3/14
external_ router_dm notconnect 41 auto auto 10/100BaseTX 3/35
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sh pvlan

Primary Secondary Secondary-Type Ports
community 3/7,3/9-10 42 41
isolated 3/12 43 41

ecomm-6500-2 (enable) sh pvlan map
Port Primary Secondary

ecomm-6500-2 (enable) sh port 3/7
Port Name Status Vlan Duplex Speed Type

to_vpn_conc connected 41,42 a-half a-10 10/100BaseTX 3/7

ecomm-6500-2 (enable) sh port 3/9
Port Name Status Vlan Duplex Speed Type

server_1 connected 41,42 a-half a-10 10/100BaseTX 3/9



to_pix_intfl connected

to_int_router connected

to_pix_intf0 connected

to_external_router connected

ecomm-6500-2 (enable) sh port 3/10
Status Vlan Duplex Speed Type

41,42 a-half a-10 10/100BaseTX 3/10

ecomm-6500-2 (enable) sh port 3/12
Status Vlan Duplex Speed Type

ecomm-6500-2 (enable) sh pvlan map
Port Primary Secondary

ecomm-6500-2 (enable) sh port 3/34
Status Vlan Duplex Speed Type

41 a-full a-100 10/100BaseTX 3/34

2B L2 Jexay dwlsl VLAN aSuib 0S5

sh pvlan
Primary Secondary Secondary-Type Ports
isolated 3/7,3/33 45 41

ecomm-6500-1 (enable) sh pvlan mapping
Port Primary Secondary

45 41 3/43

ecomm-6500-1 (enable) sh port 3/7
Status Vlan Duplex Speed Type

41,45 a-half a-10 10/100BaseTX 3/7

ecomm-6500-1 (enable) sh port 3/33
Status Vlan Duplex Speed Type

ecomm-6500-1 (enable) sh pvlan map
Port Primary Secondary

45 41 3/43
ecomm-6500-1 (enable) sh port 3/43
Status Vlan Duplex Speed Type

41 a-half a-10 10/100BaseTX 3/43
Il sl
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ping 198.5.6.1



Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 198.5.6.1, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

1 el o s S (b b d il 03 riogs

LA 11 azgall Jlasl L] 1 sl Sy -

server_l#ping 172.16.65.193

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 172.16.65.193, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

(VPN) a4 olall doldl aSuidl Jlail jlis] 1 sl Sy -

server_l#ping 172.16.65.203

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 172.16.65.203, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
‘s 1l PIX dg>lo Jlasl lis] 1 psll e s -

server_l#ping 172.16.65.201

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 172.16.65.201, timeout is 2 seconds

(Success rate is 0 percent (0/5

(2Bl azgall Jlail [zl 1 el e )isi, -

server_l#ping 198.5.6.1

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 198.5.6.1, timeout is 2 seconds

(Success rate is 0 percent (0/5

polexll a0 I a3 1l aSuidl o HTTP Jac olul> 2u8 oSy il aglil dy,3al pings

server_2#

'/'" 1lwld: HTTP: parsed uri

lwld: HTTP: processing URL '/' from host 171.68.173.3

lwld: HTTP: client version 1.0

lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

lwld: HTTP: parsed extension User-Agent

(lwld: HTTP: parsed line Mozilla/4.7 [en] (X11; I; SunOS 5.5.1 sundu
lwld: HTTP: parsed extension Host

lwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept

/1lwld: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image
lwld: HTTP: parsed extension Accept-Encoding

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line 1iso0-8859-1,*,utf-8

'/' lwld: HTTP: Authentication for url '/' '/' level 15 privless
lwld: HTTP: authentication required, no authentication information was provided
lwld: HTTP: authorization rejected

'/'" 1lwld: HTTP: parsed uri

lwld: HTTP: processing URL '/' from host 171.68.173.3

lwld: HTTP: client version 1.0



lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

lwld: HTTP: parsed extension User-Agent

(lwld: HTTP: parsed line Mozilla/4.7 [en] (X11l; I; SunOS 5.5.1 sundu
lwld: HTTP: parsed extension Host

lwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept

/1lwld: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image
lwld: HTTP: parsed extension Accept-Encoding

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line iso0-8859-1,*,utf-8

lwld: HTTP: parsed extension Authorization

lwld: HTTP: parsed authorization type Basic

'/' 1wld: HTTP: Authentication for url '/' '/' level 15 privless

lwld: HTTP: Authentication username = 'maurizio' priv-level = 15 auth-type = aaa
"' 1wld: HTTP: received GET

olgiall 1Y) pslsll ac 50 I lgisb B of oSar VPN i o HTTP 49,0 45,5 ol alll &, pings
(10.1.1.1

'/' 1lwld: HTTP: parsed uri

lwld: HTTP: processing URL '/' from host 10.1.1.1

lwld: HTTP: client version 1.0

lwld: HTTP: parsed extension Connection

lwld: HTTP: parsed line Keep-Alive

lwld: HTTP: parsed extension User-Agent

(lwld: HTTP: parsed line Mozilla/4.76 [en] (Windows NT 5.0; U

lwld: HTTP: parsed extension Host

lwld: HTTP: parsed line 172.16.65.202

\lwld: HTTP: parsed extension Accept

/1lwld: HTTP: parsed line image/gif, image/x-xbitmap, image/jpeg, image
lwld: HTTP: parsed extension Accept-Encoding

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line iso-8859-1,*,utf-8

'/' 1lwld: HTTP: Authentication for url '/' '/' level 15 privless

lwld: HTTP: authentication required, no authentication information was provided

{(VPN) ay,olall avldl aSuidl S50 085 Ll ladg

[ IP Ethernet 0:0 ]
ipbroadcast = 172.16.65.255
mode = routedSubnetMask = 255.255.255.240

IPAddress = 172.16.65.203

[ General ]

IPsecGateway = 198.5.6.1

"DeviceName = "VPN5008

"EnablePassword = "ww

"Password = "ww

EthernetAddress = 00:30:85:14:5c:40

DeviceType = VPN 5002/8
ConcentratorConfiguredOn = Timeserver not configured
ConfiguredFrom = Command Line, from 171.68.173.3
[ IP Static ]

255.255.255.0 206.1.1.0



10.0.0.0 198.5.6.1
1 172.16.65.193 0.0.0.0

[ IP Ethernet 1:0 ]

ipbroadcast = 172.16.65.255
mode = routedSubnetMask = 255.255.255.0
IPAddress = 198.5.6.203

[ IKE Policy ]
Protecction = MD5_DES_G1

[ "VPN Group "RemoteUsers ]

maxconnections = 10IPNet = 172.16.65.0/24
LocalIPNet = 10.1.1.0/24

(Transform = esp(des,md5

[ VPN Users ]

"martin Config="RemoteUsers
"SharedKey="mysecretkey
"maurizio Config="RemoteUsers
"SharedKey="mysecretkey

:osbaiall uoaziouall 4058 JWI oIl ela,

sh VPN user

Port User Group Client Local ConnectNumber
Address Address Time
VPN 0:1 martin RemoteUsers 206.1.1.10 10.1.1.1 00:00:11:40

oslel laol poduw sl (172.16.65.193 _I3 Il azgall & polel e dwol iVl 6,kell ol das>Vo oy
S paall oY ol e 59,0l 4,5 oladn (8 suladl 13D umiy .172.16.65.203 _JI ICMP a>g5
doeMo iVl dlodl Jl AWl o33l Jaw s aild cazsill 6316l pMiw] 2icg azgall J| $9331 (o doj> J9
I LW lguss polel e cualize uylwe (2955 e 50l Sy« o Y9 03D )9 ,0)l 45,> dxllzal
Lle auolidVl dlgdl 065 > L8 9,0l dS,> 8L 172.16.65.193 9 x.x.x.10 ,9lie) VPN aSuis

"ip redirect” plasiuwl a>gall dg>19 19S5 o ST lide wxd Lndd pslg=l

Jio L2, olgie Jlasl Hkas] Wols 151 L Lo HlisYl A5 llasY (il plad &l blail 09

JICMP JsS559, ags 63lel Jlu, by do iVl dlgyl poiind VPN &Suio oo 91 p3lg=l (0 198.5.6.1
172.16.65.201

:Sending 5, 100-byte ICMP Echos to 198.5.6.1, timeout is 2 seconds

.1lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201
.1lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201
.1lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201
.1lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201
.1lwld: ICMP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16.65.201

(Success rate is 0 percent (0/5

ole Jpaxll (ARP) oleisdl Ju=s JoSgi9,d o Jlul alasill 03 xie VPN &S 9l polo3| podisw

lo 1389 «5,31 405l VLAN aSuiv e 639>00 gV 201 ple 1ey dylxiwl i e Juaxs oJ9 172.16.65.201
MAC _JI 19,0 455> Ju)l 699 1id Jo> BlaW dlguw aay b JUd gdlgll 8 vl VLAN aSui b o,90;
172.16.65.201 dg=9Jl IP go9 193. & oI

8)le azsall dgzly oY Dlas (U9 dguis dg>loll JI s,31 6,0 SLll 19,0 &,> air 193. azgall podw
olazoll pud 9 Aol 01D 2y pi .agio Lyl o 699 201, JI Juaiw 9,0l 45,5 0B daliso idio e
oI VLAN olSui9 VLAN aSuiv JI Jawll 9 aSxill ailes) dd9 20l




VACL oS5

Jowooll 3 aSxill pilgd 398 puud (9 riogo o8 LaS . pslel ac o (8 GVl Guwid lawl> puusll 13D as,
VLAN _iSuis (I Gouaiiiy PIX g polgsdl cols I3] > cdwoli)l VLAN olSuig (VLAN (VACLs aSui I
JLaiVl lgg> I5] . sl Loy Juois lelex) Lgolainw] a2 lgall (Say ddyulo JUd JLi WO «puitlieo (il
Jd o leigSs oo as polozdl BLasT i I3] aw Bl VLAN ol s iy pball o lgiSai; 18 6 ko
Sslely oVl 13D poduud azgall J| dc il aSuidl pusi) bl )90 aS,> Jlw)l WS o pir ddy oy Sl
ol VLAN ol o sosell blo] JWLY lewss acall asiidl e oblll 49,0 &,> axgs

(1235 zlruall o 59,0 a5l Joxy ol VLAN JI) Luwlwl VLAN JI Lo edSi 98, of VACL glixy Ui
b JWI 2o

a>g0ll, OB IP 98 IP jaae 855 (il 49 )l 45,2y 2lawdl -
ol de ) ja) due,9 aSuinS dg=olly Huaall IP ou9lie o JS o 19,0l &,> s, -
290l &S >y 2lowdl -

ecomm-6500-2 (enable) sh sec acl info protect_pvlan
set security acl ip protect_pvlan

permit ip host 172.16.65.193 any .1
deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15 .2
permit ip any any .3

ecomm-6500-2 (enable) sh sec acl
ACL Type VLANS

protect_pvlan IP 41

PIX dlawls; 91 polozl dawly, BSLinl i (il 49 0ll &,> e 03® (ACL) Jswgll 5 aSxill daaild Ligi )
2 5,31 60 lguuis VLAN aSuiv | o3le3dl o 63,101 59,0l 85,5 arzes o baad olgzsall gioiw Js
o3ls3l JI ] Jsosll yisi, 3l ICMP 91 ICMP ags dslel Jio by ] olgzsall oYVl o lilaxl

S | Jowog)l U pSxill pilgd dlawlg, adliy) 5 J9dumall e 38,31 49,0 &5, 3935 e 6, aa)
aol3] aSuidl apan | sl aSuidl oo 39l 1309 (VPN aSuiv I Joosll LS aSxill ailgd) VPN

20 2039 (41) dwwlwdl VLAN aSuis J| Jguog)l 9 pSxxidl doild s oS iy plisll (VPN) ap,aall
-y Ll @Sl

show sec acl info all
set security acl ip protect_pvlan

deny ip any 10.1.1.0 0.0.0.255 .

permit ip host 172.16.65.193 any .

deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15 .
permit ip any any .

il L]

B~ W N

Saiv J| Joogll U5 aSxxdl dnild uss i .(zundapp) 193. a>gall oo 10.1.1.1 casanll Laxd oYl pi,
JlasVl s3] 2 VACL

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds



Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

taumts JLas¥l S| aoxiy o) 41 @8, VLAN iSeis I Jsuogll 9 pSxidll daild s as

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds

(Success rate is 0 percent (0/5

o, @ gall Jlasl 5] LSy J1s Y el go

.Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 198.5.6.1, timeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 100/171/192 ms

dlo olbd oo

Catalyst 6000, a:L9 - Jowgll 9 aSxill pilgd 19S5 -
Cisco Systems - _jall acill -
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