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? Switch(config-if)#switchport voice vlan
Vian for voice traffic <1-4094>
dot 1p Priority tagged on PVID
none Do not tell tel ephone about voice vlan
unt agged Untagged on PVID
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Swi t ch#configure terminal

Swi tch(confi g)#interface fastethernet 2/5
Swi t ch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 10
Swi tch(config-if)#switchport voice vlan 20

Configures the IP phone to transmit voice traffic ---1!
in !--- 802.10Q0 frames tagged with voice VLAN ID 20. end
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Swi t ch#show power inline consumption default
Def ault PD consunption : 15400 nW
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Swi t ch#show power inline FastEthernet 2/5

Interface Admn COper Power Devi ce Cl ass Max
(Watts)
Fa2/5 aut o on 7.0 | P Phone 7960 n/ a 15. 4
.You can see the Admin status as auto. This 1is the default configuration ---!
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? Switch(config-if)#power inline
aut o Aut omatically detect and power inline devices
consunption Configure the inline device consunption
never Never apply inline power
static High priority inline power interface
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Swi t ch#configure terminal
Swi tchj (confi g) #interface fastethernet 2/5
Swi t ch(config-if)#power inline auto

Configures inline power support on fast Ethernet ---!
.port 2/5
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? Switch(config-if)#auto qgqos voip

ci sco- phone Trust the QoS marking of Cisco |IP Phone
ci sco-sof tphone Trust the QS narking of Cisco | P SoftPhone
trust Trust the DSCP/ CoS nar ki ng
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Swi t ch#configure terminal
Swi t ch(confi g)#interface fastethernet 2/5
Switch(config-if)#auto gos voip cisco-phone

Configures the port to trust the CoS labels !--- in —---!
the incoming packets and configures the !--- traffic-

.shaping parameters
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Swi t ch#configure terminal
Switch(confi g) #interface gigabitethernet 1/1
Swi tch(config-if)#auto gos voip trust

Configures the port to trust the CoS labels !--- in ---!
the incoming packets and configures the !--- traffic-

.shaping parameters
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Swi t ch#configure terminal
Swi t ch(confi g) #interface gigabitethernet 1/1

Switch(config-if)#auto gos voip trust

Configures the port to trust the CoS labels !--- in ---!
the incoming packets and configures the !--- traffic-
shaping parameters. Switch(config-if)#mls gos trust dscp

Configures the port to trust the DSCP labels !--- --- !
in the incoming packets. This command is for !---
Catalyst 3560/3750/6500 Switches. or Switch(config-

i f)#gos trust dscp

Configures the port to trust the DSCP labels !--- --- !
in the incoming packets. This command is for !---
.Catalyst 4500 Switches
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Swi t ch#show parser macro brief

defaul t gl obal : cisco-global
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default interface: cisco-desktop
default interface: cisco-phone
default interface: cisco-switch
default interface: cisco-router
default interface: cisco-wreless

Sl o Sasill Laidl adli in order to el yo,e 13® o ol

Swi t ch#show parser macro name cisco-phone
Cisco | P phone + desktop tenplate #
macro keywords $access_vlan $voice_vlan #

Vol P enabl ed interface - Enable data VLAN #

and voice VLAN #

Recommended val ue for access vlan should not be 1 #
switchport access vlan $access_vl an

swi tchport node access

Updat e the Voice VLAN val ue whi ch should be #
different fromdata VLAN #

Recommended val ue for voice vlan should not be 1 #
swi tchport voice vlan $voice_vl an

Enabl e port security limting port to a 2 MAC #
addressess -- One for desktop on data vlan and #
one for phone on voice vlan #

swi tchport port-security

swi tchport port-security maxi num 2

Ensure port-security age is greater than one nminute #
and use inactivity timer #

switchport port-security violation restrict

swi tchport port-security aging tine 2

swi tchport port-security aging type inactivity

Enabl e auto-qos to extend trust to attached G sco phone #
aut o qos voi p ci sco-phone

Configure port as an edge network port #
spanni ng-tree portfast
spanni ng-tree bpduguard enabl e

1P l® iy (9 Joxoll 38l 655 Jball 13D puios,

Lo a0 9,5l plaiwl; Joxall (oSS

Swi t ch#configure terminal
Swi t ch(confi g)#interface gigabitethernet 2/5

Swi t ch(config-if)#macro apply $access_vlan 10
$voice_vlan 20

Configures the access port to connect the IP phone. ---!
!--- The PC connects to the IP phone. It configures the
port that !--- belongs to access VLAN 10 and voice VLAN

20. It also configures !--- auto gos voip cisco-phone.
Swi tch(config-if)#exit

Swi t ch(confi g)#interface gigabitethernet 1/1




Swi tch(config-if)#macro apply cisco-switch $native_vlan
10

Configures the uplink port as dotlqg trunk port !--- —--—- !
with native VLAN 10. It also configures auto gos voip

.trust

ooy Jasi il oV¥oxall (e ano JSuin Jagy oueSil ol a5l 13® show interface ,oYl laol, 08
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Swi t ch#show interface fastethernet 2/5 switchport

Nane: Fa2/ 5

Swi t chport: Enabl ed

Admini strative Mde: static access

Qper ational Mde: static access

Admi ni strative Trunki ng Encapsul ati on: negotiate
Qper ational Trunking Encapsul ation: native
Negotiation of Trunking: Of

(Access Mdde VLAN: 10 (VLANOO1O0

(Trunki ng Native Mdde VLAN. 1 (default

Adm ni strative Native VLAN taggi ng: enabl ed

(Voi ce VLAN: 20 (VLANOO20

Admi ni strative private-vlan host-associ ation: none
Adm ni strative private-vlan mappi ng: none

Adm ni strative private-vlan trunk native VLAN. none
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