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<#froot>
>

show vl an sumary

Current Internal Vlan Allocation Policy - Ascending

Vlan status Count Vlans
VTP Active 7 1,17,174,1002-1005
Internal 7 1006-1011,1016

I--- These are internal VLANs.

>

show vl an

1 default active 7 4/1-48

!--- Output suppressed.

1006 Online Diagnostic Vlanl active 0 internal
1007 OnTline Diagnostic Vlan2 active 0 internal
1008 Online Diagnostic Vlan3 active 0 internal
1009 Voice Internal Vlan active 0 internal
1010 Dtp Vlan active 0 internal
1011 Private Vlan Internal Vlan suspend 0 internal
1016 Online SP-RP Ping Vlan active 0 internal

I--- These are internal VLANs.
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set udl d enabl e port range

I--- This is for additional specific ports and copper media, if needed.

oo SuwEs 8298l pdue psule o sJgu gbl sgzs wuvww {Mixedunidirectional ¢b9s &,,0. §p
luosly 1Jie, set port enable.
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<#froot>

set udl d aggressive-npde enabl e port_range

olJluole [Js 3JY. [ suwobse yoube |IJUDLD uwlds WOluod $365p6 wsu 7990 elous
B JJ wolss: s $UIU p389e: pu lzd wdbo lumse:
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>
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bpdu-guard
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!--- This is BPDU port-guard.

channel-misconfig

!I--- This is a channel misconfiguration.
dupTex-mismatch

udld

other

I--- These are other reasons.

all

I--- Apply errdisable timeout to all reasons.

I3l e sYu zoly IJuiysy @yl eds UDLD: pod puosed woliss ig p9zo IOJl & 99, VQJJ'&:__S;J
lJw90999d. Bp wluosl) o3l 1Jle):

<#froot>

set udl d di sabl e port_range
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lLo>, inorder to )l g UDLD. o3l ip):

<#froot>
>

show udl d

UDLD : enabled



Message Interval : 15 seconds

>

show udld port 3/1

UDLD : enabled

Message Interval : 15 seconds

Port Admin Status Aggressive Mode Link State
3/1 enabled disabled bidirectional

lsuol pu enable luudoo: lue sywelbse luos,o Lo I pgds udld ozlg, 1o, in order to
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<tfroot>
>

show udl d nei ghbor 3/1
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Module 9 : 4-port Multilayer Switch
Line Card Status for Module 9 : PASS
Port Status :

Ports 1 2 3 4

Line Card Diag Status for Module 9 (. = Pass, F = Fail, N = N/A)
Loopback Status [Reported by Module 1] :
Ports 1 2 3 4

I--- Faulty.

Channel Status :
Ports 1 2 3 4
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<#froot>

set errordetection inband enabl e

I--- This is the default in Cat0S 6.4(16), 7.6(12), 8.4(2), and later.

set errordetection portcounters enable

I--- This is the default in Cat0S 6.4(16), 7.6(12), 8.4(2), and later.

set errordetecti on nenory enabl e

I--- This is the default in Cat0S 6.4(16), 7.6(12), 8.4(2), and later.

ILo3,0 03l e, inorder to lhse Ty JLvd gl sdgy pIdow:

<#froot>
>

show errordetection

Inband error detection:
enabl ed
Memory error detection:
enabl ed

Packet buffer error detection: errdisable
Port counter error detection:

enabl ed

Port link-errors detection: disabTed

Port link-errors action: port-failover
Port link-errors interval: 30 seconds
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InErrors -
RxCRCs (CRCAlignErrors) -

TxCRCs -

Sp wluosly 11, show counters gJis peod Jerue £33 e3ble IJigble. 980l sJs pold gds ol:

<#root>

>

show counters 4/48

32 bit counters

0 rxCRCATignErrors = 0
6 ifInErrors = 0
12 txCRC = 0
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<#froot>

set errordetection link-errors enable
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luo,e 03l e, in order to bude Idubled g096 gbl pedp IJs psule W)s:

<#froot>

set port errordetection mod port inerrors enable
set port errordetection mod port rxcrc enable

set port errordetection mod port txcrc enable

oo suwolbse 1uos,0 03l in order to > 38w IJ link-errors o v dsJ:

<#froot>

show errordetection

show port errordetection {mod | mod port}
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IJelows IJgloys (SRAM). I s 09295 s 9pale [Ugb 1o 48 o093 9uumyes 10/100
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WS-X6248-RJ45 -
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WS-X6348-RJ45

WS-X6348-RJ21

WS-X6148-RJ45

WS-X6148-RJ21

g3 229% 2lJé 1B e suwop) 12 pudil pu 1uod 48 euds Luygs 10/100 pselow B
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IJeloye. Bl lgwezee 1Jgpdss gvsis! pgoddl gpl Jowwo: Bluol oy gshsu peopdsy
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IJl)le Il e,)los 09 websd pulds Lbl s IUgb IJpoioJé wOuud IJpgiu IJpsdw. 1.
lJgsh IJelus 09 eouvgsd wbl§s 1Jgb.2.

opw luols juwldosy pu syslog. 9> [yuwlds weis) pu Utbi e pu ldpsule |_9 lJbl 86
39,6 pu 1U9226 wplbbsé wuwow Hub puos Ehl:

%SYS-3-PKTBUFFERFAIL_ERRDIS:Packet buffer failure detected.
Err-disabling port 5/1.

%SYS-3-PKTBUFFERFAIL_PWRCYCLE: Packet buffer failure detected.
Power cycling module 5.

s luosble CatOos Uié),o ou 8.39 8.4 sJ9y 99w 39,6 bl 9s Ll 9é Iz wsu 30 9 40 wluss.
wpe bEld psjo Ioposs Iduvyse Bs IJluosl) 8.3 pu CatOS 9 8.4. . 99p 1Jpsié wdilissl
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Joddsd 98¢ wre Joungsd s e IUbus. weed psié ldopos IJunse eds oddsd
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cisco 9,08 IJeduos) ¢sh pw errdisable. o3l 1l le Jo 13J wles) eds $306 Iy s loule
wlele Jloolz. lo i,oak-g,‘ lodd IJessosd v sdau pole, wldeolds handicapé |Js 18, sw9e,
pIulz psule in order to lzslo 306 2596 59,6 bl 9 $3950 Jobl§o IJgb leule [bl)y IJuosluo.
ILos,0 L reset 9236 Lplo.sé mod Ie, in order to |Lwe oo wlddled oo IJ SBLws Hub puo>
ub.

edlebs: 3l |uwepyo Ui'a]olc w83 lebo wessy 1Jgers Idupbss: Wzlad lehs cowse 1U9zro
lJuplbss.

I, 03l e, in order to pJue IJ errdisable gsl):

<tfroot>

set errordetection packet-buffer errdisable

I--- This is the default.
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eduuw IUbl 96 59,6 gsb:

<#froot>

set errordetection packet-buffer power-cycle

cubtsoole 1Jetso Ipsde JJzies

o3l lpouly Jelss 2udl;6 5500/5000 pdule B b, wp wuopse 03l Ileul, JJess) eds lzosé
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lwop Jl suvobsesw lele Weuo CRC JJlblle Idegsls: 13l Tuowe ptio eip IJpuds 1Jpd e
pebdllcole 3§ ldogvgsd: spdu lo cuove IUzie ©lJds soowow B leble CRC. Juwge
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WS-X5011. WS-X5013. WS-X5020. WS-X5111. WS-X5114. WS-X5201. WS-X5203. WS-X5213.
WS-X 5223 9 WS-X5224 9 WS-X5506 9 WS-X5509 9 WS-U5531 9 WS-U5533 9 WS-U5535.
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LISy |.J|'a.;=',g_,ljlo cuvw IUbde ool 3830 [Jgldse pu ia.J lopleol Vs gL290 >8lis 9
OJsJo. wel ly 0de IJlzouhle woslgd wuvdd uuvb pg 31,0 IJzpo Sgw lsBlv wuvgsd
lJeul®s bhsl §od IJIgoul). luosye o3l e, inorder to ebJw IJpsule:

<#root>
> (enable)

test packetbuffer 4/1

Warning: only disabled ports may be tested on demand - 4/1 will be skipped.
> (enable)

set port disable 4/1

> (enable)

test packetbuffer 4/1

Packet buffer test started. Estimated test time: 1 minute.
%SYS-5-PKTTESTSTART: Packet buffer test started
%SYS-5-PKTTESTDONE : Packet buffer test done. Use 'show test' to see test results

lo IJiRooblo 1Jezr9Jd0 iéJ 226 pu lJlooblo g Idbdo: 908 wuds Vs 1JgJBs6. sup lp)le
Il oble cuvdd posl gen 923l pogss6 9JIJu gds puds 9les JIJ 9236 Lplbss Vs JJ
£28. s b IJlgoobr sdov: 988l pBlbe Logs)8 pu 318r8 puo> IJeie Gud luweehs vsluly
pu2> e Ipuwese: soldolds sod> Jllgble. 9pe 509 wb)l Jlu IJIigeul sdou 1ds 51956
IJogisu Idedde: Slue spue IUzie 1Jabé Jouoe pdds Sluss ssoumow Bs veuo
lJo@sly eds IUbovlblo deggsds. wuvdd lWe,)lios: ould |8l p9 9w Jpss plus woly
wsu I ltoul Jolus Bs IUpgio Idesde Joddsd ks Bl Jdeip: sJIu o3l sgus Tu
IJoble 1595 wopsle welbss craolz lds ltoul peiv 1deies IUpdde Sedu o suvedrd 19e,
U 24 wlgo JIs sYopd IJIRool). sop wpdsy ol IJlzocl) 1Jezr9d wuvdd lWe,)los
JJepd luwuoss! s 03:30 B lslp IJlzs oo CatOS 5.4 0y pl Leso: 9s5pdu wldss elds IJlgeul,
luwegsle o3l 1Jle:

<tfroot>
>

show t est packet buffer status

!--- When test is running, the command returns !--- this information:

Current packet buffer test details

Test Type : scheduled

Test Started : 03:30:08 Jul 20 2001
Test Status : 26% of ports tested
Ports under test : 10/5,11/2

Estimated time left : 11 minutes

I--- When test is not running, !--- the command returns this information:



Last packet buffer test details

Test Type : scheduled

Test Started : 03:30:08 Jul 20 2001
Test Finished : 06:48:57 Jul 21 2001
lJo9oso

IJ cisco $9,06 1o suveepd loo Iyub p239d puos ool uues Jelss zudl6 5500/5000 o bl e.
wel 16 1Jss6 pu 1Jould puvdJs eds 9220 weloss sogly) gy pug o Hob W@sly.
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wogssy Idboulble po ldeolds IJpegsws 19 925le RMA puwe 1JU0,9,6. wel 1o o3l IJIgeul,
Sedu v souwon Bs veup B8l IJeips: wole edis zed IJuvods: szo z29dwe Jlséle
IJuvods 1JIJe,) e39ele ped 1Jlesls 11 el s po Iduwles 3:30 Loulzl Bs Loule s9p 1Uizs.
ILos,0 03l e, inorder to wuoe IJIzeol, 98!

<#froot>

set test packetbuffer Sunday 3:30

I--- This is the default.

1o Spdo (Jol gusel CatOS sdsy pumwue IJs 54 9pelé; Jlad i) ould B, 06 Iy sgds
wlodl 3lY)0/zoly puvdJs 9599 psule odlliss! voszs J3JY. spdud puiless odo
1, wlJsé:

%SYS-3-PKTBUFBAD:Port 1/1 failed packet buffer test

¢sble 1)

Bl Jeo $Y0 p0 IpGusd 1detlbss wpuwess putduo po Béslu IUeips JIJ puds gds Tuwluw
ILJ‘UVSE‘S SIS ul,_).uua)lp |Jp;$_)0 Cuvy |JbJU qulc CIJIU |uu0|9 IJC)FO |J|oa)3JO ILJD.)_)U
03l Ip_) in order to .._»IU 03l ywpd s39sl eds quluu JIJ p35 Ogp io lJpsule suugs Joo f&'&

sl l9Jl):

<#froot>

test packetbuffer port range
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(RMES) 9020986 bsle wedsd IJuvwds (NATK) |waéslel §9s! Jpedsple syslog Jliwoe $8390
0do0 |.Jroo|roi

o@3Se IJopdsd puve 19,6 9ld,uwlJs 9ldzol 9pel IJs 3J »
opdsu ouodss Iyuwlisd 1Uslye Jdogdsd *
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los il IJe,ds) Idpops os puwess pedsele IJogwesd IUss see lodulyo pedsl sléleco
B Idegio IUpdde JJpesd pdlus w3dd 1Uss sop Luwlde [Uss ¢hp syslog (wluwegsle 1Jie)
set logging server severity value). ¢ 89, w2 lJpduwuwle vouwzsd puveds pIodE pu
IJpedople wuvdd prydis Bs zsu Sdou ldogua IR 1Js 1Jpesd wduwe JJub, B
IJwedle 1o, odLosdl Jese ol 19 wpdse puvass leds po lJodlb syslog B §b 1euls
Iovedulad IJigble ol odlzol.

seodud ouopse Idigble gds 1Jiobes 1wl guss Juble IJouugsd CatOS go o ulpe Cisco
108, 9JIJu Spdu wpdso ouwesd IJuble U osds JIJ gduws oluwedsle weds zdwo
Cuwzsd 120590 SEss ol wp cuvesde vuvdd 1BVl os.

w9uosy Cisco wvdd gle wldlodle wpyld g spantree g syslog JJouble |Js IJegweys 6. o)l
Jivol psilo luwodib iu*’lu”ﬁé Jdogdu. 9uldlgolus |Js 3JYe ulduuwos Jussle Idoo
IJpogss S90S e puweds wuwesd w938 o [Us 4 zos soe luolz suvlisd syslog 3l
op 239 pullds IJegzo. Juwse Izl §od CatOS 5.5(5) o3l spdy i SS9 IJs oyvegsd yuwlisd
syslog Jsodle IGMP slg,l@el: 909 le, esez 22l JJpldws. gl I3 oo luweolp Gslise beld 1P,
BSILAS WS wuwesd bus sudé 4 JIJeslb pelsdle ouvesd 1dsesd s 1dpuore wol.
luo3,0 03l 1o, in order to oo o3l gsly:

<#root>
set | oggi ng buffer 500
!I--- This 1is the default.

set | ogging server syslog server IP address
set | oggi ng server enabl e

I--- This 1s the default.

set |logging tinmestanp enabl e
set logging | evel spantree 6 default
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!--- Increase default STP syslog level.

set logging level sys 6 default

I--- Increase default system syslog level.

set | oggi ng server severity 4

!I--- This is the default; !--- it Tlimits messages exported to syslog server.

set | oggi ng consol e di sable
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SHA. 595, I oool386 9] 1Ul ool
cubds) DES56-|  DES| WAUoPO0 D) e
vu"au:U!ubh-'% s MD5 I SHA| 1J&lJe
lJpol> 96
lJouwewd lJs
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<#troot>

set ntp broadcastclient enable
set ntp authentication enable
set ntp key key

I--- This is a Message Digest 5 (MD5) hash.

set ntp tinmezone

set ntp sunmertine

od9sy ple pudlje wosdo

<{froot>

!I--- This more traditional configuration creates !--- more configuration work and NTP peerings.

set ntp client enable

set ntp server IP address of time server
set tinmezone zone name

set summertinme date change details

oJdosu 1dpszo

I--- This is a sample router configuration to distribute !--- NTP broadcast information to the Catalys




!
ntp server IP ad

cl ocl
clock sunmer-tinme date change details ntp au
ntp acce:

I-—-- To filter updates to allow only trusted sources
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<#froot>

set cdp enabl e

I--- This is the default.

set cdp version v2

I--- This is the default.
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* - indicates vlan mismatch.
# - indicates duplex mismatch.

Port Device-ID Port-ID Platform
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15/1 rtr-1-msfc VLAN 1 «cisco Catb6k-MSFC
16/1 MSFClb Vlan2 cisco Catbk-MSFC
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!--- This is the default.

set tacacs key key

I-—- MD5 encryption key.

set tacacs timeout 15
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I--- The Tast two commands are the default; they allow fallback !--- to local if no TACACS+ server avai

tsblo ié)s

0 1pedo luweslp wdss o TACACS+ Jdoedp B IJlble, IJos spdo JIJ pumwcise by
p2e9ES puwoEdpsu cudsdol £Js 1Jpzad: 9JJu pu Idusew cdasp woLoss Jlu zase
lJgpdle J>s0p0 pub.Julu 9386 WS 030 I.JroubLgo olee ldezdp O 1909 s L ez9,)
ol wodsl 15,86 9l Je99.s | lo JJdeuosd eds piss pu ldpedspele.

sl 098, I9le) I peluwes 9umwsds JJo388 Jel sdowe I puwaisp 9el op wdsuo. o3l
pold Suwotse Idepluws Idublisgs JodBds pedsple IJerds9 Ss wolss 1Jle):

<#froot>
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