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<tfroot>

U306 |J_ilisg

show run cl ass-map [ nane_of _cl ass- nap]

show run policy-map [nanme of policy-map]




show policy-map interface [interface_nane]

IYPSANISNPINIIPS

<tfroot>

show m s qos nmaps

show m s qos nmaps

show m s qos queue-set
show m's qos interface [interface_nanme] queuing
show platform port-asic stats drop [interface_nane] statistics

show m s qos aggregate-policer

3850

<tfroot>

show run cl ass-nmap [ nane_of _cl ass- nap]
show run policy-map [nanme of policy-map]
show t abl e- map [ nane_of _t abl e- nap]

show run policy-nmap [nanme_of _policy- map]

show policy-map interface [interface_nane]



show pl atform qos policies port sw [sw#]

show pl at form gqos queue config interface_type [interface_nane]

show pl atform gqos queue stats interface type [interface_nane]
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3750
<#root>
3750#

show m's qos

QoS 1is disabled

<- disable

QoS ip packet dscp rewrite is enabled

3750#

show m's qos interface gigl/0/1 statistics | b output queues enqueued

output queues enqueued:

gueue: thresholdl  threshold2 threshold3
queue O: 4 0 0
queue 1: 0 0 0
<- control

queue 2: 0 0 0
queue 3: 0 0 0

<- data



output queues dropped:

gueue: thresholdl  threshold2 threshold3
queue O: 0 0 0
queue 1: 0 0 0
<- control

queue 2: 0 0 0
queue 3: 0 0 0
<- data

Policer: Inprofile: 0 OutofProfile: 0
3850

<#root>

3850#

show run interface gigl/0/1

interface GigabitEthernetl/0/1
end

3850#

show pl at form qos queue config gigabitEthernet 1/0/1 sw 1

DATA Port:21 GPN:1 AFD:Disabled QoSMap:0 HW Queues: 168 - 175
DrainFast:Disabled PortSoftStart:1 - 600

DTS Hardmax Softmax PortSMin Glb1SMin PortStEnd

0 1 5 120 6 480 O 0 O 0 0 800
<- control

1 1 4 0 7 720 2 480 2 180 2 800
<- data

2 1 4 0 5 0 0 0 O 0 0 800

3 1 4 0 5 0 0 0 O 0 0 800

4 1 4 0 5 0 0 0 O 0 0 800

5 1 4 0 5 0 0 0 O 0 0 800

6 1 4 0 5 0 0 0 O 0 0 800

7 1 4 0 5 0 0 0 O 0 0 800

Priority Shaped/shared weight shaping_step

0 0 Shared 50 0
1 0 Shared 75 0



2 0 Shared 10000 179
3 0 Shared 10000 0
4 0 Shared 10000 0
5 0 Shared 10000 0
6 0 Shared 10000 192
7 0 Shared 10000 0

Weight0 Max_ThO Min_ThO Weigthl Max_Thl Min_Thl Weight2 Max_Th2 Min_Th2

0 0 478 0 0 534 0 0 600 0

1 0 573 0 0 641 0 0 720 0

2 0 0 0 0 0 0 0 0 0

3 0 0 0 0 0 0 0 0 0

4 0 0 0 0 0 0 0 0 0

5 0 0 0 0 0 0 0 0 0

6 0 0 0 0 0 0 0 0 0

7 0 0 0 0 0 0 0 0 0
euld 2: QoS Enabled Trust CoS
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3750
<#root>
Global config:
3750(config)#
m s qos

Interface config

interface GigabitEthernetl/0/1
mls qos trust cos

ReTated show cli:

3750#

show nm's qos

QoS 1is enabled



QoS ip packet dscp rewrite is enabled

3750#

show ml's qos interface gigl/0/1

GigabitEthernetl/0/1

trust state: trust cos

trust mode: trust cos

trust enabled flag: ena

COS override: dis

default COS: 0

DSCP Mutation Map: Default DSCP Mutation Map
Trust device: none

gos mode: port-based

3750 #

show nml's gqos maps cos-output-q

Cos-outputg-threshold map:
cos: 0 1 2 3 4 6 7

queue-threshold: 2-1 2-1 3-1 3-1 4-1 1-1 4-1 4-1

Note: cos value 0 maps to 2-1 [queue-setl : queue2 threshold 1]

3850

<{froot>

Ingress: apply policy-map trust-cos
Egress: create class based on cos and have queuing action for each class

Ingress policy:
3850#

show run policy-map trust-cos
class class-default
set cos cos table default

3850#

show t abl e-map defaul t
TabTle Map default
default copy

Egress policy:
3850#

show run policy-map exanpl e2



class cos5

bandwidth percent 15
class cos0_1

bandwidth percent 25
class cos2_3

bandwidth percent 40
class cos4_6_7

bandwidth percent 20

3850#

show run cl ass-map cos5

class-map match-any cos5
match cos 5

3850#

show run cl ass-map cos0_1

class-map match-any cosO_1
match cos O
match cos 1

3850#

show run cl ass-map cos2_3

class-map match-any cos2_3
match cos 2
match cos 3

3850#

show run cl ass-map cos4_6_7

class-map match-any cos4_6_7
match cos 4
match cos 6
match cos 7
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3750

<{froot>

config
3750(confi

mM s qos

<- d obal

g #

interface GigabitEthernetl/0/1

<- Interfa

ce

mls qos trust dscp

3750#

sh m's qos interface gigl/0/1

GigabitEthernetl/0/1

trust stat

trust dscp

trust mode: trust dscp

e:

trust enabled flag: ena
de: dis
default COS: 0O
DSCP Mutation Map: Default DSCP Mutation Map
ce: none

gos mode: port-based

COS overri

Trust devi

3750#

show m's qos maps dscp-output-q

Dscp-outputqg-threshold map:

dl :d2 0

1

2

3

3850

02-01 02-01 02-01 02-01
02-01 02-01 03-01 03-01
03-01 03-01 03-01 03-01
04-01 04-01 04-01 04-01
01-01 01-01 01-01 01-01
04-01 04-01 04-01 04-01

02-01 02-01
03-01 03-01
03-01 03-01
04-01 04-01
04-01 04-01
04-01 04-01



<tfroot>

Ingress: default trust dscp, no policy needed

Egress: use dscp as classification and add queui ng acti on based on custoner need

One Sample config:
PloTicy-map:
3850#

show run policy-nmap dscp-shape

class dscp56

shape average percent 10
class dscp48

shape average percent 11
class dscp40

shape average percent 12
class dscp32

shape average percent 13
Class-map:
3850#

show run cl ass-nmap dscp56
class-map match-any dscp56
match dscp cs7

3850#

show run cl ass-nmap dscp48

class-map match-any dscp48
match dscp cs6

3850#

show run cl ass-map dscp40

class-map match-any dscp40
match dscp cs5

3850#

show run cl ass-map dscp32

class-map match-any dscp32
match dscp cs4
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<f#froot>
3750#

show run cl ass-map dscp-1

class-map match-any dscp-1
match ip dscp 1

c3750#

show run policy-nmap set-dscp-63

class dscp-1
set dscp 63

3750#

show run interface f7/0/2

interface FastEthernet7/0/2

m's qos trust dscp

service-policy input set-dscp-63

3750#

show policy-map interface f7/0/2

FastEthernet7/0/2
Service-policy input: set-dscp-63

Class-map: dscp-1 (match-any)
0 packets, 0 bytes

5 minute offered rate 0 bps, drop rate 0 bps




Match: ip dscp 1

Class-map: class-default (match-any)

0 packets, 0 bytes

5 minute offered rate 0 bps, drop rate 0 bps
Match: any

0 packets, 0 bytes
5 minute rate 0 bps

Note: Pkts cone in interface fa7/0/2, dscpl can be marked to dscp63 whi ch mapping
based on the existing mapping table, other pkts can retain original dscp val ue
mappi ng accordingly

3850

<tfroot>

I nput can be sanme as 3750 config

Egress: can add queui ng action under class dscp-63

One sample config:

3850#

show run policy-map dscp63-queui ng

class dscp63
bandwidth percent 50

3850#

show cl ass-map dscp63

Class Map match-any dscp63

Match dscp 63
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3750

<#froot>

Global:
c3750(config)#

mM s qos

Interface:

interface GigabitEthernet2/0/45
!

3850

<#root>
I nput policy:
c3850#

show run policy-nap exanpl e5-i nput

class class-default
set dscp default

Output poTicy:
c3850#

show run policy-nmap exanpl e5- out put

class dscp0
shape average percent 10

<- queui ng action based on custonmer need

Attach to the ingress port:
c3850#

show run interface gigl/0/1

interface GigabitEthernetl/0/1
service-policy input example5-input

Attach to the egress port:



c3850#

show run interface gigl/0/2

interface GigabitEthernetl/0/2
service-policy output example5-output
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3750

<tfroot>

Before config:
3750#

show ml's qos maps cos-out put-q

Cos-outputg-threshold map:
cos:

queue-threshold:
2-1

2-1 3-1 3-1 4-1 1-1 4-1 4-1

User config mapping:
3750(config)#

m s gos srr-queue output cos-map queue 3 threshold 3 0

New mapping table after config
3750#

show ml's qos maps cos-output-q




Cos-outputg-threshold map:
cos:

queue-threshold:
3-3

2-1 3-1 3-1 4-1 1-1 4-1 4-1

3850

<#froot>

Input : need apply trust-cos policy:

3850#

show run policy-map trust-cos

class class-default
set cos cos table default

3850#

show t abl e- map defaul t

Table Map default
default copy

Egress policy:

Before changing mapping:
Sample config:
3850#

show run policy-nmap exanpl e2

class cos5

bandwidth percent 15
class cos0_1

bandwidth percent 25
class cos2_3

bandwidth percent 40
class cos4_6_7

bandwidth percent 20

3850#



show run cl ass-map cos5

class-map match-any cos5
match cos 5

3850#

show run cl ass-map cos0_1

class-map match-any cosO_1
match cos 0
match cos 1

3850#

show run cl ass-nmap cos2_3

class-map match-any cos2_3
match cos 2
match cos 3

3850#

show run cl ass-nmap cos4_6_7

1
class-map match-any cos4_6_7
match cos 4
match cos 6
match cos 7

After mappi ng changing , correspondi ng sanple config

3850#

show run policy-map exanpl e6

class cos5
bandwidth percent 15
class cosl
bandwidth percent 25
class cos0_2_3
bandwidth percent 40
class cos4_6_7
bandwidth percent 20

3850#

show cl ass- map cosb5
Class Map match-any cos5 (id 25)
Match cos 5

3850#

show run cl ass-map cosl



class-map match-any cosl
match cos 1

3850#

show run cl ass-map cos0_2 3

class-map match-any cos0_2_3
match cos O
match cos 2
match cos 3

3850#

show run cl ass-map cos4_6_7

class-map match-any cos4_6_7
match cos 4
match cos 6
match cos 7
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3750

<#root>

d obal config :

3750(config)#

mM s gos map dscp-nutation dscp-nmutation 0 1 to 63

3750(config)#

mM s gos map dscp-nutation dscp-nmutation 2 3 to 62

Global show cli:




c3750#

show ml's qos maps dscp-nutation

Dscp-dscp mutation map:
dscp-mutation:
dl :d20123456789

63 63 62

62 04 05 06 07 08 09
: 10 11 12 13 14 15 16 17 18 19
: 20 21 22 23 24 25 26 27 28 29
: 30 31 32 33 34 35 36 37 38 39
: 40 41 42 43 44 45 46 47 48 49
: 50 51 52 53 54 55 56 57 58 59

6 : 60 61 62 63

Dscp-dscp mutation map:

Default DSCP Mutation Map:

dl :d20123456789

vT A WIN R

Interface config:

interface FastEthernet7/0/3
description trust dscp

mls gos trust dscp

mls gos dscp-mutation dscp-mutation

c3750#

show m's qos interface f7/0/3

FastEthernet7/0/3

trust state: trust dscp
trust mode: trust dscp
trust enabled flag: ena
COS override: dis
default COS: 0

DSCP Mutation Map:

dscp- nut ati on

Trust device: none
gos mode: port-based

Interface using default dscp-table:



c3750#

show m's qos interface g3/0/1

GigabitEthernet3/0/1
trust state: not trusted
trust mode: not trusted
trust enabled flag: ena
COS override: dis
default COS: 0

DSCP Mutation Map:

Def ault DSCP Mut ati on Map

Trust device: none
gos mode: port-based

3850

<#froot>

Ingress : apply policy with dscp tabl e-map
Egress: classify on new dscp val ue with queuing action

Ingress:
3850#

show t abl e- map dscp-2-dscp

Table Map dscp-2-dscp
from 0 to 63

from 1 to 63

from 2 to 62

from 3 to 62

default copy

3850#

show run policy-map exanpl e7-i nput

class class-default
set dscp dscp table dscp-2-dscp

Egress:
3850#

show run policy-map exanpl e7- out put

class dscp63

shape average percent 20 [ queuing action based on the user need]
class dscp62

shape average percent 30 [queuing action based on user need]
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3750

<tfroot>

Global:

m s gos aggregate-policer agg traffic 8000 8000 exceed-action drop

Access-Tist:
access-1list 1 permit 192.168.0.0 0.0.0.255
access-1list 2 permit 10.0.0.0 0.0.0.255

Class-map:

class-map match-all aggl
match access-group 1
class-map match-all agg?2
match access-group 2

Policy-map:

policy-map agg_policer

class aggl

set dscp 40

police aggregate agg_traffic
class agg2

set dscp 55

police aggregate agg_traffic

Note: class aggl and agg2 can share the same policing rate

3850




policy-map agg_police
class class-default
police cir 8000
service-policy child

policy-map child
class aggl

set dscp 40
class agg2

set dscp 55
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3750

<tfroot>

Def aul t policed-dscp nap:

3750#

show m's qos map policed-dscp

Policed-dscp map:
dl : d20123456789

User define policed-dscp map:

3750(config)#

mMs gos map policed-dscp O 10 18 24 46 to 8



3750#

show m's qos map policed-dscp

PoTliced-dscp map:
dl : d201234567389

Policy config:

class-map match-all policed-dscp

match access-group 2

class policed-dscp

police 8000 8000 exceed-action policed-dscp-transmit

Attach the above policy at ingress:

Note : Mark down table can be used by policing and interface policing
as long as exceed action is transmt

3850

<tfroot>

3850(config)#table-map policed-dscp
3850(config-tablemap)#map from 0 to 8
3850(config-tablemap)#map from 10 to
3850(config-tablemap)#map from 18 to
3850(config-tablemap)#map from 24 to
3850(config-tablemap)#map from 46 to
3850#

co 00 0

show t abl e-map policed-dscp

Table Map policed-dscp
from 0 to 8
from 10 to 8
from 18 to 8
from 24 to 8
from 46 to 8
default copy

3850#

show pol i cy-map policed-dscp

Policy Map policed-dscp
Class class-default
police cir percent 10
conform-action transmit



exceed-action set-dscp-transmit dscp table policed-dscp
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3750

<#froot>

G obal config:

m s qos srr-queue output cos-map queue 2 threshold 1 2
m s qos srr-queue output cos-map queue 2 threshold 2 3
m s qos srr-queue output cos-map queue 2 threshold 3 6 7

If no interface config, the queue-set 1 can be used:

3750#

show m s qos queue-set 1

Queueset: 1

Queue : 1 2 3
buffers : 15 25 40
thresholdl: 100 125 100




threshold2: 100 125 100 150
reserved : 50 100 100 50
maximum : 200 400 400 200

For interface config queue-set 2 explicitly:

3750#

show m s qos queue-set 2

Queueset: 2

Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved : 50 50 50 50
maximum : 400 400 400 400
3850

<#root>

(multiple class with queue-limt turn on)

3850#

show policy-map q-limt

Policy Map g-Timit
Class users-class
Queuing action ( shaper, bandwidth and bandwidth remaining)
queue-1limit cos 2 percent 50
queue-1limit cos 3 percent 50
queue-1limit cos 6 percent 70
queue-1limit cos 7 percent 70

Not e: using the above config, cos 2 and cos 3 can be dropped earlier then cos 6 and 7
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3750

<ffroot>

Def aul t queue- buffer

3750#

show m s qos queue-set 1

Queueset: 1

Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved : 50 50 50 50
maximum : 400 400 400 400

User define queue-buffer:

mls gos queue-set output 1 buffers 15 25 40 20

3750#

show m s qos queue-set 1

Queueset: 1

Queue : 1 2 3 4
buffers : 15 25 40 20
thresholdl: 100 125 100 60
threshold2: 100 125 100 150
reserved : 50 100 100 50
maximum : 200 400 400 200
3850

<#root>

3850#

show policy-map queue-buffer

Policy Map queue-buffer
Class cos7
bandwidth percent 10



queue-buffers ratio 15
Class cosl

bandwidth percent 30

queue-buffers ratio 25

class-map:

show cl ass-map cos7

Class Map match-any cos7 (id 22)
Match cos 7

3850#

show cl ass-map cosl

Class Map match-any cosl (id 28)
Match cos 1

Attach to the interface at egress direction:
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3750

<#root>

Def ault share and shape node

3750-3stack#

show m's qos interface gig 1/0/1 queuei ng

GigabitEthernetl/0/1

Egress Priority Queue : disabled

Shaped queue weights (absolute) : 25 000

Shared queue weights : 25 25 25 25

The port bandwidth 1imit : 100 (Operational Bandwidth:100.0)



The port is mapped to gset : 1

User config share mode under interface:

interface G gabitEthernet1/0/1
srr-queue bandw dth share 40 30 20 10
srr-queue bandw dth shape 0 0 0 0

3750#

show m's qos interface gigl/0/1 queueing

GigabitEthernetl/0/1

Egress Priority Queue : disabled

Shaped queue weights (absolute) : 0000

Shared queue weights : 40 30 20 10

The port bandwidth 1imit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

3850

<#froot>
3850#

show policy-map bandw dth

Policy Map bandwidth

Class cosl

bandwidth percent 40
Class cos2

bandwidth percent 30
Class cos3

bandwidth percent 20
Class class-default

bandwidth percent 10

3850#

show cl ass-map cosl

Class Map match-any cosl
Match cos 1

3850#

show cl ass-map cos2

Class Map match-any cos2
Match cos 2

3850#

show cl ass-map cos3



Class Map match-any cos3 (id 26)
Match cos 3

3850#

show cl ass-map cos4

Class Map match-any cos4 (id 25)

Match cos 4
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3750

<ttroot>

interface GigabitEthernetl/0/2
priority-queue out
end

3750#

show ml's qos interface gigl/0/2 queueing

GigabitEthernetl/0/2

Egress Priority Queue : enabled

Shaped queue weights (absolute) : 25 000

Shared queue weights : 25 25 25 25

The port bandwidth T1imit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

3850



<ffroot>
3850#

show run policy-nap priority-queue

class cos7
priority level 1 ? strict priority
class cosl
shape average percent 10
Attach the above policy to interface at egress side:
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3750

<tfroot>

Default shape mode:

GigabitEthernetl/0/3

Egress Priority Queue : disabled

Shaped queue weights (absolute) : 25 000

Shared queue weights : 25 25 25 25

The port bandwidth T1imit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

User define shape node:

interface G gabitEthernet1/0/3
srr-queue bandw dth shape 4 4 4 4

3750-3stack#

show ml's qos interface gigabitEthernet 1/0/3 queueing

GigabitEthernetl/0/3
Egress Priority Queue : disabled
Shaped queue weights (absolute)

4 4 44

Shared queue weights : 25 25 25 25
The port bandwidth T1imit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

3850



<tfroot>

3850#

show pol i cy- nap shape

Policy Map shape

Class cosl

Average Rate Traffic Shaping

cir 25%

Class cos?2

Average Rate Traffic Shaping

cir 25%

Class cos3

Average Rate Traffic Shaping

cir 25%

Class cos4

Average Rate Traffic Shaping

cir 25%
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3750

<tfroot>

interface G gabitEthernet1/0/4
srr-queue bandwidth limt 50

3750-3stack#

show m's qos interface gl/0/4 queueing

GigabitEthernetl/0/4




Egress Priority Queue :
Shaped queue weights (a
Shared queue weights

The port bandwidth 1imi
The port is mapped to g

3850

<#froot>
3850#

show pol i cy-nap defaul t

Policy Map default-sh
Class class-default

disabled
bsolute) : 25000
25 25 25 25
t : 50 (Operational Bandwidth:50.0)
set : 1

- shape

ape

Average Rate Traffic Shaping

cir 50%
service-policy child

[ queui ng based on cust
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3750

<ffroot>

Not e:
SVI: Parent [class ac

Child [class

Child cl ass- map:

3750(config)#class-map

3750(config-cmap)#match input gigabitethernet3/0/1 - gigabitethernet3/0/2

Chil d policy-nmap:

based cl ass- map- >pol i ci ng]

i nterface range cl ass- map->nar ki ng]

cm-interface-1




3750(config)#policy-map port-plcmap-1
3750(config-pmap)#class cm-interface-1
3750(config-pmap-c)#police 900000 9000 drop

Parent class-map matching acl:

3750(config)#access-1ist 101 permit ip any any

Parent class-map:
3750(config)#class-map cm-1
3750(config-cmap)#match access 101

3750(config)#policy-map vlan-plcmap
3750(config-pmap)#class cm-1
3750(config-pmap-c)#set dscp 7
3750(config-pmap-c)#service-policy port-plcmap-1
3750(config-pmap-c)#exit

3750(config-pmap)#class cm-2
3750(config-pmap-c)#service-policy port-plcmap-1
3750(config-pmap-c)#set dscp 10

Attach the policy to the interface

3750(config)#interface vlan 10
3750(config-if)#service-policy input vlan-plcmap

3850

<{froot>

Note: Due to target change, this can’'t be one to one mappi ng, need config based on
custoner requirenent.

Target is at port |evel
Parent classify on vlan
Child: none vlan classification [for exanple cos/dscp]

3850#

show run policy-map PV_parent_marking_chil d_policing

class vlanl0

set dscp 63

service-policy child_class_dscp_policing
class vlanll

set cos 5

service-policy child_class_dscp_policing
class vlanl2

set precedence 6



service-policy child_class_dscp_policing

3850#

show run policy-map child_class_dscp_policing

class dscpl

police cir percent 12
class dscp2

police cir percent 15
class dscp3

police cir percent 20
class class-default

police cir percent 22

3850#

show run cl ass-map vl anl0

class-map match-any vlanlO
match vlan 10

3850#

show run cl ass-map vl anll

class-map match-any vlanll
match vlan 11

3850#

show run cl ass-map vl anl2

class-map match-any vlanl2
match vlan 12

3850#

show run cl ass-map dscpl

class-map match-any dscpl
match dscp 1

3850#

show run cl ass-map dscp2
class-map match-any dscp?2
match dscp 2

3850#

show run cl ass-map dscp3

class-map match-any dscp3
match dscp 3
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