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event session-started match-all
10 class do-until-failure 10 authenticate using priority
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event session-started match-all
10 class do-until-failure 10 authenticate using aaa authc-Iist
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event session-started match-all
10 class do-until-failure 10 authenticate using aaa authz-Ilist
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event session-started match-all
10 class do-until-failure 10 authenticate using retries
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event tiner-expiry match-all
10 class do-until-failure 10 authenticate using replace aaa
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event session-started nmatch-all
10 class do-until-failure 10 authorize
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event timer-expiry match-all
10 class do-until-failure 10 unauthorize
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event tiner-expiry match-all
10 class do-until-failure 10 activate service-tenplate
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polaty-map type control subsorber POLICY (31,001
event sesshon-started match-all
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= 101 I5 sequence number of Ehis class
= “abways means execube Sklowing
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" : - =¥ = “da-unill-failue” executes actions
10 authenticate wsing dotlx prierity 10 seguantially uri any e fails on 15 way
* Do BOL.1X acthentication, Hm"q Fver auiherntication: fallure match-first :
107 indicates sequence no.of ithis action r

= The do-untill-fafee = uthenticate An Agpthestication Filune evenk 10 a0lvate

o 10 clas DOTLX MO RESP de-until-failure
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10 Eermirate dotlx
10 authenticate using mab geriority 20
20 claes MAB FARLED da-until-failune
10 Cprmariie mad
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* 30 class abways do-until-failure
10 Eermirate dotlx
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tvent agent-found match-all
T 10 class abways do-until-failur
10 terminate maly

10 authenticate using dotix prieeity 10
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oJdosu AAA

aaa new nodel

aaa aut hentication dotlx default group radius

aaa aut horization exec default |oca

aaa aut horization network default group radius

aaa accounting identity default start-stop group radius
aaa session-id comon

dot 1x systemauth-contro

odsu ¢l RADIUS

radi us server ise

address ipv4d X X. X X auth-port 1812 acct-port 1813
automat e-tester usernane probe-user

key XXXXXXXXXX
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policy-map type control subscriber Inter_G _3/0/48

event session-started match-all //0n session-start event 10 cl ass al ways do-until -
failure //Both mab and dotlx start at the same time 10 authenticate using dotlx priority 10 20
aut henticate using mab priority 20 event authentication-failure match-first //0On authentication
event failure 10 class DOT1X NO RESP do-until-failure //If dotix fails 10 term nate dot1x 20
authenticate using mab priority 20 20 cl ass MAB_FAI LED do-until-failure //If mab fails 10

term nate mab 20 authentication-restart 60 30 cl ass always do-until-failure //If both mab and
dotlx fail 10 term nate dotlx 20 terminate nab 30 authentication-restart 60 event agent-found
match-all //0n dotlx agent found event 10 class always do-until-failure 10 term nate mab 20

aut henticate using dotlx priority 10

odysu lisb 1Jise

class-nap type control subscriber match-all DOT1X _NO RESP //If dotlx and no response from client
mat ch nethod dot1x match result-type nmethod dot 1x agent-not-found

cl ass-nmap type control subscriber match-all MAB_FAILED //0n mab failure match nethod nab nmatch
result-type nethod mab authoritative

odysu 1Jglzod

nterface G gabitEthernet3/0/48
description ** Access Port **

swi tchport access vlan 100

swi tchport npde access

swi tchport voice vlan 10

i p access-group | PV4-PRE- AUTH ACL in
access-session port-control auto

nmab

dot 1x pae aut henti cator

spanni ng-tree portfast
service-policy type control subscriber Inter_G _3/0/48
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- wg9sd debug aaa

- debug mab all

- debug dot1x all
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debug mab all

nmab-ev: [28d2.4496.5376, G 3/0/48] Received MAB context create from AuthMyr // New mac-address
detected mab-ev: MAB aut horizing 28d2.4496. 5376 //mab authorization event should start mab-ev:
Created MAB client context OxBO0O0O00O1l mab : initial state mab_initialize has enter //Initialize
mab mab-ev: [28d2.4496.5376, G 3/0/48] Sending create new context event to EAP from MAB for
0xB0000001 (28d2.4496.5376) nmb-ev: [28d2.4496.5376, G 3/0/48] MAB authentication started for
0x0782A870 (28d2.4496.5376) //mab authentication initialized YAUTHVGR- 5- START: Starting ' mab'
for client (28d2.4496.5376) on Interface G 3/0/48 Audit Sessi onl D 0A6A258E0000003300C586C2 mab-
ev: [28d2.4496.5376, G 3/0/48] Invalid EVT 9 from EAP mab-sm [28d2. 4496. 5376, G 3/0/ 48]

Recei ved event ' MAB_CONTI NUE' on handl e 0xBO0O00001 mab : during state mab_initialize, got event
1(mabContinue) @@ mab : mab_initialize -> mab_authori zing //mab authorizing event started mab-
ev: [28d2.4496.5376] fornmatted nac = 28d244965376 //mac-address formatted as required mab-ev:

[ 28d2. 4496. 5376] created nab pseudo dot1x profile dotlx_mac_auth_28d2. 4496. 5376 //peuso dotlx
profile formed (username=macaddress) mab-ev: [28d2.4496.5376, G 3/0/48] Starting MAC- AUTH BYPASS
for O0xB0O0O00001 (28d2.4496.5376) //starting mab authentication mab-ev: [28d2.4496.5376, G 3/0/48]
Invalid EVT 9 from EAP mab-ev: [28d2.4496.5376, G 3/0/48] MAB received an Access-Accept for
0xB0000001 (28d2.4496.5376) //received mab success from the server YWAB-5- SUCCESS:

Aut henti cation successful for client (28d2.4496.5376) on Interface G 3/0/48 AuditSessionlD
0A6A258E0000003300C586C2 mab-sm [ 28d2.4496.5376, G 3/0/48] Received event ' MAB_RESULT' on

handl e 0xBO000001 // mab authorization result received mab : during state mab_authorizing, got
event 5(mabResult) @@ nmab : mab_aut horizing -> mab_termnate //mab authorization process
terminate mab-ev: [28d2.4496.5376, G 3/0/48] Deleted credentials profile for 0xB0000001

(dot 1x_mac_aut h_28d2. 4496. 5376) //deleted pseudo dotlx profile YAUTHMCER- 5- SUCCESS: Aut horization
succeeded for client (28d2.4496.5376) on Interface G 3/0/48 Audit SessionlD
0AB6A258E0000003300C586C2 // posting mab authorization succeeded

debug dot1x all

uJD_)l Jlu dot1x .J);SO' |.Jdu;5) PU uul)J IJ)L}UI..S.J g ) rOL9|_9,JD|u |.Ju)_9u_9d_9J _9uu|)J
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dot 1x- packet: EAPOL pak rx - Ver: Ox1 type: Ox1 // Initial EAPoL packet received by switch

dot 1x- packet: |ength: 0x0000 dot 1x-ev:[28d2.4496.5376, G 3/0/48] New client detected, sending
session start event for 28d2.4496.5376 // dotlx client detected dot 1x-ev:[28d2.4496. 5376,

G 3/0/48] Dot 1lx authentication started for 0x26000007 (28d2.4496.5376) //dotlx started YAUTHMGR-
5- START: Starting 'dotilx' for client (28d2.4496.5376) on Interface G 3/0/48 Audit SessionlD
0A6A258E0000003500C9CFC3 dot 1x-sm [ 28d2. 4496. 5376, G 3/ 0/ 48] Posting ! EAP_RESTART on dient
0x26000007 //requesting client to restart the EAP Proces dot 1x-sm [28d2. 4496. 5376, G 3/0/48]
Posting RX_REQ on Cient 0x26000007 //waiting fot the EAPoL packet fromt he client dot 1x-

m [ 28d2. 4496. 5376, G 3/0/48] Posting AUTH _START for 0x26000007 // Starting authentication
process dot 1x-ev: [ 28d2. 4496. 5376, G 3/0/48] Sendi ng out EAPCL packet // Identity Request dot 1x-
packet : EAPOL pak Tx - Ver: 0x3 type: O0x0 dot 1x- packet: |ength: 0x0005 dot 1x- packet: EAP code: O0x1
id: Ox1 length: Ox0005 dot 1x- packet: type: Ox1 dot 1x-packet:[28d2. 4496.5376, G 3/0/48] EAPCL



packet sent to client 0x26000007 dot 1x-ev:[G 3/0/48] Received pkt saddr =28d2.4496.5376 , daddr
= 0180. c200. 0003, pae-ether-type = 888e.0100. 000a dot 1x- packet: EAPOL pak rx - Ver: Ox1 type: 0xO
// Identity Response dot 1x-packet: |ength: OxO0OA dot 1x-sm [28d2. 4496. 5376, G 3/0/48] Posting
EAPOL_EAP for 0x26000007 //EAPoL packet (EAP Response) received, preparing request to server

dot 1x-sm [ 28d2. 4496. 5376, G 3/0/ 48] Posting EAP_REQ for 0x26000007 //Server response received,
EAP Request 1s being prepared dot 1x-ev:|[28d2.4496.5376, G 3/0/48] Sending out EAPOL packet

dot 1x- packet: EAPOL pak Tx - Ver: 0x3 type: O0xO dot 1x-packet: |ength: 0x0006 dot 1x-packet: EAP
code: Ox1 id: OxE5 | ength: 0Ox0006 dot1x-packet: type: OxD dot 1x-packet:[28d2. 4496. 5376,

G 3/0/ 48] EAPOL packet sent to client 0x26000007 //EAP reguest sent out dot1x-ev:[G 3/0/48]
Recei ved pkt saddr =28d2.4496.5376 , daddr = 0180.c200. 0003, pae-ether-type = 888e.0100. 0006
//EAP response received dot 1x-packet: EAPOL pak rx - Ver: O0x1 type: O0xO dot 1x-packet: |ength:
0x0006 || || || || Here a lot of EAPOL-EAP and EAP_REQ events occur as a lot of information is
exchanged between the switch and the client

|| If the events after this do not follow, then the timers and the information sent till now
need to be checked || || || dot1x-packet:[28d2.4496.5376, G 3/0/48] Received an EAP Success
//EAP Success recieved from Server dot 1x-sm [28d2.4496. 5376, G 3/0/48] Posting EAP_SUCCESS f or
0x26000007 //Posting EAP Success event dot 1x-sm [28d2.4496.5376, G 3/0/48] Posting AUTH_SUCCESS
on dient 0x26000007 //Posting Authentication success YWOT1X-5- SUCCESS: Aut hentication
successful for client (28d2.4496.5376) on Interface G 3/0/48 Audit SessionlD
0A6A258E0000003500C9CFC3

dot 1x- packet : [ 28d2. 4496. 5376, G 3/ 0/ 48] EAP Key data detected adding to attribute |ist
//Additional key data detected sent by server

YAUTHMGR- 5- SUCCESS: Aut hori zation succeeded for client (28d2.4496.5376) on Interface G 3/0/48
Audi t Sessi onl D 0A6A258E0000003500C9CFC3 dot 1x- ev: [ 28d2. 4496. 5376, G 3/0/ 48] Received Aut hz
Success for the client 0x26000007 (28d2.4496.5376) //Authorization Success dot 1x-

ev: [28d2. 4496. 5376, G 3/0/48] Sending out EAPOL packet //Sending EAP Success to the client

dot 1x- packet: EAPOL pak Tx - Ver: 0x3 type: O0xO dot 1x-packet: |ength: 0x0004 dot 1x-packet: EAP
code: 0x3 id: OxED |l ength: 0x0004 dot 1x- packet:[28d2.4496.5376, G 3/0/48] EAPOL packet sent to
client 0x26000007

ouoese lgble radius
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//mab and dotlx start at the same time as per the configuration
YAUTHMGR- 5- START: Starting 'dot1x' for client (28d2.4496.5376) on Interface G 3/0/48
Audi t Sessi onl D 0A6A258E0000003600CCC037 YAUTHMGER- 5- START: Starting 'mab' for client
(28d2. 4496.5376) on Interface G 3/0/48 Audit Sessi onl D 0A6A258E0000003600CCC037
RADI US/ ENCODE( 00000000) : Ori g. conponent type = Invalid RADI US(00000000): Config NAS IP: 0.0.0.0
//Since dotlx client didn't respond yet, mab authentication is done
RADI US(00000000) : sendi ng RADI US/ ENCODE: Best Local | P-Address 10.106.37.142 for Radi us- Server
10. 106. 73. 143 RADI US(00000000) : Send Access-Request to 10.106.73.143:1812 id 1645/56, |len 267
RADI US: aut henticator FO E4 E3 28 7E EA E6 83 - 43 55 7F DC 96 19 EB 42 RADI US: User-Nane [1] 14
"28d244965376" RADI US: User-Password [2] 18 * RADI US: Service-Type [6] 6 Call Check [10] RADI US:
Vendor, Cisco [26] 31 RADIUS: Cisco AVpair [1l] 25 "service-type=Call Check" RADI US: Franed- Mru
[12] 6 1500 RADIUS: Called-Station-Id [] 19 "CC EF-48-AD-6B-" RADIUS: Calling-Station-Id [31] 19
"28- D2- 44-96-53- 76" RADI US: Message- Aut henticato[80] 18 RADI US: AD DC 22 D7 83 8C 02 C5 1E 11 B2
94 80 85 2F 3D [ "/=] RADI US: EAP-Key-Nanme [102] 2 * RADI US: Vendor, Cisco [26] 49 RADI US: Gisco
AVpair [1] 43 "audit-session-i d=0A6A258E0000003600CCC0O37" RADI US: Vendor, Cisco [26] 18 RADI US:
Cisco Avpair [1] 12 "met hod=mab" RADI US: Framed-|P-Address [8] 6 1.1.1.2 RADI US: NAS-|P- Address
[4] 6 10.106.37.142 RADIUS: NAS-Port [5] 6 60000 RADI US: NAS-Port-1d [87] 23
"G gabit Et hernet 3/ 0/ 48" RADI US: NAS-Port-Type [61] 6 Ethernet [15] RADI US(00000000): Sending a
| Pv4 Radi us Packet RADI US(00000000): Started 5 sec tinmeout RADI US: Received fromid 1645/56
10. 106. 73. 143: 1812, Access-Accept, len 176 RADIUS: authenticator 7B D6 DA E1 70 49 6E 6D - 3D AC
5C 1D G0 AC CF DO RADI US: User-Nanme [1] 19 "28-D2-44-96-53-76" RADIUS: State [24] 40 RADI US: 52
65 61 75 74 68 53 65 73 73 69 6F 6E 3A 41 [Reaut hSession:0A] RADIUS: 36 41 32 35 38 45 33 36
[ 6A258E0000003600] RADI US: 43 43 43 33 37 [ CCC037] RADIUS: Class [25] 51 RADIUS: 43 41 43 53 3A
41 36 41 32 35 38 45 [ CACS: 0A6A258E000] RADI US: 33 36 43 43 43 33 37 3A 69 73 [0003600CCC037:i s]
RADI US: 65 31 34 2F 32 35 35 38 35 37 38 34 2F 36 34 [el4/255857804/64] RADIUS: 36 [ 6] RADI US:
Message- Aut henti cato[ 80] 18 RADIUS: D3 F3 6E 9A 25 09 01 8C D6 B1 20 D6 84 D3 18 3D [ n? =]



RADI US: Vendor, Cisco [26] 28 RADIUS: Cisco AVpair [1] 22 "profil e-name=Unknown" //mab succeeds
%VIAB- 5- SUCCESS: Aut hentication successful for client (28d2.4496.5376) on Interface G 3/0/48

Audi t Sessi onl D 0A6A258E0000003600CCC037 YAUTHMGER- 5- SUCCESS: Aut hori zati on succeeded for client
(28d2. 4496.5376) on Interface G 3/0/48 Audit Sessionl D 0A6A258E0000003600CCC037 //A dotlx client
is detected and mab is stopped as per the configuration and dotlx authentication starts
YAUTHMGR- 7- STOPPI NG St opping 'mab' for client 28d2.4496.5376 on Interface G 3/0/48

Audi t Sessi onl D 0A6A258E0000003600CCC037 RADI US/ ENCODE( 00000000) : Ori g. conponent type = Invalid
RADI US(00000000) : Config NAS I P: 0.0.0.0 RADI US(00000000): sending RADI US/ ENCODE: Best Local |P-
Address 10. 106. 37. 142 for Radi us-Server 10.106.73. 143 RADI US(00000000): Send Access-Request to
10. 106. 73. 143: 1812 id 1645/57, len 252 RADI US: authenticator 1B E9 37 F4 AC C7 73 BE - F4 95 CB
5F FC 2D 3D E1 RADI US: User-Name [1] 7 "cisco" RADIUS: Service-Type [6] 6 Framed [2] RADI US:
Vendor, Cisco [26] 27 RADIUS: Cisco AVpair [1] 21 "service-type=Franmed" RADIUS: Franed-MIU [12]
6 1500 RADIUS: Called-Station-1d [] 19 "CC EF-48-AD-6B-" RADIUS: Calling-Station-1d [31] 19 "28-
D2- 44- 96- 53- 76" RADI US: EAP- Message [79] 12 RADIUS: 02 01 00 OA 01 63 69 73 63 6F [ cisco]

RADI US: Message- Aut henticato[80] 18 RADIUS: 7B 42 C2 C2 69 CB 73 49 1A 40 81 28 71 CF CC 86 [
{Bisl @q] RADI US: EAP-Key-Nanme [102] 2 * RADIUS: Vendor, Cisco [26] 49 RADI US: Cisco AVpair [1]
43 "audi t - sessi on-i d=0A6A258E0000003600CCC037" RADI US: Vendor, Cisco [26] 20 RADIUS: Cisco
AVpair [1] 14 "net hod=dot 1x" RADIUS: Franed-|P-Address [8] 6 1.1.1.2 RADI US: NAS-| P-Address [4]
6 10.106.37.142 RADIUS: NAS-Port [5] 6 60000 RADI US: NAS-Port-1d [87] 23 "G gabitEthernet3/0/48"
RADI US: NAS-Port-Type [61] 6 Ethernet [15] RADI US(00000000): Sending a |Pv4 Radius Packet //More
information is being requested by the AAA Server RADIUS. Received fromid 1645/57

10. 106. 73. 143: 1812, Access-Challenge, len 120 RADI US: authenticator A7 2A 6E 8C 75 9C 28 6F - 32
85 B9 87 5B D2 E4 FB RADIUS: State [24] 74 RADIUS: 33 37 43 50 4D 53 65 73 73 69 6F 6E 49 44 3D
[ 37CPMBessi onl D=0] RADI US: 41 36 41 32 35 38 45 33 36 [ A6A258E000000360] RADI US: 43 43 43 33 37
3B 32 39 53 65 73 73 69 6F [0CCC037; 29Sessi 0] RADIUS: 6E 49 44 3D 69 73 65 31 34 2F 32 35 35 38
35 37 [nl D=i sel4/255857] RADIUS: 38 34 2F 36 34 38 3B [ 804/648;] RADI US: EAP-Message [79] 8
RADI US: 01 OA 00 06 OD 20 [ ] RADI Us: Message-Aut henticato[80] 18 RADIUS: E2 7C 2B OE CA AB E3

21 B8 CD 04 8A 7F 23 7TAD2 [ |+#z] || || || || As mentioned before, the excess logs of Access-
Requestes and Access-Challenges come here || || || //Authentication and Authorization succeeds
for dotlx

RADI US: Received fromid 1645/66 10.106. 73. 143: 1812, Access-Accept, |en 325 RADI US:

authenticator FO CF EE 59 3A 26 25 8F - F7 OE E4 03 E1 11 7E 86 RADIUS: User-Nane [1] 7 "cisco"
RADI US: State [24] 40 RADIUS: 52 65 61 75 74 68 53 65 73 73 69 6F 6E 3A 41 [ Reaut hSessi on: 0A]
RADI US: 36 41 32 35 38 45 33 36 [ 6A258E0000003600] RADI US: 43 43 43 33 37 [ CCC037] RADI Us:
Class [25] 51 RADIUS: 43 41 43 53 3A 41 36 41 32 35 38 45 [ CACS: 0A6A258E000] RADI US: 33 36 43 43
43 33 37 3A 69 73 [0003600CCC037:is] RADIUS: 65 31 34 2F 32 35 35 38 35 37 38 34 2F 36 34

[ el4/ 255857804/ 64] RADIUS: 38 [ 8] RADIUS: EAP-Message [79] 6 RADIUS: 03 12 00 04 RADI Us:
Message- Aut henti cat o[ 80] 18 RADI US: 3F 7A DA 59 F7 8A DE 1D 33 4B 07 88 62 F3 3B 71 [ ?zY3Kb;q]
RADI US: EAP- Key- Nane [102] 67 * RADIUS: Vendor, Mcrosoft [26] 58 RADI US: Ms- MPPE- Send- Key [ 16]
52 * RADI US: Vendor, Mcrosoft [26] 58 RADI US: MS- MPPE- Recv-Key [17] 52 * RADI US(00000000):
Received fromid 1645/ 66 RADI US/ DECODE: EAP- Message fragnents, 4, total 4 bytes //Dotlx succeeds
9%DOT1X- 5- SUCCESS: Aut hentication successful for client (28d2.4496.5376) on Interface G 3/0/48
Audi t Sessi onl D 0A6A258E0000003600CCC03
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