od9sy IBNS 2.0 Juwsobsyole 1Jesosed
1Jslz sldezld IUpcgss

lowod il L izble ol o, Jlzol

lJp 9500
SueWd 03l IJpwows Jsss odysy gple Idyveds ldpuwass [Js 1Jegss 2.0 (IBNS)

Juvsubsyole IJpuosad 1Jslzs 9ldezld IJpogss.

IJecbdole IJlgul jusé
lJpolbdole

o900 Cisco Llu oday Jssd pe,Ws Lldeslose IJoldss:

© w99999d Idpolb 86 IJpesuwe ew e ds Idpulb$6 Idpedss (EAPOL)
* w)y9w9YsJ RADIUS
+ Cisco ldentity Services Engine. |Jl_s>l, 2.0

IJedsule [Jpuuespd
ouwows Idpedsele 1Jglyo WO o3l ldpuwews IJs luesble Ido)lez ldedsule 1debss Ideldss:

+ Cisco ldentity Service Engine. |J|_o>l, 2.0 Patch 2
* uldbs lJuolss wuble lJoyugsd Windows 7

* IJpeg9d Cisco Switch 3750X p¢g 10S 15.2(4)E1

* IJpz9ed Cisco 3850 pg 03.02.03.SE



* olowd ojy90999d IUlue,ue Cisco IP Phone 9971

wp logule IJro:ng,olo 1J9l)s6 Vs 03l IJpuwews pu IJiao_jé 1J 092956 WS w56 pgpdso gluoo.
wlo zese 1Ulgojo UPUUO'C?.ME 9 ol .IJ,ouqu{vong@o peude (I8o)lups). Bl Jlue
Jvwdod §6 IJogvgsd: Volds pu Bopd Jdoles) Idpzoed JIs ).

lJodosy

ub)so IJodsy

in order to pJue IBNS 2.0, lue weolz 1o suws IUle, Bs lowsls luvdsw eds cisco pdule:

#authentication display new-style

Op wodssy switchport J IBNS 2.0 Ulguegsle 1JIsle; Jel 09 p9 oe:

access-session host-mode {single-host | multi-domain | multi-auth}
access-session port-control auto

dotlx pae authenticator

{mab}

service-policy type control subscriber TEST

opdy 030 1Jigle, pLol> 86 dot1x. glgwshsl wels) puol> 96 MAC (MAB) gds [Jglgos. guspl
ouvodde lduosles 1Ugrsre Blud oguwedse Uigl,o_) lJos ool o& Access-session. IJg, o pu
37 Uiglp_) 09 u I wo Jpl 09 IJzld wIiJouweo JJiglp_) lJos ouwegse lduosles 1J@rse6 (woel
wldIJdped IJiuulw§6 Jdpuob9s). wlbus uvsluwé 1Ugspd Jogsss gHsbé Iduwsluws IJos
SpIJu luwwgslpol JJslzos.

023 5108 I mslwd 1p339,6 sudsd Ieesd (Upuoas) iole 1dpuols 36, gdis puansd
IJeold: spdod wpass ol Spdu o S B elds Buvd Idpuob 6. JIJ oo spdud wdssy
lolele pogsso luweobl lds vog ldgre Idpoblod Vs grsbs 1Jwss Idos we odssuel wepwe.
9dpeld gds 3JY IJs ulb,é eds 1JBlisps Jpel 09 p9oz (Policy-map TEST4). W 2lds Wyl
udbo yolss dotx. IJpoods wIJBbhu zee sop cbousy 03l Iduoz: Swpe wudss Idlg)le
lJegr® Vs DOTIX_FAILED. 3l duo oyge BS wpdss udw [Juwdyd JJVsle ped
MAB_FAILED 9 DOT1X_FAILED: Wspdud |guesle [Jse IJIGelgoso - ¢sbo 1Jwisoe
)|{5ro|.

policy-map type control subscriber TEST4

...

event authentication-failure match-first
10 class DOT1X_FAILED do-until-failure
10 terminate dotlx

...



40 class always do-until-failure
10 terminate mab
20 terminate dotlx
30 authentication-restart 60

...

Szw 10 Szess pebob 1Juuslyws ldpuwegse J IBNS 2.0 slisel eds puive,d IJopde B 1Juse.

Spdud )00 Blises IJizsle 1pcles wose IUb,s96:

Switch(config-event-control-policymap)#event ?

aaa-available aaa-available event
absolute-timeout absolute timeout event
agent-found agent found event
authentication-failure authentication failure event
authentication-success authentication success event
authorization-failure authorization failure event
inactivity-timeout inactivity timeout event
session-started session started event

tag-added tag to apply event

tag-removed tag to remove event
template-activated template activated event
template-activation-failed template activation failed event
template-deactivated template deactivated event
template-deactivation-failed template deactivation failed event
timer-expiry timer-expiry event

violation session violation event

VIS odysu Idpde s lpdluss wesss Jsdss odsse lJusle:

Switch(config-event-control-policymap)#event authentication-failure ?
match-all Evaluate all the classes
match-first Evaluate the first class

Spdud og)sW ¢sble ppleds Jg)lisb 1Jwise g0l gu o ool CESU JSVS6 wu9Ss
lIJepdsle Bs zldo pblugo 1JWdss 1Ugluos

Switch(config-class-control-policymap)#10 class always ?
do-all Execute all the actions
do-until-failure Execute actions until one of them fails
do-until-success Execute actions until one of them is successful

IJese 1Jigs) (lteshbs) pu ldodssy Bs IJupb 1Jzass dot1z( 09 &H)sbo [Jiss. Jel spduo
Joloé puve,d ldogdpc 9sop luvegsleo Jeblo 9é UUJ?GJ l9 2,Js )9, PESUO. odysu o
pubdole o8ssp gldo Hsbo 1Jwss. spdud vessu lo IJ Idyigb sze lo woblo@ly s



Jinb szu lo seblod. s Jlzs oo IJgisb ooblod.

Switch(config)#class-map type control subscriber ?
match-all TRUE if everything matches in the class-map
match-any TRUE if anything matches in the class-map
match-none TRUE if nothing matches in the class-map

o3l pu|J E_J;S b§b5 R |Jrou.uoé.)p5 0_95 pbh.;éé -_9ou PLJOI')Lé(") dot1x:

class-map type control subscriber match-all DOT1X_FAILED
match method dotlx
match result-type method dotlx authoritative

NJowes Joguo Iduwsobssolo: gldol gus lgwesle Slde 1Ugsps: weole [Us [uolds odssy
Jogss) IJowss o (CoA):

aaa server radius dynamic-author
client 10.48.17.232 server-key cisco

wwsubsy Jdpuosu 1Jsles

i & LJ

Waorkstation 3750% ISE

e Idotbsbs Jduveodo

lJodssule

sdie o980 luwlams wuwsgs 802. 1X Juwsobss Ideuosdd 1Usles 1dss wp leowbo gds
lJpe9d Catalyst 3750X pg 10S 156. 2(4)E1. wp lgool) Iduwsobsy wlpwegsle ooz Windows
Native Plus g Cisco AnyConnect.

aaa new-model
1

aaa group server radius tests



server name RAD-1
!
aaa authentication dotlx default group tests
aaa authorization network default group tests
!
dotlx system-auth-control
!
policy-map type control subscriber TEST
event session-started match-all
10 class always do-until-failure
10 authenticate using dotlx priority 10
!
interface GigabitEthernetl/0/21
switchport access vlan 613
switchport mode access
access-session host-mode single-host
access-session port-control auto
dotlx pae authenticator
service-policy type control subscriber TEST
!
radius server RAD-1
address ipv4 10.48.17.232 auth-port 1812 acct-port 1813
key cisco

wsubey dezldle 1Jpogsss

lLwe Idotbsbs Jduveodo

- B ki & U

Workstation IF Phone 3E50

lJoJdgsule

op ltovl) uvsubsy poess Idpzldle eds Catalyst 3850 Clwegsle 10S 03.02.03.SE L wow
pubdolo 1Jej9ss wldbl$s ew) yvwdo lseyuw (POE) Jolowd o)9wsded IUlue,uw (Cisco IP
Phone 9971).

aaa new-model
|
aaa group server radius tests
server name RAD-1
|
aaa authentication dotlx default group tests
aaa authorization network default group tests
|
aaa server radius dynamic-author

client 10.48.17.232 server-key cisco
!



dotlx system-auth-control
|
class-map type control subscriber match-all DOT1X
match method dotlx
|
class-map type control subscriber match-all DOT1X_FAILED
match method dotlx
match result-type method dotlx authoritative
|
class-map type control subscriber match-all DOT1X_NO_RESP
match method dotlx
match result-type method dotlx agent-not-found
|
class-map type control subscriber match-all MAB
match method mab
|
class-map type control subscriber match-all MAB_FAILED
match method mab
match result-type method mab authoritative
|
policy-map type control subscriber TEST4
event session-started match-all
10 class always do-until-failure
10 authenticate using dotlx priority 10
20 authenticate using mab priority 20
event authentication-failure match-first
10 class DOT1X_FAILED do-until-failure
10 terminate dotlx
20 class MAB_FAILED do-until-failure
10 terminate mab
20 authenticate using dotlx priority 10
30 class DOT1X_NO_RESP do-until-failure
10 terminate dotlx
20 authentication-restart 60
40 class always do-until-failure
10 terminate mab
20 terminate dotlx
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dotlx priority 10
event authentication-success match-all
10 class always do-until-failure
10 activate service-template DEFAULT_LINKSEC_POLICY_SHOULD_SECURE
|
interface GigabitEthernetl/0/1
switchport access vlan 613
switchport mode access
switchport voice vlan 612
access-session host-mode multi-domain
access-session port-control auto
mab
dotlx pae authenticator
spanning-tree portfast
service-policy type control subscriber TEST4
|
radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include

radius-server vsa send cisco-nas-port
|



radius server RAD-1
address ipv4 10.48.17.232 auth-port 1812 acct-port 1813
key cisco

IJozdd pu lduogs
lwegse 03l 1dGuwe Joldss god Idodssy wuvdd Lozse.

JiEluo 1dezdd: luweespe o3l 1le) Juwss eduvle IJged pu zose IJpzodle:

show access-session

[ Suvubse i@u'ol Julode pedyple odLosJso 29d eduwd pu 92> switchport:

show access-session interface [Gi 1/0/1] {detail}

lwodules IJIR ble 9l odlzol
S99, 03l IJBuwe pedsple spdod luveislpol Jluved il igble IJodssy sluadizol.

Jluwed il fsble 802.1X IJpcedds sluodlzol spdod ¢ pdss cuopse IUizble o
U586 Jel 09 1Uzld wldouwesd Juoslés Iopb [J@sse 802.1X:

debug mab all
debug dotlx all
debug pre all*

* ltoshsl Jouoese IJigble puwodl spdod luweésle 1Uzse 9fls IJ8less B8 JJzs pu
IJIE)lz eds Idpedspele sl 1uodo o IBNS 2.0.
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Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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