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& > 25 Ll Geolisll 9l casanll MAC ylsic wainly access-list extended acl name
Swi t ch(confi g) #mac access-list extended ARP_Packet
Swi t ch(confi g- ext-nacl ) #permit host 0000.861f.3745 host 0006.5bd8.8c2f 0x806 0x0
Swi t ch(confi g- ext - nacl ) #end
#(Switch(config
2 padi.0iii vy sl eL,> Yl ¢®9 .action drop ,oVlg vian access-map map _name ;031 sl
0 ARP 9,0 45,5 Jlax] lglisl ced il MAC Jsuo9 4058 vian access-map map_ name oV
.daunoll 65>Vl

Swi t ch(confi g)#vlan access-map block arp 10

Swi tch (config-access-map)#action drop
Switch (config-access-nap)#match mac address ARP_Packet

3 290 48,3 o a>Lawdl elw,l in order to ala,,3 isio VLAN awss JI I (Slol bas caol
Swi t ch(confi g)#vlan access-map block_arp 20
Switch (config-access-nmap)#action forward

4 iy VLAN JI ol VLAN &S ag>lg Jle Leaulasg VLAN &S Jl Jowog by ,5 jisl
ol vlan_access_map_name vlan-list vian_number
Switch(confi g)#vlan filter block_arp vlan-list 2
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Switch 3550 Jg=wll

mac access-list extended ARP_Packet

permt host 0000.861f.3745 host 0006. 5bd8. 8c2f 0x806 0x0

is blocks communication between hosts with this MAC. ! mac access-list extended ARP_ONE QUI permt ---!
8600. 0000 0000. 0Off.ffff any 0x806 Ox0 !--- This blocks any ARP packet that originates from this vendor
our. ! mac access-list extended ARP_TWO QU pernit 0000.8600. 0000 0000.00ff.ffff any 0x806 Ox0 permt
6. 5b00. 0000 0000. 00ff.ffff any Ox806 OxO /--- This blocks any ARP packet that originates from these two
vendor OUIs. ! vlan access-map bl ock_arp 10 action drop match nmac address ARP_Packet vl an access-map
k_arp 20 action forward vl an access-nmap bl ock_one_oui 10 action drop match mac address ARP_ONE_QOU vl an
cess-map bl ock_one_oui 20 action forward vlan access-map bl ock_two_oui 10 action drop match nac address
O QU vlan access-nmap bl ock_two_oui 20 action forward ! vlian filter block_two_oui vlan-list 2 /--- This
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Jsogll (9 pSxill asld gubas Jud ARP Js| ol MAC ulsic alss 49 Jgxall S 3] Lo gazill eliSay
Jlall 13® a9, LS .show mac-address-table oVl J51 .MAC _JI (ACL)

.digeo ShOW ol9l (1aad -uluuall eMaell) (CiSCO (o 1oloVl Llaw dg>l9 JIxo) Cisco CLI Analyzer PV
Show oVl 2,50 Jdxi o) (JeloVl jlaw dg>ly Jlxo) CLI Analyzer pasuwl

swi t ch#show mac-address-table dynamic vlan 2
Mac Address Tabl e

VI an Mac Address Type Ports
0000. 861f . 3745 DYNAM C Fa0/21 2
0006. 5bd8. 8c2f DYNAM C Fa0/ 22 2

Total Mac Addresses for this criterion: 2

SW t ch#show ip arp

Protocol Address Age (m n) Hardware Addr Type Interface
Internet 10.1.1.2 26 0000.861f.3745 ARPA VI an2
Internet 10.1.1.3 21 0006. 5bd8. 8c2f ARPA VI an2
Internet 10.1.1.1 - 000d. 65b6.9700 ARPA VI an2
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