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Cisco Catalyst 2950 Switch

Swi t ch#configure terminal
Swi t ch(confi g) #mls gos
Swi tch(confi g) #interface fastethernet 0/6

Set the interface to classify incoming traffic ---!
packets by using the packet CoS value. Swi tch(config-
i f)#mls gos trust cos

Configure the phone to use IEEE 802.1lp priority ---!
tagging for voice traffic. Switch(config-if)#switchport
voice vlan dotlp

Swi t ch(confi g-if)#switchport voice vlan 10

Trust the CoS value the PC sends in on the data ---!
VLAN. Switch(config-if)#switchport priority extend trust
Swi tch(config-if)#priority-queue out

Swi t ch(confi g-if)#spanning-tree portfast

Swi t ch(confi g-if)#spanning-tree bpduguard enable

Swi tch(config-if)#exit

Swi t ch(confi g)#interface gigabitethernet0/8
Switch(config-if)#mls gos trust cos

Configure specified VLANs for voice and data ---!
traffic. Switch(config-if)#switchport voice vlan 10
Switch(config-if)#switchport access vlan 20

Swi tch(config-if)#priority-queue out
Swi t ch(confi g-if) #spanning-tree portfast
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Switch(config-if)#spanning-tree bpduguard enable
Swi tch(config-if)#exit
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Cisco Catalyst 2950 Switch

Swi t ch#configure terminal
Swi t ch(confi g)#interface fastethernet 0/6

Trusts tagged packets CoS value; all untagged---!
packets reset DSCP value in IP header to 0.
Swi tch(config-if)#mls gqos trust cos

Turn off DTP (dynamic trunking protocol). ---!
Switch(config-if)#switchport nonegotiate

Forces the port into trunking mode. Switch(config- ---!
i f)#switchport mode trunk
Swi tch(config-if)#switchport trunk native vlan 20

Restricts the VLANs. Switch(config-if)#switchport ---!
trunk allowed vlans 10,20
Switch(config-if)#priority-queue out
Switch(config-if)#spanning-tree portfast trunk
Switch(config-if)#spanning-tree bpduguard enable

Swi tch(config-if)#exit
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Cisco Catalyst 2950 Switch

Swi t ch#configure terminal
Swi t ch(confi g)#interface fastethernet 0/6

Trust the DSCP value in the IP header.---!
Swi tch(config-if)#mls gos trust DSCP

IP phone VLAN Switch(config-if)#switchport voice ---!
vlan 10
Swi tch(config-if)#switchport access vlan 20

Trust the DSCP value the PC sends in on the data ---!
VLAN. Swi tch(config-if)#switchport priority extend trust
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Switch(config-if)#priority-queue out
Switch(config-if)#spanning-tree portfast
Switch(config-if)#spanning-tree bpduguard enable
Swi tch(config-if)#exit
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. Show oVl 2,50 Julxs
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Swi t ch#show interfaces FastEthernet 0/6 switchport
Nane: Fa0/6

Swi t chport: Enabl ed

Adm ni strative Mdde: dynam c desirable

Operational Mde: static access

Admini strative Trunki ng Encapsul ation: dot 1q
Operational Trunking Encapsul ation: native

Negoti ation of Trunking: On

(Access Mbde VLAN: 1 (default

(Trunking Native Mdde VLAN. 1 (default

Voice VLAN: dotlp

Adm ni strative private-vlan host-associ ati on: none
Adm ni strative private-vlan mappi ng: none

Adm ni strative private-vlan trunk native VLAN: none
Admini strative private-vlan trunk encapsul ation: dot1q
Adm ni strative private-vlan trunk nornal VLANs: none
Adm nistrative private-vlan trunk private VLANs: none
Operational private-vlan: none

Trunki ng VLANs Enabl ed: ALL

Pruni ng VLANs Enabl ed: 2-1001

Capture Mode Di sabl ed

Capture VLANs Allowed: ALL

Protected: false

Unknown uni cast bl ocked: disabl ed

Unknown nul ticast bl ocked: disabled

Appliance trust: trusted

.

aggall VLAN aSui oY) 0 88l show running-config interface interface-id oVl paciuwl
Jlall Juw e diumo dgzlo) by dwol

Swi t ch#show running-config interface fastEthernet 0/6
...Building configuration

Current configuration : 139 bytes
|
i nterface FastEthernet0/6

swi t chport voice vlan dot1p

swi tchport voice vlian 10
switchport priority extend trust
ms gos trust cos
priority-queue out

spanni ng-tree portfast

spanni ng-tree bpduguard enabl e
end

Swi t ch#show running-config interface fastEthernet 0/8


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

... Building configuration

Current configuration : 137 bytes
1
i nterface FastEthernet0/8
switchport voice vlan 10
switchport access vlan 20

m s gos trust cos
priority-queue out

spanni ng-tree portfast

spanni ng-tree bpduguard enabl e
end
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