od9su pr8s) pedple wergrle Cisco
9lgwaodvlos I3bliso 9] odlzol

lJpzosslo
| Jp, 9506

IJpobJole Il wsé

obdule

lJodoule | U0
o8 9ol |l sé
JSL9 (S ¢

lJoe

| wod, wldd 1Jizble ol o1zl

lJp 9500

S 03l 90888 Jsb o subIJ 9l uueduldd Igble cisco wosss s, (TID) sluodlzol.

IJecbdule IUIlguluss

IJpobdolo

w9os Cisco vig oJ9u s pgy9s wldpesluose 1Joldse:

- bLys py; blyé Firepower (FMC)

[ weolz Io Suopeu 03l iy §od i Suvdd oo 1J cisco G03Sd PIS) YN pd:

- o5 b6 Firepower (FMC): szo ldouvésd eds IJluesl, 6.2.2 (s 1Jizse) (spdo
luweuoldee gds FMC 1Jelssé I9 Il e,luos8).szw wosswoe wild, 9,09 gubsliss
(RAM) Lwes 15 eselolse Jes bus.sze odssuo pe wpdso 9,09 REST API.

- Sew 1o s89p Ideuwoue) voubgsd 1luesl, 622 (Is |ussl, Izse).

- O edlps Iowsse "lesble podrps” IUElLos Lesh vor IJoede Bs IUsuosd: sew
CpdSu p28) pEJIRIC IJodsd.

e luolds Boles Ids wor IJoede wldsuosd Bl Jp odu 092936 wldded.

Bl Yoo s T o@se lzojé pdlzlbs SHA-256 Lluile pdlzble slesle "oy 31,6
Firepower". B 8§p Llouile wed g0 pep9es wilez Jobsd o 1de, Iy elb) @sles pdle IJo,lez
IJuobié 9ywl Lusluws IJedd Ldless sless Iy 1de,) B wog IJozde wldsuesd.

Bl o ouss pdleble IPv4 g IPV6 9 URL g |uwpe I ezld Jlouile Tesle 1Jlouold

Slowetoble lelo B8p wopdso wuwzsd pedsele IJlouold 93dle IJlply Bs wog
IJezde O 1Jsuosd.



IJpdoule IJpyuwagspd
ouvows Idpedspele 1Jgl)o WBs 03l Idpuwews s luesble Idwlez Ieldso:

- 1Jzol; Idbloys JJ>le Los wosss FirePOWER (FTD) oo Cisco 1Jss suvgd 1Jluosly
6.2.2.81
- Firepower Management Center Virtual (vFMC) IJ3s suived IJluesl) 6.2.2.81

J|a]oo e qu.ulc IJPE_JB‘OIU |J3|_).)O k_9..s o3l IJPL}‘UUU) p-18) |\_J|E_O_)O Idpﬁa)o k_9g5 UgSq.SO
p&pJ..So aluoo u.)lu apsg_ IJIao_,o UpL}uUa),oo ds o.)l IJPU,UUU.) uudg..su ppwja
|r°.)

peJ9plo Il yuss

2>S) luwogublo IJwosss (TID) pu Cisco o9 uble $99p voubgsd IUpgdyple IUluwetobloss
JJdoosssle. 9syweodd IJuble IUpgdsple IUluweobloss s IUpozlogws o ldoosssle
IJuuqulusé Jbywe ¢ IJU 35bugol 3..suuu_, IJ,oE_Jg,olu Jlgwogobsd eds odusdoesle

ould &Jles puobdzle 23836 IJpdle: Sldpdinlo: 9 Idgghe. IUSleJ JJpedlzbs 09 pogs)
OYb. spJdy o sJou eds uwwosd Idpeld URL I9 ecld 9 eusly IP ls SHA256. IJrogouIU
PUPUIES pu 9> pdlbd. 0uld L9glu pu ldpduile. STess IJedui IJoumsh eds pdui 912>
d@b -.SP'JU ro.J|abuo L9..$ alJo |Jro_9uJJJ|u |.J|08L9)o‘ ould P_9uU)|u |_9 |\Ju) §pdu p.J|E_JDqu|
o rOJ_9J I.J.__,gglg,lo Uo..; STw a]'o)ol l9 ol 9ol gJs 9236 I.,Joad,o gé@ I>1,6 IJosdd (FMC).
Sbo, ldghoe.

Simple Indicator Complex indicator, two operators
Observable A Observable A Observable B Observable C
OR
AND
Jsd sgpd?

Jel 09 p9oe S 1Uuo9s6: gds 9226 IJoede Os bLd IJosIdd (FMC) seeso edsd odssu
el pu IJpdlu Is orgo Os wuisd pedsele Idoerss Idluvegobloss puo. Sp ©@9p
9220 bho lJlooldle 1Jess)ldss wadg odo Idpedyple (Izojo ol §wo) IUs Izojo IUluwevel.
gwpl coblod 2)Js 1Jpig) pe Idpdlzhblo: oo, IJzobe WO 9lzed puweigsp FMC (GUI).



2. Publish

2 FINANCIAL |5 observablesto
SERVICES = Sensors
s STIX NGFW / NGIPS
THREATO “MWXNM Block Monitor
InfobloX e,
@1V © eclecticiq t |
. 3. Detectand alert to
1. Ingest third-party create incidents
Cyber Threat

Intelligence indicators

ould gulyuly prsroly:
1o pesh STIX (Jegws Uluwetublos aobs g0 1eesssle) o9 pesh Joulsd
Sluwegsle pedsple IUluwoigoble o ldwosssle. ould edlws gulyo) 9SS HisSwSo:

IJpsuinle sldouinle 1Jpdesbs. sldeshbe
- TAXII (Trusted Automated Change of Indicator Information) os IJs6 w§d Jegd9ple lJeo0ss>

IJodssu
in order to Icpw Idogudsd I@3e weso Ilgool) 03l Guwe:

lLuwe IJotbsbs JJubods

Internet )

)

192.168.16.2/24 Firepower Threat Defense (FTD)

IJodosu

IJgbss 1. Jodssu TID: sz edsd lJloedld [Js edles IJowssy Intelligence. Jol o9 09 02



Overview Analysis Policies Devices Objects = AMP EGICIIEELLES

Incidents Sources Elements Settings

Sources
Q
+ Name * Type
uuzst‘rﬂhuse_l:h STIX
guest.CyberCrime_Tracker eToe
user_AlienVault STIX
test_flat_file 1Pv4 Flat File

4 Delivery

TAXIL

TAXIL

TAXID

Upload

&3 Block -

Publish

¥ Last Updated

3 hours ago | Pause Updates

3 hours ago | Pause Updates

4 hours ago | Pause Updates

3 days ago

»  System Help v

' 4 sources
Status

Completed with Errors
@& Completed
Completed with Errors

& completed

mzadio v

pdleos: 10elJs "edopd pe leble” pugdes B 2lds leosle e925 95w eds eoluoy paldws
ES) pIEIPO.

IJglb9o 2. eJsd |olds puoly) Jdwossslo. ould edle by§ Jluolds puols):

< TAXI - g0 lugwegsle o3l 1Jgsh: spdoud ©dasy Ebp swp VS0 wiisu pedyple IJeods>

couuwsyd STIX



Add Source @ X

DELIVERY prvdil URL Upload

URL* | http://hailataxii.com:80/taxii-discovery-service
SSL Settings v

USERNAME | guest

PASSWORD  essss

A\ Credentials will be sent using an unsecured HTTP connection
FEEDS” *x  guest.CyberCrime_Tracker b4

Note: A separate source will be added for each feed selected. The
name will default to the name of the feed and can be edited later.

ACTION Monitor
UPDATE EVERY (MINUTES) 1440 |:| Never Update
ITL (DAYS) 90

puBLIsH @)

pdlzbé: 1Ulz)le 1Ugess IUpolz 09 2ol e, uo. Jl spdud odysu lple e,y Jdoossle

-« URL - spJdud odosu boolb wgbp peds HTTPHTTPS 2o $9es wosss STX g pJud
puvbe.




Add Source

DELIVERY

TYPE

URL*

NAME™

DESCRIPTION

ACTION
UPDATE EVERY (MINUTES)
TTL (DAYS)

PUBLISH

@ X

TAXII URL Upload
STIX -
SS b,
Monitor
1440 L] Never Updat
a0
o)

Save Cancel

+ pdd puwbz - spdud Szesd pdd Louuwsd Xt asze Crass press IJedd. sy o
S2w9s Idedo eds beld pross sles JIJ ywb.




Add Source @ X

DELIVERY  TAXII URL Upload

TYPE Flat File o CONTENT | SHA-256 -
R SHA-256 )
FILE* |
: Domain :
I i roj
I URL I
| |
: IPv4 \
k -------------------- V 1
IPv6
NAME*
Email To
DESCRIPTION Email From .
ACTION €3 Block -

ITL (DAYS) 90

PuBLISH @ )

pdlelos: L v dJ I8l oS Se v 2oSE Ieuolay 503l Sgus Tuol wade I Tzos6
Jlgwogugh. 93 ouwegr g odo ldgpdss pl suod lJs 20 59596 19 [Jw,.

IJg96 3. wew gdled lJowsse 1Updui spdud cldss el 3l oo 1Jpdginle @ op wujsdel
eds Eluoss pu ldpuol) Idos we wdysuol:



Overview Analy:

IJgogs 4. w0 o w89p CUTISd
olJluolws |Js 5._J-3J‘ Sedud Iy o9y Bl pl oo oy vuuye gds dpuwoung) 19 Bl oo ojysd
s lple (B 21Js 929> pouiy wuwsh).

Intelligence

Incidents Sources Elements Settings
Indicators
* Lost Updated - Q

Type # Name

o) Feodo Trarlm.r-: | This 1P address has been identified as malicio
Py Feodo Tracker: | T 1P address has been identified as malicio...
ke Zeus Tracker (online) | h(i.l.-‘yawn'.l:.!(idyl|i:,-‘|i:le.|ahp (201,
Complex Zeus Tracker (offline) | IJIJ.I.lp.rIJ.I’UIULIdULUrII'\:_I.i!J (2017-08-..
o ZeuS Tracker (offline) | masoic.com.ng/images/bra/config.jp..
Pva Feodo Tracker: | This Il'. address has been identified as malicio
i Feodo Trac kr’.r: | This TP address has been identified as ||.|g|ln 0.
Complex ZeuS Tracker (offline) | lisovioxcom.418.com l.nj.f clock/cidph.
1Pva Feodo Tracker: | Thi ll’. address has been identified as maliclo...
1Bva Feodo Tracker: | This IP address has been identified as malicio..
1Pva Feodo Tracker: | This 1P address has been identified as malicio
1Pvd Feodo Tracke This IP address has been identified as malicio...

% Source.

sst. Abuse_ch

guest.Abuse_ch

quest.Abuse_ch

guest.Abuse_ch

guest.Abuse_ch

Incidents  Action

© Monitor

© Mo

© Monitor

& Monitor

© Mor

€ Monitor

© Monitor

© Monitor

]
H

&
¥ Last Updated

Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT
Sep 13, 2017 10:50 AM EDT

Sep 13, 2017 10:50 AM EDT

111 Indicators
Status

@ completed
@ completed

Completed with Errors
& completed
A\ Completed with Errors
@ completed

& Completed

\ Completed with Errors

& comple

@ completed

@ completed

@ completed

luwe pduin ol spdud lu wus cluosd 19y, guo.

Jpol 09 p9 o2 B [Juo9,8 SOp U pIUL) PEWYS pE pdlzlbsy pouodsy woluwls IJpuugd

OR:




@ X

Indicator Details

NAME

ZeusS Tracker (offline)| 13d.pp.ru/global/config.jp
(2017-08-16) | This domain has been identified as malicious
by zeustracker.abuse.ch

DESCRIPTION

SOURCE

guest.Abuse_ch

EXPIRES Nov 27, 2017 7:16 PM CET

ACTION € Monitor

pusLisH @)
iH.IJI[..-’\.]U!I PATTERN
DOMAIN
13d.pp.ru
OR

13d.pp.ru/global/config.jp/

Download STIX m

Indicator Details

MNAME
Feodo Tracker: | This IP address has been identified as
malicious by feodotracker.abuse.ch

DESCRIPTION

tailed

SOURCE guest.Abuse_ch

EXPIRES Nov 27, 2017 7:16 PM CET
ACTION O Monitor -

puBLisH @ )

INDICATOR PATTERN

ION! !Read-URL-

® X

Download STIX

IJgb9s 5. luwdd lJs edlps IJowsse Observables zse spdod IJews) eds gulsso URL
seulssy IP sldubl$§le 9 SHA256 1Jpopué O Idpdinle. spdud o ol s po IJpuilosle

<)Sd Iu u)&.9&0| L_LS |CO_)O IJIwquIJ Sudﬁp uu-udJ |CU\S|_);S qu_gS.,S_) L_JIE)'C L_JCIUD uOI l._9..5
e 9> IUlesyr $92 5 losuo pdldis Jesh IJoubilese 1Jogi.

Overview Analysis Policies Devices Objects = AMP BOUSILTERTI

Incidents Sources Elements Settings
Observables

Q,
% Type Value
1Pva 1
1Pv4 1
Domain eite.asia 1
URL eite.asia/yaweh/cidphp/ file.php/ 1
Domain 13d.pp.ru 1
URL 13d.pp.rufglobal/ confia.jp/
URL masoic.com.ng/images/ bro/ config.jpg/ 1
Domain masolc.com.ng 1
1Pva
e 1
Domain lisovfoxcom.418.comL.ru
URL lisovfoxcom.418.comL.ru/ dock/cidphp/file.php/ 1

Help »

C" 142 Observables

© Monitor - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
© Monitor + - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
@ Monitor - [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
© monitor » -« Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
© Monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
0 Maonitar - [ Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
© monitor « - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
© Monitar + - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
© Monitor - [ & Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
© monitor - - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST
© Monitor - Sep 13, 2017 10:50 AM EDT Dec 12, 2017 5:50 AM EST
© Monitor - [ § Sep 13, 2017 10:50 AM EDT Dec 12, 2017 9:50 AM EST

sl
CISCO




IJg 96 6. lucdd [Us edles IJowssy IJeoluoy JJoedd pu Blises IUizojs Idos we cedso
TID Col.

Overview Analysis Policies Davices Objects LUEE Intelligence ] System  Help v  admin v

Incidents Sources Elements Settings

1 Element
Name Element Type Registered On Access Control Policy
@ Fro_o22 Cisco Firepower Threat Defense for VMWare Sep 5, 2017 4:00 PM EDT acp_palicy

12096 7 (I2eshess). lowdd lds edles IJowsse "lesble” 9235 1)) "ls 819 pdde” Jlsdlod
>9¢ IJpsuinle 1Js lzojo IUluwe el 8> ouvegyd 030 IUgpdsd ol suod IJs 20 > 8s96.

Overview Analysis Policies Devices Objects | AMP RO ELT Deploy System  Help v admin v

Incidents Sources Elements Settings

TID Detection

@ The system is currently publishing TID observables to elements. Click Pause to stop publishing and purge TID
observables stored on your elements.

Pause

IJoedd pu lJuoes

IJbys86 1. Jdozdd pu el 131 Ble TID woouwss lple gds oo 1Jp9) sdied oo dld 1Js
edlpd IJowsse "ldgsbe".

Overview Analysis Policies Devices Objects = AMP ROVGIENTLS D) , System Help v admin »

Incidents Sources Elements Settings

* Last Updated . - Q C‘ 89 Incidents
¥ Last Updated ¢ Incident 1D # Indicator Name Type # Action Taken # Status
2 days ago @ 1r-20170912-6 1Py @ Blocked New [w]
2 days ago @ 1p-20170912-5 1Pv4 € Blocked New [u]
7 days ago ) sHA-20170907-81 2922f0bb1acfac22 1bscecd SA6d10ee9cf 1211745560 30494122 350¢ SHA-256 € Blocked New [u]
7 days ago @ SHA-20170907-80 2923 ee9cf12117f25560304f04122350¢..  SHA-256 © slocked New o
7 days ago @ sHA-20170907-79 29220bb1acic22 1bbeeca5d6d10eedci1 21 17/a556c304194122350¢..  SHA-256 € Blocked New [w]
7 days ago © sHA-20170907-78 2922f0bb1acc2 21 b6ceca5dad10 f94122350¢.. SHA-256 €3 Blocked New o
7 days ago @ SHA-20170907-77 292 221k SHA-256 ) Blocked New 5]

IJo,s86 2. spdu Ide s, eds 1deabe Lopw edles Idowssy "l luvegoble IJiely” oew
gJlp6 TID.



Overview WUENSER Policies Devices Objects = AMP Intelligence Deploy % System Help v admin v

Context Explorer Connections * Security Intelligence Events Intrusions * Files v Hosts ¥ Users » Vulnerabilities ¥ Correlation ¥ Custom ¥ Lookup * Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

Security Intelligence Events

e T
Security Intefigence with Application Details » Table View of Security Inteligence Events Il 2017-09-17 11:59:53 - 2017-09-17 13:04:34 2

Expanding

No Search Constraints (Edit Search)
Jump to.. ¥

[] = kit Packet Last  Action Reason  InitiaterIP  Initiator Responder IP Besponder  Secunty Intefigence  Ingress Egress Source Port /  Destination Port |
- Pagket Country Country  Category Security Zone  Security Zone ICMPType  ICMP Code

: [ 2017-09-17 13:01:14 Allow DNS Manitor 192,168,162 - NLD TID Domain Name Monizor 57438/ udp 53 (domain) / udp
13 L:' 2017-09-17 13:01:11 Allow DNS Monitor 192.168.16.2 = NLD TID Domain Name Monitor 63873 / udp 53 (domain} / udp
# [ 2017:09-17 13:01:11 Bliow DNS Monitor 192.168.16.2 = NLD I Domain Name Manitor 60813 / udp 53 (domain) / udp|
3 [ 2017-09-17 13:00:11 Allow  DNS Monitor 192.168.16.2 = NLD TID Domain Name Manitor 53451 / udo 53 (domain) / udp|
B[] 2017-09-17 13:00:15 Back [P Block 192,168,162 e . usa TID IPv4 Block 51974/ tep
$ [] 2017-09-1712:59:54 Block IE.Block 192.168.16.2 <] =5 usa TID IPvd Block 21972/ wp £0 (hup) / tcp
3 2017-09-17 12:59:33 Block  IPBlock 192.168.16.2 e i UsA TID IPv4 Block 51970/ tcp 80 (http) / tcp

Page, 1 ofi Displaying rows 1=7 of 7 rows

View Delate

View All Delete All

pdlelbs: oode ywed wgiso TID pdssu ghbee.

IJb)s 86 3. spdud oldss ol bl dloe IJpuol) Idos wp odasvel (092 98w) £92936 £Js 9236
IJogde Vs bho IJJ9gs IJIU»qu§§ (FMC) 9pwouig) pl. JJBsle w3JY: spdod IUloe$ld
lJs 030 IJpslge eds 9lzgos b, 191, (CLI):

Ivar/sf/siurl_download/

Ivar/sf/sidns_download/

Ivar/sf/iprep_download/

ould sJsd 238> we luubloe Jpsz) 9sw SHA256: /var/sf/sifile_download!.

root @t d622: /var/sf/sifile_download# |s -|
total 32

STWTr--T--
STWTr--T--

1 root root 166 Sep 14 07:13 8ba2b2c4-9275-11e7-8368-f 6cc0e401935. | f
1 root root 38 Sep 14 07: 13 8bad40804-9275-11e7-8368-f 6cc0e401935. | f
-rwr--r-- 1 root root 16 Sep 14 07:13 | PRVersion. dat

-rwrwr-- 1 root root 1970 Sep 14 07:13 dmfilel. acl

Srwrwr-- 1 oww w167 Sep 14 07:13 file.rules

drwxr-xr-x 2 ww ww 4096 Sep 4 16:13 health

drwxr-xr-x 2 ww ww 4096 Sep 7 22:06 peers

drwxr-xr-x 2 ww ww 4096 Sep 14 07:13 tnp

root @t d622:/var/sf/sifile_downl oad# cat 8ba2b2c4-9275-11e7-8368-£f6cc0e401935.1f
#Ci sco TID feed: TID SHA- 256 Bl ock: 1

7a00ef 4b801b2b2acd09b5f ¢72d7¢c79d20094ded6360f b936bf 2c65alf f 16907

2922f Obblacf 9c221b6cec45d6d10ee9cf 12117f a556¢c304f 94122350c2bchdc

pdlzbé: Jl swp wpdso TID |Jl eds ublp IJobgsd IJgldpes eJs FMC

pdlzbs: Bl Juo oo sosS TID B o9 1L FirePOWER IJugivl O wdssy glds
lJegled, (Izojo FMC 1Jel>s6) Wlo IJoble Jl 8890 wpeilpus wdysule TID goslole TID
IJs oY) by FirePOWER Ws 9 0¢ IJlgwegsls.



lweduuldd IJigble gl oJlzol

ould gpdss gldss IJpuwess ouwpes TID. gogwps 030 IUgpdss eds odle gpdsle: p9uéy:
RabbitMQ. REDIS. JJcz88 pu wubesd IJgpdsle weldJs PMTOOL | GREP
'RabbitMQ\|mongo\|redis\|tid' | GREP - | 0,.

root @nc622: / Vol une/ hone/ adni n# pmtool status | grep 'RabbitMQ\|mongo\|redis\|tid' | grep " - "
Rabbi t MQ (normal ) - Running 4221

nongo (systen) - Running 4364

redis (system - Running 4365

tid (normal) - Running 5128

root @ nt622: / Vol une/ hone/ adni n#

JJoedd Bs 1dsde IJeds po Ulle 1d5s sop logbor spdud oudss le) oowg sgp
IJoble Iy 251 IJzelss-lJpzyd-debug ls oble IUsge.

> gystem support firewall-engine-debug

Pl ease specify an | P protocol:

Pl ease specify a client |IP address: 192.168.16.2
Pl ease specify a client port:

Pl ease specify a server |P address:

Pl ease specify a server port:

Monitoring firewall engi ne debug nmessages

192. 168. 16. 2-59122 > 129.21.1.40-80 6 AS 1 | 1 URL SI: ShmDBLookupURL("http://www.example.com/")
returned 1

192. 168. 16. 2-59122 > 129.21.1.40-80 6 AS 1 | 1 URL SI: Matched rule order 19, Id 19, si list id
1074790455, action 4
192. 168. 16. 2-59122 > 129.21.1.40-80 6 AS 1 | 1 deny action

ould lewpldly pu zse lUgpd:

. URL SI: [, 1J3lg8 1dpe bl 19: 1perd 19, pg 0 1 §lsps SI 1074790455, 1l ke 4 - o
ey ds 1dpss,

. URL SI: [0, 1J3lg Idpeblud 20. 1Jperad 20, pg b 1Jlisps SI 1074790456, 1JJ,le 6 - < o
PlB8w6 296 )9, Idoslule.
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wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
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