odosu gdlple IJE 96 o wse IJgveble gds
os29Jlc. MDS 9000 Switches

lJpzosslo

| 9300

pEJ9ole I wl_w.sé
lJpo b ol IJlowl_wsé

IJeobdoule

lJodasy

| J2lbgo 1

louble 59z p8losz RSA

|J2lb9o 2
louble o986 &, 96 CA 9)ub 9z pdlesz RSA o TrustPoint

NX-OS 8.4(1x) 9l §_Jo

NX-0S 8. 4(1) gl Jl_oslle Uiz

lJp 9500

SueW o3l IJpwows gbsle IJodssy Jodssy TrustPoint gldvoble Ws pzodle MDS.

peJ9plo lul st

S99, 50 IJooss IJIwluss JdpBelz IJgle (PKI) 9 ulisd JpzoJle pzeses Cisco Multilayer
Director Switch (MDS) 9000 JJz09J eJs IJuieble 10s8ess sluvegsleol JUlouoldle 1lews
B IJubods. $98) 580 PKI Blodess 1dbLs 98ludess Idebss), Jielo IP (IPsec) soulsd pbcle
IUlocsoe (IKE) 9lddyins IUTews (SSH).

IJpobdule IUIguluss

Stw wd9su luwe ldpuosd sluue peld IP Jdpzsd 13l Je sop odssuopl ldded.

switch# configuration terminal



switch(config)# switchname <switchName>
SwitchName (config)# ip domain-name example.com

pdlebi: ogss) luvp puosd IP 9 luwe peld IP wes louble IJuolss spdo o sulbd IJuiolss.

Bop £33 3Jsd pu IJIJple IJluuluss 3lo 1JuoJdé

TrustPoint: Jlisu wp wdgsuo peds! szess eJs pedsele 29d poze pued8 ©@86 (CA) wpl Vs
3JY joz pSlose RSA Idpzds: 9uiolss (Juolle) CA 1Jgles: 9 bol>s 1Jegss IJes we luoslyol
JJpzod woluwbs CA. spdu wdysu 1Uexss pu ullb 1o $sé Jouvesd uvoble 0956 1Jpzed
U €36 CAs. Spdu wuods) pedyple 1Jogso IJleds Bs u@bo & 96 |Js pdd vouuwsd
PKCS12 IJ@squs IJ,oa,os u-J.J,oo £19)- 9SpeJu IL)AJUgSJl)Ol JlaLgI IJs U-.Quu IJP@J (&-Jd
PKCS12 oL 9T rOL9|u..§a RSA. _9u,uo|>o |Jo_9.,§o._9uuo|>o CA (I IJwdwJs).

wwolxs Idpyee IUpuos8 (CA): 030 os IUubol>é Uus wuodyol IJgwdbs Upuz»do Ospl SweJ9
uuk_9u.u0| 9> 5J3u ould pyze puod8 (CA)sSIRJs |9 ulue WO IJlgsl. 909 o030 1Jzlds: spdu
i Suvsy 3JY Isuol IJs Iduwolss [Jglps CA Iy uslos |9 lJolegs.

lJeolze 1dpo396 (CAS): UlaoJo lJos ws) Jo.Julu IJwoble CISN-2S uvoble 1Jogss |Js
!J;SIUlu rOu.J IJPg)DLS'~9k5U |_9 ICOJO |.Juuud0 |_9 |JPL}UUC)P;SU _9u_9k9) o0do |.J_9€)|u |)|JO rOJvJ)gso
JJpdlose Joso IJdslule.

392 pSlosz RSA: sop lugulge wluwegsle CLI Ws 1dpzsd 950w b o the trustPoint. JJJ
08bs 09898 wol wp wdssuel eds 1Uepzsd: Sew edsd luuble j9z pdlosz RSA W,85 9,0 bo
wuldbs lJloold.

bde wadse Iduwols (CSR) o3l bdw swpe loublge pu Idezsd shuwlde IJs CA Jswpe wadseo.
pdlod CSR o3l syuwd 1Jpsze 1Jpues 8 uvolsé 1Jo9ss o6 12)s.

gwol>8 [Jogsé: 030 os Idwolrs s swpe u3j580|3|uo>ljo| oU éuJ lJesze 1Jpuer8 JJpead
lJ3s swpe lugvle CSR puo. wpzyd huwld CSR IJs CA: s98, CA |3 lJen99J ,Juol.)o lJo9sd g0

byss IJUJ5> UUJU_,sus 13 pU edld puwos, oo IS JJUD& Juol>é 0956 s TrustPoint

lJeobdulo

IJesze Idpuoa 1S, -

woble 1desze 1dpuosd IJSses (Bl dlue yuoble 1Jogsé p98es pu Idesze IJpuo8 1S eS)
WO oo IJzldsc sdjp lsuol luolws Guoble 1Jp)ze dpuesd 1Jd,es Vs 1Upzod.

uwolxd 1Jogsé
lJodoso
1Jg 19 1

loble 92 pdlosz RSA



switchName# configure terminal
switchName (config)# crypto key generate rsa label <rsaKeyPairName> exportable modulus xXxx

(1JGse IJopbess IJuoldzs o (11l owss) 512 9 768 9 1024 9 1536 9 2048 9 4096)
IJélogé 2
logble 0 dlbé &6 CA 9 b j9z pdlose RSA o TrustPoint

sop luwogsle FADN Jdpzsd Joupss ool 8ol oss gws weass Jl yuse loule Jogile
Jse ldesluse.

switchName (config)# crypto ca trustpoint <trustpointName>
switchName (config-trustpoint)# enroll terminal
switchName (config-trustpoint)# rsakeypair <rsaKeyPairName>

IJ¢lbgd 3
el 96 pyze Jvolé u9bé v 9o

Bl de sYu Idpyze 1dpuo>9 09 CA 1Jpsde Slosl Wszw beld IJ8lsps ]JeJIroJé Juveble 1Je,ze
lJpuo38 1Jgluos wzese Idgvoble ldpeuo396 WS ywduwdo IJduvoble leule glbgs puolb g0 CA.
9030 wywpes ywduwds Uoble ldpsze Ideuoss pu ldesze 1deuesd Idehs puobdoe. 1Ues
IJlduos Jess Idyvoble Ws yuduwds Jiolsle CA o9 10.

g pl sYgy ould g3, CA

switchName# configure terminal
switchName (config)# crypto ca authenticate <trustpointName>

input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIDmjCCAOKgAWIBAgIGAVTGVPXRMAOGCSgGSIb3DQEBCWUAMFO0xXCZzAJBgNVBAYT
AKFVMSUwIwWYDVQQKDBxDaXNjbyBTeXNOZW1zIE1luYy4gQXVzdHIThbG1hMRIWEAYD
VQQLDA1DaXNjbyBUQUMxEzZARBgNVBAMMCk5pa29sYXkgQOEwWHhcNMTYWNTESMDIw
MTAXWhcNM] YWNTIwMDIWMTEOW] BAMQswCQYDVQQGEWIBVTEIMCMGALIUECgwcQ21z
Y28gU31zdGVtcyBIbmMUIEF1c3RyYWxpYTESMBAGAIUECWwIQ21zY28gVEFDMRMwW
EQYDVQQDDAPpOaWt vbGF5IENBMIIBI jANBgkghkiGO9w0OBAQEFAAOCAQS8AMIIBCOKC
AQEAM60NnXi3JREIe2NpQ53CDBCUTN8cHGU67XSyagL7M1YBhH032QaVrT3b98KcW
55U0gQW15kANThNTIQ+f0£80]j9A5UbwcQwIXQUHGKDZVvJIULFidM37tGF90ZVLIs7
sMxsnVSPIe05w71B9Zuvgh3b7QEAdW0ODMevNwhuYgaZ0TWrkRROS0oG+6160DWVZ T
GX0I7MCpLE8JevHZmwfutkQcbVliozcu9sueemvL3v/nEmKP+GlxboRIEQFhXQeyy
/agkhr707 /pPHIbvTSuf09VgVRi5¢c03u7R1XccO0taNzZxSENWovyy/EXKEYjbWaFr7
u+Npt5/6H3XNQKI0PCSuoOdWPwIDAQABO2AWX JAfBgNVHSMEGDAWGBSE /ugXmc fx
DeH/OVLB6G3ARtAVYZAJABgNVHQ4EFgQUNhP7gl5nH8Q3h/z1SwehtwEbQL2MwDgYD
VROPAQH/BAQDAgGGMAWGA1UJEWQFMAMBA £ 8wDQYJK0oZ IThvcNAQELBQADggEBAHIT
a89CFrIUIGGQFg6L2CrYmuOEObv69UnuodvzG/gEy4GwiWUNKkUCNUS8wNEx3RAgJI8R
KHUbeQYOHjGRaThY8z7Qx8ugA6pDEiwf /BMKPNBPKfhMEGL2IKk02uRThXruA82Wi
OdLYOE3+£fx0KULVKS5Vv09Iu5sGXa8tdriDwGWLkfQo2AMLzc+SPAT3udEpG/9BD
nwGOseizb5a/kTAsMircoN2TcgoMBf5LQoA52DI f6MAHA2QZxcnm9ez8igKhzvMGl
O0iopI3jTQ38Y9fgCK8E30wUwCozaY3jT0G3F57BfPCEfBkkdzla/Lw7en991xtBcp
0iptGTDJISt7TruaTvDs=

END OF INPUT ---> press Enter



gwspl SI9u ould Lol Lo sIgds Is prdsuvsy

Sew w9 Iduvoble Jel 09 p9oe:

switchName# configure terminal
switchName (config)# crypto ca authenticate <trustpointName>

Input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIDmjCCAOKgAWIBAGIGAVTGVPXRMAOGCSOGSIb3DQEBCWUAMFOxCzAJBgNVBAYT
AKFVMSUwIwYDVQQKDBxDaXNjbyBTeXN0ZW1lzIEluYy4gQXVzdHIThbG1hMRIWEAYD
VQQLDA1DaXNjbyBUQUMxEzARBgNVBAMMCk5pa29sYXkgQOEwHhcNMTYWNTESMDIw
MTAXWhcNM] YWNTIwMDIwWMTEOW]BAMQswCQYDVQQGEWJIJBVTEIMCMGA1UECgwcQ21z
Y28gU31zdGVtcyBIbmMUuIEF1c3RyYWxpYTESMBAGAIUECWwIQ21zY28gVEFDMRMwW
EQYDVQQDDApOaWtvbGF5IENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKC
AQEAM60nXi3JREIe2NpQ53CDBCUTN8cHGU67XSyggL7M1YBhH032QaVrT3b98KcW
55U0gQW15kAnThNTIQ+f0£803j9A5UbwcQwIXQuHGkDZvJULJidM37tGF90ZVLIs7
sMxsnVSPIe05w71B9Zuvgh3b7QEAWODMevNwhuYgaZ0TWrkRROSoG+6160DWVZET
GX0I7MCpLE8JevHZmwiutkQcbVlozcu9sueemvL3v/nEmKP+GlxboRIEGFhXQeyy
/akhr707j /pPHIbvTSuf09VgVRi5c03u7R1Xcc0taNZxSENWovyy/EXKEYjbWaFr7
u+Npt5/6H3XNQKJI0PCSuoOdWPwIDAQABO2AWXjAfBgNVHSMEGDAWGBSE /ugXme £x
DeH/OVLB6G3ARtAVYZAdBgNVHQ4AEFgQUhP7gl5nH8Q3h/z1SwehtwEbQL2MwDgYD
VROPAQH/BAQDAgGGMAWGA1UJEWQFMAMBA f 8wDQYJK0ZIThvcNAQELBQADggEBAHIT
a89CFrIUIGGQFg6L2CrYmuOEObv69UnuodvzG/gEy4GwiWUNKUCNUSwNEx3RAgJI8R
KHUbeQYOHJjGRaThY8z7Qx8ugA6pDEiwf /BMKPNBPkfhMEGL2Ik02uRThXruA82Wi
OdLYOE3+fx0KULVKS5Vv09TIu5sGXa8t4driDwGWLkfQo2AMLzc+SPAT3udEpG/ 9BD
nwGOseiz5a/kTAsMircoN2TcqoMBE5LQoAS52DI f6MAHA2QZxcnm9ez8igKhzvMG1l
0iopI3jTQE38Y9fgCK8E30wUwCozaY3jTO0G3F57BfPCEBkkdzla/Lw7en991xtBcp
0iptGTDJISt7TruaTvDs=

MIIC4jCCAOYgAwWIBAgGIQBWDSiay0GZRPSRI1jK0Ze]jANBgkahkiGOwOBAQUFADCE
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRr ZUBJaxXNjby5jb20xCzATBgNVBAYTAkKLO
MRIWEAYDVQQIEwlLYXJuYXRha2ExEjAQBgNVBAcCTCUJThbmdhbG9yZTEOMAWGA1UE
ChMFQ21zY28xEzARBgNVBASTCmM51dHNOb3JThZ2UXEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjUIMTdaMIGQMSAwWHgYJKoZ IhveN
AQKkBFhFhbWFuZGt1QGNpc2NvLMNVvbTELMAKGA1UEBhMCSU4XEjAQBgNVBAGTCUth
cm5hdGFrYTESMBAGA1UEBxXMIQmMFuZ2Fsb3J1MQ4wDAYDVQQKEWVDaXNjbzETMBEG
A1UECXMKbmV0Oc3RvcmFNZTESMBAGA1UEAXMIQXBhcm5hIENBMFwwDQYJKoZIThveN
AQEBBQADSWAWSAJIBAMW/ 7b3+DXJPANBsIHHZz 1uNccNM8 7ypy ZzwuoSNZXOMpeRXXT
OzyBAgiXT2ASFuUOWQ1iDM8r0/41jf8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCACYwDwYDVROTAQH/BAUWAWEBR / zZAABgNVHQ4 EFgQUJyYj yRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO £BGQwYjAuoCygKoYoaHR0cDovL3NzZS0wOCIDZXIORWSyb2xs
LOFwYXJuYSUyYMENBLMNybDAwoC6gLIYgZmlsZTovL1xcc3N1LTA4XEN]1cnRFbondv
bGxcQXBhcm5hITIwQOEUY3JsMBAGCSsGAQQBg]j cVAQQDAGEAMAOGCSGSIb3DQER
BQUAAOEAHV6UQ+8NnE399Tww+KaGr0gONIJagNgLhOAFcTOrEyuyt /WYGPzksF9Ea
NBG7EQ00N66zex0EOEfG1Vs6mXpl/ /w==

END OF INPUT ---> press Enter

02 IJJ9u LG > sop uuwi 03l pu Jiolss CA (Vg Bs ks pei vueILP) Sdusdo Eud
bJool B 9lzos yulb, 1Jigle, (CLI JJpzoJ.

wue IUJse Uiz, > szw el o3l Jlwole Ie,gsue.

S8 ls glol B 1Juwol>é 1Js 229 o3l

failed to load or parse certificate
could not perform CA authentication



Bl 2lade 1deuolb 36 po Livolss prze puodd SHES 290 lupls Luolss Ideze IJpuedd 1Jz3)
lJos wveouod gdsol

incomplete chain (no selfsigned or intermediate cert)
could not perform CA authentication

Bl JJ yvse gds pl Solp

Fingerprint(s): SHAl Fingerprint=E1:37:5F:23:FA:82:0C:63:40:9C:AD:C7:7A:83:C9:6A:EA:54:9A:7A
Do you accept this certificate? [yes/no]:yes

IJgloss 4
logble bdulo o9dse IJguol>é

NX-OS 8.4(1x) 9l SoJo

switchName# configure terminal

switchName (config)# crytpo ca enroll <trustpointName>

Create the certificate request.. Create a challenge password. You need to verbally provide this
password to the CA Administrator in order to revoke your certificate. For security reasons your
password not be saved in the configuration. Please make a note of it. Password: abcdefl234 -----
>(Keep a note of this password that you are entering) The subject name in the certificate be the
name of the switch. Include the switch serial number in the subject name? [yes/no]: no Include
an IP address in the subject name [yes/no]: yes ip address: 192.168.x.x The certificate request
be displayed... ----- BEGIN CERTIFICATE REQUEST-----
MIIBgzCCARQCAQAWHDEaMBgGA1UEAXMRVMVNYXMEMS5jaXNiby5jb20wgz8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJAOGBAL8Y1UAJ2NC7jUJ1DVasSMgNIgd2kt8r141KY
0JC6ManNy4gxk8VeMXZSiLJ4JgTzKWAXbLDKkTTysnjuCXGvjb+wj0hEhv/y51T9y
P2NJJ8orngShrvFzgC7ysN/PyMwKcgzhbVpj+rargZvHtGI91XTgdWoVkSCzXv8S
VayHOVEVAgMBAAGYTzAVBgkghkiGI9w0BCQcxCBMGbmJI2MTIzMDYGCSgGSIb3DQET
DJjEpMCcwJQYDVRORAQH/BBSWGYIRVMVNYXMEMS5jaXNjby5jb2 2HBKwWWH6 IwDQYJ
KoZIhvcNAQEEBQADgYEAKT60KER6Q08n]j0sDXZVHSEJZh6K6JtDz3Gkd99G1FWgt
PEtrNcWUE/pwbHayfQ1l2T3ecgNwel2d15133YBF2bktExiI6U188nTOjglXMjjas8
8a23bNDpNsM8rklwA6hWkrVL8NUZEFIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0= ----- END CERTIFICATE REQUEST---

Jlsop edb JJps p)9) 1dozss pe IJodsse. Ips 1,9, 030 plbdows s 2lds Lo,9,6 lwlold
Idgolss: J3Jd sew o woddy ddes e, eso.

pdlebs: Jl ogwese 1Jeyd '8 Jddes 1de)9) [JEluos wd. 909 souwow Os Suvd pdoyp
IJew99Jsé IJlzepless JJuiJle.

ouuwe 03l 1doose py

ledb o3l ghz Idedule. Sew lehs wozso o3l IJs IJpze IJpuoss 1dzs 19 IUpaze 1dpues8
IJ,es (Isopl subs)) evu 1densy IIJIe,sus 19 bysds 1)s. soze Idesze 1dpuodd uiolss
09S6 £IIES-



NX-0S 8. 4(1) slJluesble Iigse.

Jluodle Jee,d wuoese IJigble oo Cisco CSCv043832, wp wiss) pbldule IJouvesd Bds
NX-OS 8.4(1).

b dJ 10u,lgos Y90 luwe 1Jpsose 09 wdwo luwe 1Jpzsd.
Jol cose pbldole ldoguesd luve p90298 wo5d 9289J DN pogass.

pdlebs: s5pdu 1o s8wd 28 DNIUSS e pbolduso uhdle Jipcds s yuduwds wlumaesle
bl IJlz;08 o3l gds uvosd Idpeld: w@§9d pbldes 1JelJs DN:

Ibed 1JelJs[1-128]:

olgs s guduwds po 11Js 128 2,8.

switchName# configure terminal

switchName (config)# crypto ca enroll <trustpointName>

Create the certificate request

Create a challenge password. You need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password not be saved in the configuration.
Please make a note of it.

Password:abcdefl1234

The subject name in the certificate is the name of the switch.
Change default subject name? [yes/no]:yes

Enter Subject Name:customSubjectName

Include the switch serial number in the subject name? [yes/no]:yes
The serial number in the certificate is: XXXXXXXXXXX

Include an IP address in the subject name [yes/no]:yes

ip address:192.168.x.x

Include the Alternate Subject Name ? [yes/no]:yes

Enter Alternate Subject Name:AltName

Include DN fields? [yes/no]:yes

Include Country Name ? [yes/no]:yes

Enter Country Code [XX]:US

Include State ? [yes/no]:yes

Enter State[1-128]:NC

Include Locality ? [yes/no]:yes

Enter Locality[1-128]:RTP

Include the Organization? [yes/no]:yes

Enter Organization[1l-64]:TAC

Include Organizational Unit ? [yes/no]:yes

Enter Organizational Unit[1-64]:sanTeamn

The certificate request is displayed...

MIIDEjCCAfoCAQAWbzELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkKS5DMQwwCgYDVQQH
DANSVFAXDDAKBgNVBAOMA1RBQZEQMA4GA1UECWWHC2FUuVGVhbTE1IMCMGA1UEAWWC
Rj IOMSO0xNS0xMC05MTQ4VC0yLmNpc2NvLMNvbTCCASIWDQYJKoZ IhveNAQEBBQAD
ggEPADCCAQoCggEBAJIxGBpaX7j1S5rtLfzhttgvevDPeXrt FCwOwr SSshPnJ fzKN
ZFxzqTtyTSZpTUAPpfhd2QEDu+rdz+5RBALF6CcP5YNJeiYwQat t f65QF fxWf fFEuk
BSSvkBwx7y0Bna0fW7rMhDgVF5¢c9C]2gNItwk04Wxx56Guzn/iQGbGQ8AK3YA/mZ
61wl4x8Xj15jHwPrg57HB0IJoVFta0SV7DRsCwguqg7Vg3CxViQSgdlOndop699£fn
TmENVOFHUfZhPF+YgsUakGeTcdpebu524kgdnZzHleiu9mlrs9vrU0d2gG7Ez+Goi
+GFDONrauCQSvREpk7dv718jMk+tYR6U3ETFYYUCAWEAAaBeMBKGCSgGSIb3DQET
BzEMDAphYmNkZWYxMJjMOMEEGCSQGSIb3DQEJDjEOMDIWMHYDVRORAQH/BCYWJIIC
RIIOMSOxXNSOxMCO5MTQ4VCOyLmNpc2NvLMNvbYcEwKgBCjANBgkghkiGOw0OBAQSF
AAQOCAQEACBrh5x0bTI/SOJ7DLm9sf5rfYFad0/1BafKgi2Dp3QPLMIaljydZwz4dg
NAN3j7Igb4vZPVv/KBrJCibdjEJUn/YiGMSTIPFQLys/Qm0fhQmsWeDxDX5xkE+/x


https://cdetsng.cisco.com/webui/#view=CSCvo43832

jZ+/805W/p6fPVAxT6sGDydjhASMcYrlo3grj0iPWloP+BaDpZgLpIloUHQygk8RB
STJbRR48QK1 6pOVwcLPMXWy4w9Yp24hoJ8LI4L110D+urpyeEulIpXywQdOJIShQ3S
LWDEgVQSOhFQ+L7¢c+GGhnrXNXBD37K5hQ2mwr SIgI0FjDOMf zsBDe8bnDgx/H1La
EP0sjBxo5AxmGon3ZEdlj6ivoyCA/A==

1Jgo9é 5
oouse voble 1Joyss

pdlzlbs: 1Jg> IJijuos Jexs guvoble IJog)su IJos spdoud edsswuoel eJs pzod pl 09 16.

switch# configure terminal

switch(config)# crypto ca import <trustpointName> certificate
input (cut & paste) certificate in PEM format: ----- BEGIN CERTIFICATE-----
MIIEADCCA6QgAwIBAgIKCGO00QAAAAAAdDANBgkahkiGIwWOBAQUFADCBkDEGMBAG
CSgGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5ib20xCzAIBgNVBAYTAk1OMRIWEAYD
VQOIEW1LYXJuYXRha2EXE]jAQBgNVBACTCUJThbmdhbG9yZTEOMAWGAIUEChMFQ21z
Y28xEZARBgNVBAsSTCmM51dHNOb3ThZ2UXEjAQBgNVBAMTCUFWYXJUuYSBDQTAeFwOw
NTExXMTIwMzAYNDBaFwOwNjEXMTIwMzEYyNDBaMBwxGJjAYBgNVBAMTEVZ1Z2FzLTEuU
Y21zY28uY29tMIGEMAOGCSgGSIb3DQEBAQUAALGNADCBiQKBgQC/GNVACd]jQu4lC
dQ1WkjKjSICdApLfK5eIJSmMNCQuU]jGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5EQ8rJ47
glxrd2/sI9IRIb/8udU/cj9jSSEtKK56koa7xWYAu8rDfz8jMCnIMAWlaY/g2g4Gb
x7R1ifdV0O6UFgFZEgsl17/Elash9LxLwIDAQABo4ICEZCCAg8wIQYDVRORAQH/BBsw
GYIRVMVNYXMtMS5jaXNjby5jb22HBKWWH6 IWHQYDVROOBBYEFKCLi+2sspWEfgrR
bhimlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6w]j TEVN] skYUBOLFmMxxX0YGW
PIGTMIGQOMSAWHIYJK0OZIhvceNAQKBFhFhbWFuzZGt1QGNpc2NVvLMNVhbTELMAKGA1UE
BhMCSU4xEjAQBgNVBAGTCUthcm5hdGFrYTESMBAGA1UEBXMIQMFUZ2Fsb3J1MQ4w
DAYDVQQKEwWVDaXNjbzETMBEGA1UECXMKbmV0c3RvcmFNZTESMBAGA1UEAXMJIQXBh
cm5hIENBghAFYNKJrLQZ1E9JEiWMrR1 6MGSGA1UJHWRKMGIWLgASoCgGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbCIBcGFybmE1M]jBDQS5 jcmwwMKAUoCYGKmMZpbGU6
Ly9cXHNzZS0wOFxDZXJ0RW5yb2xsXEFwYXJuYSUyMENBLMNYybDCBi1igYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwO18ve3N1LTA4LON1cnRFbnIvbGwvc3N1
LTA4X0FwYXJuYSUYMENBLmMNYdDA9BggrBgEFBQcwAOYxZml sZTovL1xcc3N1LTA4L
XEN1cnRFbndvbGxcc3N1LTA4XO0FwYXJuYSUYMENBLMNYJdDANBgkghkiG9w0OBAQUF
AANBADbGBGsbe7GNLhIxeOTWBNbm24U697ZSuDDcOcUZUUTgrpnTgVpPyejtsyflw E36cIZudWsEXREgxbTk8ycx7V50o= --
---END CERTIFICATE-----
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switch# copy running-config startup-config

IJozdd pu lduogs

switchName# show crypto ca certificates
Trustpoint: <trustpointName>

certificate: ---> Identity Certificate

subject= /CN=CP-SAND-MDS-A.example.com

issuer= /C=GB/0O=England/CN=Utility CAl

serial=16D34BA800004441C69D

notBefore=Nov 15 08:11:47 2021 GMT

notAfter=Nov 14 08:11:47 2023 GMT

SHAl1l Fingerprint=03:E0:73:FE:31:C5:4A:84:C0:77:21:0F:3A:A0:05:29:55:FF:9B:7E
purposes: sslserver sslclient ike



CA certificate 0: ---> CA Certificate of Sub CA

subject= /C=GB/0O=England/CN=Eng Utility CAl

issuer= /C=GB/0O= England/CN=EngRoot CA

serial=616F2990AB000078776000002

notBefore=Aug 14 11:22:48 2012 GMT

notAfter=Aug 14 11:32:48 2022 GMT

SHA1l Fingerprint=DF:41:1D:E7:B7:AD:6F:3G:05:F4:E9:99:B2:9F:9C:80:73:83:1D:B4
purposes: sslserver sslclient ike

CA certificate 1: ---> CA Certificate of Root CA

subject= /C=GB/0=England/CN=Eng Root CA

issuer= /C=GB/0O=Bank of England/CN=Eng Root CA
serial=435218BABA57D57774BFAT7A37A4E54D52

notBefore=Aug 14 10:08:30 2012 GMT

notAfter=Aug 14 10:18:09 2032 GMT

SHAl Fingerprint=E3:F9:85:AC:1F:66:22:7C:G5:36:2D:89:5A:B4:3C:06:0E:2A:DB:13
purposes: sslserver sslclient ike

switchName# show crypto key mypubkey rsa
key label: <rsaKeyPairName>

key size: 2048

exportable: yes

key-pair already generated

switchName# show crypto ca crl <trustpointName>
Trustpoint: <trustpointName>
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