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% pdlzbé: w9 06 Cisco uldpld wydslo NX-OS pu 9236 lJogde lJpzdssd

wedsele ©r9s6 MDS Idpesws - Ylods Jdulboss eds zese
|QJbr06 MDS |l ol uso

op o 18 od Ieebuvlo Josdss ezadle MDS 9000 Series Joplu wziws gudws ot
lises IJulez IJpuwoddso (ISSU). Gud luosh oouse JJ kickstart... oble ... 1oy 9lJe e
wodo lJlg)lele o 96.

odlebé: IJluosl) 1Josl8 o9 [Losl, NX-0S 1Jss wop oudsé MDS Iy wplds oo s "oowse JJ
IJgbsle™. 1Jluosl, IJoolises o9 1uosl, NX-0S 909 IJluosh, Iwolises [Jpbdse. &> sobdo Ui,
gpdsus viuswy ig id&_) o0 030 IJluosble pogwlos 1Joswd JJsuesd 1Js 1Uluesl) 1Josd
lJooliss. sew wd)l) 030 Idgpdso JIJ Iuosl) poywl JJosd gldluosl) Idweliss JJosus.

pdlebs: 0288 p0 puwly Iendiss 19 1o 1ds 1Jluasl 1desd IJueliss 1esg9e 290 lglold.
Sedu Idewy) eds 3dY Vs VLol puwble 1U)z9e 1Us luosble 1@sp pu lde,ulez Cisco MDS
NX-OS 1Jp>g9p WS >dsd w886 IJulez IUolows 9o,9swol 1Uluosl) 9.x:

https://www.cisco.com/c/en/us/td/docs/dcn/mds9000/sw/9x/upgrade/cisco-mds-9000-software-
upgrade-downgrade-quide-9x.html

1. lgb uwgs pu show tech support detail JpJd pog9b.

seoss 03l eds wdosu ldpead Ields spdle IUuwed 92lJs zese IUslzole. B 2lJs zo9e
pubdJs loole IJendss 19 wesol suwles IJzuoad eds 2lds IUpzad Bod 1desdss O
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Ioveduled IJigble 9l odlzol. Jol s3JJ IUsSe 1dLe Jouvgsoe loas Idpupddie. B
luosl)le NX-08 8.4(2b) slJluosble IJizse: spdo luwaésle IJie, tac-pac. B IJluoshle $od
luwegale 1Jle, show tech-support detail.

mds9124V# tac-pac

Collecting show tech-support details...

Show tech details will take 4-8 minutes to complete. Please Wait ...
Collecting show Togging onboard...

tacpac file volatile:mds9124V_tacpac_2025-08-22.gz created.
mds9124V#

2. oGl pJd TAC-PAC/TechSupport IJghzs JJezsJ.

louwg TAC-PAC/Techsupport [J3s Bpw wedbo JJwy s gbe TFTP IJglue o Jlgho
Suwpswe Juuoesy 'before_install'. 903l sz 88 &JIe6 1091 909 S0 dd pu v Jssd gbe TFTP
gledl 950288 pu luo spdud 1Usuesd Js 1ghe gw) Ubwds 1P 9suoE wuwgs pu lJodsse
Vs 98¢ ehas £Js 1Jpzod wase sdu Jssd uuwes leoslbss B 2lds Buvd Iz 1ezsdle.

MDS9124V# move volatile:F241-16-10-9124V-3_tacpac_2025-08-22.gz volatile:F241-16-10-9124V-3_tacpac_2025
MDS9124V# copy volatile: tftp:

<prompts for file name> mds9124V_tacpac_2025-08-22_before_install.gz

<prompts for tftp server name or 1ip address> 192.168.1.1

pdlebs: Bs IJpeld lgdlo: sop luucesle titp. Jpl 380 MDS JJI oo FTP 9 SCP 5 SFTP.
3. (Reshs) ledb 1Uues, IUeldss 1dpuueses Ehe IJezsd-

283 pU 929> s pu lduog) Ideldss eds e TRTP Dosd cose sdso Josd wwis
leoslbss Vs Idzye 1Uss see edsd beleo 1Js IUluosh Idlgads. Bl de o@p wddde Blugugo

o ldpzod IJs ¢lbpe TFTP -_'94;= o3l 1dsBe. Jogass 1duos) 1eldsé: Bp wluosh 1Jie, show
version. 99spl sJs weue IJleeJe:

MDS9124V# copy bootflash: tftp:
<prompts for file name> m9124v-s8ek9-kickstart-mz.9.3.2a.bin
<prompt for tftp server name or ip address> 192.168.1.1

MDS9148V# copy bootflash: tftp:

<prompts for file name> m9124v-s8ek9-mz.9.3.2a.bin
<prompt for tftp server name or ip address> 192.168.1.1

edlebé: ulduuwwépromptstor file nameJJ>glJIo . iuuoé_)lp luesbd IJelds IJveds

pdlzbbs: Bs IUpeld Tedlo: sep luwegsle titp. Jol s3¢0 MDS JJI oo, FTP 9 SCP g SFTP.



40055 1Joble 1Josd 909, Kickstart.

I wouisd w9y NX-OS 1Jz>s36 pu o926 wuisd wylez Cisco. ceolz IUs JJ pu Kickstart

90296 wblp. Jogop £ds ¢bpe TFTP WS sdsd TFTP IJlWe,)lss.

w93 Cisco usesu pu wilpz NX-0S. 1Jze9Js £, Idpuicdrs: oy isuol vouvds) £,

lJze9dé (NPE). IUluosble pguoued Jdodslu ig lJzdsple dos $lew 95b6 IJozlé |Jip_)§d..§6
wlolz lgwelsol eds Blises IUwlez €8 Idpuo2,6 IJos couopu IJogiss). Jl swe wuopsy

wEu2 Wl luweduld 1Jigble gl odlzol IJpw 8306 B [Loslle NPE. Jol spdy o wps

luosble NPE oo @56 Cisco gds w9ds) 2Jsd wasdo |_9 luodlzle uuyses. swp V9 JJgpdle

lJ3s0 seuoesw JBs9s IJouors) wuvgsd luoshle NPE.

SedU luwesle o3l 1de2sd Jlizesh uvduwds IJpzsdle s 9009,6 woulee 1Upzsd:

u9e IJpee9d Cisco MDS Series Switch

luobdlz IJoywpesd

MDS 9124V Series

sl luwe [Jpdd olJlbo,l; m9124v-s8ek9

I 6 MDS 9132T

sl luwpe IJpd LlJb,l; m9100-s6ek9

|J, wd, wJo MDS 9148S

Sl lgwpe IJpdd LlJb,l; m9100-s5ek9

lJ, wJ, wJo MDS 9148T

sl luwe [Jpdd olJlbo,l; m9148-s6ek9

MDS 9148V Series

Sl luwpe [JpJd og M9148v-s8ek9

MDS 9220i Series

sl luwe 1dpd LlJlb,l; m9220-s7ek9

MDS 9250i Series

Sl lgwpe IJpJd LlJb,l; m9250-s5ek9

lJwJ wJé MDS 9396S swal luwpe Flle og m9300-s1ek9
I 6 MDS 9396T swal luwpe Flle og m9300-s2ek9
MDS 9396V Series Swal lyup Flle og m9396v-s3ek9

lJ9z>6 lJupeloso Jde, iy, d MDS 9710, 9706. 9

9718 Series Supervisor Module-3

Swal lywpe [JpJd o m9700-sf3ek9



https://software.cisco.com/download/navigator.html?mdfid=279947628&flowid=7220
https://software.cisco.com/download/home/286331298/type
https://software.cisco.com/download/home/286319481/type
https://software.cisco.com/download/home/286319481/type
https://software.cisco.com/download/home/286253217/type
https://software.cisco.com/download/home/286253217/type
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l 9256 | uplos6 0,9 MDS 9710, 9706.

9718 Series Supervisor Module-4 sllowe ledo oIl mI700-st4ekd

pdlebsl Vs Lodzs wujsd Cisco: $p wldpi9) D98 luwpe IJpdd JJeuosd eds pdéuo
IJ,uwlJé 5 (MD5)

Detal

Description Clsco MDS 9124V 64 -Gbps 24-Port Fibre CThannel Switch - NX-035

Lo
tod

O_d41 Ja) Syalam Image

Ralease 9.41{3a}

Helaasa Dals 27 =BAar-2025%

FlleMame mB1 24v-sBekd-mz.9.4_3a.0in

Sire 216.76 MB | 227291808 byles)

MLID CheCkSum 10415342535c3c0d 1 ef0Zbde 11 25bdad 8
SHASTZ Checksum 27050467 03eB23I0050Ica54 B3 141807 ... B

Relaase Notes for 9. 4(3a)

5. olds PU 929> puwled 2o Jlse gds 31Y)6 1w poss [Jpsdes (bootflash) Jlolws I o9,
lJg>s26.

Bl de ody ould puwlzs JlWse gds bootflash JJlz ol Lldoble 1Jeueosd 9,09, kickstart.

Bszu edsd puwe pdd 09,6 IJuble eds IUIGJ. lu@ Log)6 kickstart Lepse 1ue B 2lJs 2298
gbd. spdud IJzuesd eds Idezsd IUs wldbs pse sedud wresd (TFTP) 09,6 23826. wersd
lJosy 8o Spdud 2300 IJluosl) 1J@sspe. pdlzbo: swgs) 23 1oy, 1Jzldss.

Ibed IJie, dir JJozdd po ldpeuwles 1Jglss pu 31958 IJoposs 1Jps8wé (bootflash):

MDS9124V# dir bootflash:

9ldluolds | 3J. I3l $ee woivgsd eeod MDS 9700 3 puind 0539z Bhgd o3l 1Jie,
JJozd3 pu 929> pumles 26 s eds Idpuind Bs 9uoe IUlgweesh lsual:

MDS9700# dir bootflash://sup-standby/

6. Sp vouisd IJuog) [Uers26 1Js 31956 IJoposs 1Jpd§ws (bootflash) eds 1dezad pu Ele



https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type
https://software.cisco.com/download/home/286255389/type

TFTP:

MDS9124V# copy tftp: bootflash:
<prompts for file name> m9124v-s8ek9-kickstart-mz.9.4.3a.bin
<prompt for tftp server name or 1ip address> 192.168.1.1

MDS9124V# copy tftp: bootflash:
<prompts for file name> m9124v-s8ek9-mz.9.4.3a.bin
<prompt for tftp server name or 1ip address> 192.168.1.1

pdlzlbs: s ldpeld igdlo: sop luuadsle tip. Jpl s380 MDS JJI oo FTP 9 SCP ¢ SFTP.
IJo2d3 pu Loes Idpzese IJIEools sldeodé IIReols MD5:

0ol 1 pzesg Ileowlys MD5 Lolde:

MDS9124V# show version image m9124v-s8ek9-mz.9.4.3a.bin
MD5 Verification Passed

image name: m9124v-s8ek9-mz.9.4.3a.bin

bios: v1.11.0(11/27/2024)

system: version 9.4(3a)

compiled: 3/1/2025 12:00:00 [03/25/2025 00:13:28]
MDS9124V#

pold eds Ipzese IIEoobs MDS g5, Loldz: ssew lehs wujsde.

MDS9124V# show version image m9124v-s8ek9-mz.9.4.3a.bin
MD5 Verification Failed
Image integrity check failed

7. lewb oJdysy wedsdle SAN 99 wogbsd psjo wedsdle SAN pg ol
Sew 1JBsle wodo lUgbes bl Jlpw gpse IUgbole IJoldss Logses:

1. op wpdsu vedsdle SAN.

2. bl 1dpz9d 09 pesd MDS 9700 ssewos £Js 9236 19 1de, wuwyed 32 zszlow Bs
lJelouss 9230 FC 1Jpw 8306 wum)ygo 4/8/16/32 zszlee Vs IJeluss byl DS-X9648-
1536K9"

1. oldouwed Jegsdle IBM Idos weped Idedles 9700 sy byl IBM JJgesd 1o pelbso
4/8/16/32 Gbps Advanced FC 01FT644.

3. b,l; 1Jpz9J 09 MDS 9132T Ig MDS 9148T ig MDS 9396T

ewpl suLopu puwvlh 1Jo,886 £, ldpebd idc—u PU <966 1Js IJluosl) 1Joesws 1Juoliss:
Vsew IJBsle wodo lJgbys Wb gds Ide)ydss IJlsds [Js uble ouvgsd NX.



swp IJ8sle w3JY wuvou puvdds Spdu o wopwuw Vs odud TCAM g0 wpdsu
lJogdsdle slg)le ) 8s6 NX-OS. juowe lehs vpdsu ldopdsdle W 1Jgbes 7 ez Yo el
IJesdss. 131 Jlg 1Jle, show feature sg,00 IJoedsdle eds luol pelbds. Bspdy wilbs 030
1J31096 91Uz 096 14. 9.8 03] |uosl, e Cisco L id CSCW003706 - Jo wlbo, 9lz0s 1M 3018
IUJsBs6 / Idowssd 1Js IJoduwse IdJsus.

s9u2e 1oy IJelds 1o 19z IJuplbss wuwyesd 32 zszloe B IJolussd 092956 B IJdwps
12 B |Ub,l; MDS 9718:

MDS9718# show module

Mod Ports Module-Type Model Status

1 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

4 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

9 0 Supervisor Module-4 DS-X97-SF4-K9 ha-standby
10 O Supervisor Module-4 DS-X97-SF4-K9 active *
11 34 1/10/40G IPS,2/4/8/10/16G FC Module DS-X9334-K9 ok

12 48 4/8/16/32 Gbps Advanced FC Module DS-X9648-1536K9 ok

13 48 8/16/32/64 Gbps Advanced FC Module DS-X9748-3072K9 ok

$9u2e 1) IJelds 16 9226 wuwyesd 32 zselow WS IJoluss 092926 WS IJdwes 12 B
Jvods pulb 96 wgisu (SAN) weed gdles IBM IJeglsé SAN192C (9706):

SAN192C# show module

Mod Ports Module-Type Model Status

1 48 4/8/16/32 Gbps Advanced FC Module 01FT644 48x32 FC ok

2 48 8/16/32/64 Gbps Advanced FC Module 03FR076 48x64 FC ok

3 0 Supervisor Module-4 021D753 SF4 active *

4 0 Supervisor Module-4 021D753 SF4 ha-standby
5 34 1/10/40G IPS,2/4/8/10/16G FC Module 01FT645 24/10 EX ok

6 48 8/16/32/64 Gbps Advanced FC Module 03FR076 48x64 FC ok

s9u2z IJiey 1Jelds use IJpzsd o9 9148T:

MDS9148T# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd_products_support_serie
s_home.html

Copyright (c) 2002-2025, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under license.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.


https://tools.cisco.com/bugsearch/bug/CSCwo03706

Software
BIOS: version 1.11.0
loader: version N/A
kickstart: version 9.4(3b)
system: version 9.4(3b)
BIOS compile time: 11/27/2024
kickstart image file is: bootflash:///m9148-s6ek9-kickstart-mz.9.4.3b.bin
kickstart compile time: 5/24/2025 12:00:00 [05/28/2025 12:25:54]

system image file is: bootflash:///m9148-s6ek9-mz.9.4.3b.bin
system compile time: 5/24/2025 12:00:00 [05/28/2025 13:58:43]
Hardware

cisco MDS 9148T 48X32G FC (1 RU) Chassis ("4/8/16/32 Gbps FC/Sup-4")
InteT(R) Xeon(R) CPU D-1530 @ 2.40GHz with 5735444 kB of memory.
Processor Board ID JAE22500MUN

Device name: F241-14-08-9148T-2
bootflash: 3735552 kB

Kernel uptime is 8 day(s), 1 hour(s), 27 minute(s), 47 second(s)
Last reset at 462831 usecs after Thu Aug 14 19:44:56 2025
Reason: Reset due to upgrade
System version: 8.4(2d)
Service:
plugin

Core Plugin
MDS9148T#

souoe Ule) IJelds 1o cedsdle 1Jps6 ppdus:

MDS9718# show feature | i analytics
analytics 1 enabled

Vs glds wpdsu wedsdle yvwds Idegisy (SAN) [zl o wés pu odsso wedsdle guvwds
IJegisu (SAN) JIJl dpuindsu.

MDS9718# echo "configure terminal" > before_issu_analytics.cfg
MDS9718# show running-config analytics >> before_issu_analytics.cfg

51 8lp MDS 9700 I IBM 9700 wuuwg odsse ldopdsdle [ds 1dpuin s 9,o¢ IUlgwegsls:

MDS9718# copy before_issu_analytics.cfg bootflash://sup-standby/



websd wedsdle SAN JJpsjo p9dol.

MDS9718# configure terminal
MDS9718(config)# no feature analytics
MDS9718(config)# end

MDS9718# copy running-config startup-config

8. werss ks vlus) JJoouse.

SE2dd 03l pu 1Jues ) 9sULew 1ol pesldEs pg 1ezsd. ssep IUdSle w3Jd pu gId ik,
show install all impact:

MDS9124V# show install all impact system m9124v-s8ek9-mz.9.4.3a.bin kickstart m9124v-s8ek9-kickstart-mz
Installer will perform impact only check. Please wait.

Verifying image bootflash:/m9124v-s8ek9-kickstart-mz.9.4.3a.bin for boot variable "kickstart".
[##### SRR #HHH] 100% -- SUCCESS

Verifying image bootflash:/m9124v-s8ek9-mz.9.4.3a.bin for boot variable "system".
[####################] 100% -- SUCCESS

Performing module support checks. R

Verifying image type.
[#######H R #HHH] 100% -- SUCCESS

Extracting "system" version from image bootflash:/m9124v-s8ek9-mz.9.4.3a.bin.
[####################] 100% -- SUCCESS

Extracting "kickstart" version from image bootflash:/m9124v-s8ek9-kickstart-mz.9.4.3a.bin.
[####################] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/m9124v-s8ek9-mz.9.4.3a.bin.
[####################] 100% -- SUCCESS

Performing Compact Flash and TCAM sanity test.
[####HHBHHHAHRB#####H] 100% -- SUCCESS

Notifying services about system upgrade. R

Compatibility check is done:
Module bootable Impact Install-type Reason

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 system 9.3(2a) 9.4(3a) yes
1 kickstart 9.3(2a) 9.4(3a) yes



1 bios v1.11.0(11/27/2024):v1.11.0(11/27/2024) v1.11.0(11/27/2024) no

MDS9124V#

cdpst sew el ol ldley duub, slea 9dsuw duwb, poduad. Jlisee luwegsle o3l 1 le,
JJovosoaddu spdu luweeslee JJordd po epdss lJotuse 90996, wdis) sewe
luosble 1031506 81dpsz0s. Jel seruo ol Bl o 030 1JenBss pelbos I g, pelbods g0
029 1098w Joudss IJo,8ss.

pdlzbbé: sew [8J18 zese eduvle vldd IUpdle (pod SFTPISCP) |Us 1Upz9d Swd we gpdsé
IJen388/1,298 1 1uooh uwlod: sedo lo wogwon s edusle 08 pddle pdoses B
lebo wepsd IJpzsd wuvdd W9 09s Vs 99 ISSU/D. Hlsw cisco w9 id CSCvo2269 g cisco
o id CSCvU52058 J Jis) pedops. luveds IJgpdle oo Io MobaXterm sdeg zduwé SFTP
0> VWog gduwos SSH. 9spdue pug IJe) 886 pu lJer9e.

9. 1Je2d8 pu £30 1Jo9ldE wso luoshle NX-OS.

Ip wluosl) IJi,o_, show incompatibility system <target system image name>JJwgz 99 pu &30
IJesldy wso luesble NX-OS: sls Izale pzsd pu ubluol pug IJendss pu lUe,dss. uvsuopu
>3JU lsuol 1o uble IJpdule varivolatile/tmp szess eds puwlzs Jlvss Jdpologs. Bspl sds
pCJJZ

MDS9124V# show incompatibility system m9124v-s8ek9-mz.9.4.3a.bin
Checking incompatible configuration(s):
No incompatible configurations

Checking dynamic incompatibiTlities:
No incompatible configurations
MDS9124V#

10. 0283 pu v wble IJeJdle Ivarivolatiletmp JI suegse 19e, oo 92

MDS9124V# show system internal flash | inc Mount|/var/volatile/tmp

Mount-on 1K-bTocks Used Available Use% Filesystem
/var/volatile/tmp 614400 104 614296 1 none
MDS9124V#

pdlebs: 9 oz IJpcld ledle lo wble IJpdBle sop luwotsles wuguws 17 BEb. JsJd Bpu
Jlelo IJloelld 1ds 1JEbys [Jeldss. |o 1 Ivarivolatile/tmp oo [uwogpde oble 1Je,) po 97
Jl suwop) pe IJ install slood IJ cisco TAC.

1. 8p wwedse BIOS pu Lo9y6 IJuble 1Jgss56.


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo22269/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvu52058/?rfs=iqvred

9JIJ W9 pESU P Ilzes luoslile BIOS ¢luos wo. stadd IJesdse vurdd Jos) zuve
IJosg 1dpess pu 1Ulzoj6 ped Idpuiyd 9926 IJowssd 9pl 1Us 3JY.

o beld wble 13¢ld 1)l Iuvluus (BIOS) puind zoss bs NX-0S 9.4(2) JeglJzé CVE-2024-
20397. 9599y o3l 1lz)le puluwol gwspl sdsu luosly NX-0S 1Jzlds po 8.4(2) |Js 9.3(2a).
95990 IJluosl, NX-0S 1Josed 09 9.4(2) Iy Ieds. wlds po wuwe w9y, NX-0S LlJded |Us
lJeuinw Bod polugs odo lJgbsle. §p vodwse i@o Ouwd puyd BIOS 9l eds IJ
pUiS Llwepsle o) peds. eds wble MDS 9700 0195 weuin sy e39zsur v Idsle
3JY gds JJ pyiny . Vs 03l Idpeld: swp wowse BIOS oy 9.4(2a):

MDS9124V# install module 1 bios system m9124v-s8ek9-mz.9.4.3a.bin forced
Warning: Installing Bios forcefully...!

Warning: Please do not remove or power off the module at this time
Upgrading primary bios

Started bios programming .... please wait
[###HHRBBHHRHRBHH AR RAARREHLOOURHHHHRRHHHARRRHH AR RHH AR HH ]
BIOS install succeeded for module 1

Upgrading alternate bios

Started bios programming .... please wait
[###HHRBBHHRHRBHH AR RAARREHLOOURHHHHRRHHHARRRHH AR RHH AR HH ]
BIOS install succeeded for module 1

MDS9124V#

B 03l IUpeld: cop oudss wble 1J1¢ld sldlglz IJiuwluus (BIOS) B 1,15 MDS 9718 e
929> pUISU Vs IJvezosy 99 10:

MDS9718# show module | include Supervisor

9 0 Supervisor Module-4 DS-X97-SF4-K9 active *
10 O Supervisor Module-4 DS-X97-SF4-K9 ha-standby
MDS9718#

MDS9718# install module 9 bios system m9700-sf4ek9-mz.9.4.2a.bin forced
Warning: Installing Bios forcefully...!

Warning: Please do not remove or power off the module at this time
Upgrading primary bios

Started bios programming .... please wait
[####ARBHHHAHRRHHHRRRHHAARREH LOOURHHH AR B HHH AR R R HHHH R RS HHARRHH ]
BIOS install succeeded for module 9

Upgrading alternate bios

Started bios programming .... please wait
[####ARBHHHAHRRHHHRRRHHAARREH LOOURHHH AR B HHH AR R R HHHH R RS HHARRHH ]
BIOS install succeeded for module 9

MDS9718#

MDS9718# install module 10 bios system m9700-sf4ek9-mz.9.4.2a.bin forced
Warning: Installing Bios forcefully...!

Warning: Please do not remove or power off the module at this time
Upgrading primary bios

Started bios programming .... please wait

[#### BB R HR R LOOVH R HHH R AR R HRHR ]



BIOS install succeeded for module 10

Upgrading alternate bios

Started bios programming .... please wait
[###HARBRHHAHRBHHRARRBHRHARRRHLOOURHHHARRHHHARRRHH AR RHH AR HH ]
BIOS install succeeded for module 10

MDS9718#

12. &pdsé NX-0S gds 1Jpzsd.
luwepy B 1dendess 1Js 1luosh 1Jzsss po NX-0S wluuegsle 1Jie, 'install all'

Bspl sJs peld £Js o6 MDS 9124V |Js NX-OS 9.4(4):

MDS9124V# 1install all kickstart m9124v-s8ek9-kickstart-mz.9.4.4.bin system m9124v-s8ek9-mz.9.4.4.bin
Installer will perform compatibility check first. Please wait.

Verifying image bootflash:/m9124v-s8ek9-kickstart-mz.9.4.4.bin for boot variable "kickstart".
[#######RAH R ###] 100% -- SUCCESS

Verifying image bootflash:/m9124v-s8ek9-mz.9.4.4.bin for boot variable "system".
[#######RAH R ###] 100% -- SUCCESS

Performing module support checks.

Verifying image type.
[#######RAH R ###] 100% -- SUCCESS

Extracting "system" version from image bootflash:/m9124v-s8ek9-mz.9.4.4.bin.
[####### SR # 4] 100% -- SUCCESS

Extracting "kickstart" version from image bootflash:/m9124v-s8ek9-kickstart-mz.9.4.4.bin.
[##t##### SR ##H] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/m9124v-s8ek9-mz.9.4.4.bin.
[####### SRR ##H] 100% -- SUCCESS

Performing Compact Flash and TCAM sanity test.
[####### S #####H] 100% -- SUCCESS

Notifying services about system upgrade.

Compatibility check is done:
Module bootable Impact Install-type Reason

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 system 9.4(1a) 9.4(4) yes
1 kickstart 9.4(1a) 9.4(4) yes

1 bios v1.11.0(11/27/2024):v1.11.0(11/27/2024) v1.11.0(11/27/2024) no



Do you want to continue with the installation (y/n)? [n] vy
Install is in progress, please wait.

Performing runtime checks.

Notifying services about the upgrade.

Setting boot variables.
[######RBHH#HHRB######] 100% -- SUCCESS

Performing configuration copy.
[####a###############] 100% -- SUCCESS

Module 1: Refreshing compact flash and Upgrading bios/loader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Upgrade can no longer be aborted, any failure will result in a disruptive upgrade.
Freeing memory in the file system.

Loading images into memory.

Saving linecard runtime state.

Saving supervisor runtime state.

Saving mts state.

Reloading the kernel to proceed with the upgrade.
A1l telnet and ssh connections will now be temporarily terminated.
F241-16-11-9124V-1#

MDS BIOS: v1.11.0 Date: 11/27/2024 15:45:42
System Date: 08/27/2025 Time: 18:43:44.0
Booting bootflash:/m9124v-s8ek9-kickstart-mz.9.4.4.bin
Trying diskboot
Filesystem type is ext2fs, partition type msdos.
Image SWID valid
Image MD5Sum match
0S Image Key Type: Development KEY

Image Signature verification was Successful.

Boot Time: 8/27/2025 18:43:51
INIT: version 2.88 booting
USB device found..

boot device node /dev/sda

obf1 flash device node /dev/sdb

Checking obfl filesystem. done.

Checking all filesystems.... done.

ACT2: ACT2 AUTHENTICATION TEST STATUS : SUCCESS
/etc/rc.d/rcS.d/S81mcelog-init: Tine 33: boot_debug: command not found
Starting mcelog daemon

Loading system software

isanimg_passed_by_sycli::

System image digital signature verification successful.

Uncompressing system image: bootflash:/m9124v-s8ek9-mz.9.4.4.bin Wed Aug 27 18:44:37 UTC 2025



blogger: nothing to do.

ccccccccereccccrrreeccccerrcccccceececcccccccecccccccccecc

..done Wed Aug 27 18:44:39 UTC 2025

INIT: Entering runlevel: 3

starting statd: done

2025 Aug 27 18:44:50 F241-16-11-9124V-1 %SYSLOG-2-SYSTEM_MSG : Syslogs wont be logged into Togflash unt
2025 Aug 27 18:44:53 F241-16-11-9124V-1 %KERN-2-SYSTEM_MSG: [  14.911303] igb_probe: Could not do igb_
2025 Aug 27 18:45:10 F241-16-11-9124V-1 %CARDCLIENT-2-REG: OK

2025 Aug 27 18:45:17 F241-16-11-9124V-1 %PMON-SLOT1-2-PMON_CRIT_INFO: Port Monitor Critical Information
2025 Aug 27 18:45:19 F241-16-11-9124V-1 %PLATFORM-2-PS_DETECT: Power supply 1 detected but shutdown (Se
2025 Aug 27 18:45:19 F241-16-11-9124V-1 %PLATFORM-2-PS_OK: Power supply 2 ok(Serial number LIT24512HSG)
2025 Aug 27 18:45:19 F241-16-11-9124V-1 %PLATFORM-2-PS_FANOK: Fan in Power supply 2 ok

User Access Verification

Continuing with installation process, please wait.
The Togin will be disabled until the installation is completed.

Status for linecard upgrade.
Performing supervisor state verification.
Supervisor non-disruptive upgrade successful.

Install has been successful.

Bspl sds pold 8Js ©odss MDS 9710 |Js NX-0S 9.4(3a):

MDS9710# install all kickstart m9700-sf4ek9-kickstart-mz.9.4.3a.bin system m9700-sf4ek9-mz.9.4.3a.bin
Installer will perform compatibility check first. Please wait.

Verifying image bootflash:/m9700-sf4ek9-kickstart-mz.9.4.3a.bin for boot variable "kickstart".
[#######S##HARS######] 100% -- SUCCESS

Verifying image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin for boot variable "system".
[#######S##HHRS######] 100% -- SUCCESS

Performing module support checks. [####################] 100% —-- SUCCESS

Verifying image type.
[######RS##HHRS######] 100% -- SUCCESS

Extracting "slc4xb" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[######RS##HHRS######] 100% -- SUCCESS

Extracting "bios" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[######RS##HHRS######] 100% -- SUCCESS

Extracting "system" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[######RS##AARS######] 100% -- SUCCESS

Extracting "kickstart" version from image bootflash:/m9700-sf4ek9-kickstart-mz.9.4.3a.bin.
[######RS##AARS######] 100% -- SUCCESS

Extracting "1ctsh" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[#######S##HARS######] 100% -- SUCCESS

Extracting "s1cf32" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.



[####H####HH##H###HA##] 100% -- SUCCESS

Extracting "slc-hindon" version from image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade. [####################] 100% -- SUCCESS

CompatibiTlity check is done:

Module bootable Impact Install-type Reason
yes non-disruptive rolling

yes non-disruptive rolling

yes non-disruptive reset

yes non-disruptive reset

yes non-disruptive rolling

yes non-disruptive rolling

0 yes non-disruptive rolling

= O oo v R

Other miscellaneous information for installation:
Module info

8 FC ports 1-24 are hitless, IPS 1-8 are hitful, and Intelligent Applications running are hitful

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required

slcdxb 9.4(2a) 9.4(3a) yes

bios v1.10.23(04/07/20):v1.10.23(04/07/20) v1.10.23(04/07/20) no
slcdxb 9.4(2a) 9.4(3a) yes

bios v1.10.23(04/07/20):v1.10.23(04/07/20) v1.10.23(04/07/20) no
system 9.4(2a) 9.4(3a) yes

kickstart 9.4(2a) 9.4(3a) yes

bios v2.21.0(11/27/2024):v2.21.0(11/27/2024) v2.21.0(11/27/2024) no
system 9.4(2a) 9.4(3a) yes

kickstart 9.4(2a) 9.4(3a) yes

bios v2.21.0(11/27/2024):v2.21.0(11/27/2024) v2.21.0(11/27/2024) no
Tctsh 9.4(2a) 9.4(3a) yes

bios v4.2.19(05/16/2023):v4.2.19(05/16/2023) v4.2.19(05/16/2023) no
s1cf32 9.4(2a) 9.4(3a) yes

9 bios v4.1.56(05/16/2023):v4.1.56(05/16/2023) v4.1.56(05/16/2023) no
10 sTc-hindon 9.4(2a) 9.4(3a) yes

10 bios v1.11.0(11/27/2024):v1.11.0(11/27/2024) v1.11.0(11/27/2024) no

Oowooooouviutul A NR R

Do you want to continue with the installation (y/n)? [n] y
Install is in progress, please wait.
Performing runtime checks. [#############H####E] 100% -- SUCCESS

Syncing image bootflash:/m9700-sf4ek9-kickstart-mz.9.4.3a.bin to standby.
[####a###############] 100% -- SUCCESS

Syncing image bootflash:/m9700-sf4ek9-mz.9.4.3a.bin to standby.
[####a###############] 100% -- SUCCESS

Setting boot variables.



[####H####HH##H###HA##] 100% -- SUCCESS

Performing configuration copy.
[####a###############] 100% -- SUCCESS

Module 1: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Module 4: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[####a###############] 100% -- SUCCESS

Module 5: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###H] 100% -- SUCCESS

Module 6: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###H] 100% -- SUCCESS

Module 8: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###4] 100% -- SUCCESS

Module 9: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[######RBHH#HARE######] 100% -- SUCCESS

Module 10: Upgrading bios/Toader/bootrom/power-seq.
Warning: please do not remove or power off the module at this time.
[########HR#HRHHH###4] 100% -- SUCCESS

ME Firmware Status #1: Ox000F0345

ME Firmware Status #2: 0x3800E000

ME Current State: Operational

ME Error Code: No Error

ME Operational Firmware Version: 06:3.0.3.214

CPU Signature - 0x00050663: Version - 0x00050660
CPU - 1 : Cores - 8 : HTEnh - 1 : HT - 2 : Features - OxBFEBFBFF
MicroCode Version : 0x0700001E

Banzai FPGA Information:

BANZAI BusNum 3B Tornado VenID = 0x1137 DevId = 0x141 PCI address 0xF800000C
BANZAI FPGA BusNum 3C VenID = Ox10EE DevId = Ox7 PCI address 0xBC000000
BANZAI LPC VenID = 0x8086 DevId = 0x8C54

Revison Number = 0x14

BIOS = Primary 0x200

Primary SB_Result: 0x18C3140
SB_Address: OxFFDE008C
SB_Error: 0x0

Secondary SB_Result: 0x0
SB_Address: 0x0
SB_Error: 0x0

Enable 0S Watchdog timer. Value 0x7FCO0
Punch SPI boot timer Stop. Value 0x300
IOFPGA MISC RESET REG 0x18. Default Value 0x0
IOFPGA MISC RESET REG 0x18. Value 0x400



Config S2S Command register 0x704. Value 0x4
Config S2S Config register 0x700. Value 0x800000F
IDROM MAC Address = 10:B3:D6:8E:19:04

Disable GBE ASPM
SATA Port 0: Micron_5100_MT - 240.0 GB
NEXUS OS Boot Mode = 0x0

Selected Boot Option:
NEXUS 0S: GRUB Boot

CISCO SUP3DC3X BIOS: v2.21.0 Date: 11/27/2024 12:29:13
Pre OS Boot Entry:

I0-FPGA: Disabled 0OS Watch Dog Timer!
PMB2_REG(0x8)=0xaa

S2S_REG(0x24)=0x1

Booting bootflash:/m9700-sf4ek9-kickstart-mz.9.4.3a.bin
Trying diskboot

Filesystem type is ext2fs, partition type 0x83

Image SWID valid

Image Signature verification was Successful.
Boot Time: 8/27/2025 12:41:37
Cisco 0OS Boot Entry:

I0-FPGA: Enabled the 0S Watch Dog Timer!
INIT: version 2.88 booting

Checking Bootflash

Bootflash firmware upgrade not required
Checking SSD

Checking firmware version for SSD
Firmware is already at latest version

OBFL device found as /dev/sda

usb device (2-1:1.0) /dev/sdb found after 0 iterations

boot device node /dev/sdb

cat: /sys/bus/usb/devices/1-1.1/dev: No such file or directory

mknod: invalid minor device number ''

Checking obfl filesystems...[ 35.469121] OBFL Error: (line 1265):obfl_global_header_check: number of bl

Checking all filesystems..r.r.r.R.r done.

[ 59.398556] SUP booted with primary IO-FPGA
[ 59.448706] in cctrl12 module

[ 59.483190] registering callback

Starting mcelog daemon

Starting rpcbind daemon...done.

creating NFS state directory: done

starting 8 nfsd kernel threads: done
starting mountd: done

starting statd: done

Loading system software
/bootflash//m9700-sf4ek9-mz.9.4.3a.bin read done



System image digital signature verification successful.

Uncompressing system image: bootflash:/m9700-sf4ek9-mz.9.4.3a.bin Wed Aug 27 12:43:13 UTC 2025
blogger: nothing to do.

C

..done Wed Aug 27 12:43:19 UTC 2025

INIT: Entering runlevel: 3

System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...
System is coming up ... Please wait ...

User Access Verification

Continuing with installation, please wait
2025 Aug 27 12:45:31 MDS9710 %USBHSD-2-MOUNT: Togflash: online

Module 5: Waiting for module online.

-- SUCCESS

2025 Aug 27 12:50:50 MDS9710 %KERN-2-SYSTEM_MSG: [ 523.196775] Switchover started by redundancy driver
2025 Aug 27 12:50:50 MDS9710 %SYSMGR-2-HASWITCHOVER_PRE_START: This supervisor is becoming active (pre-
2025 Aug 27 12:50:50 MDS9710 %SYSMGR-2-HASWITCHOVER_START: Supervisor 5 is becoming active.

2025 Aug 27 12:50:51 MDS9710 %SYSMGR-2-SWITCHOVER_OVER: Switchover completed.

2025 Aug 27 12:50:54 MDS9710 %PLATFORM-1-PFM_ALERT: Disabling ejector based shutdown on sup in slot 5
2025 Aug 27 12:50:55 MDS9710 %IVR-2-IVR_NAT_INFO: Only IVR NAT is supported on this platform in this NX
2025 Aug 27 12:55:17 MDS9710 %USBHSD-STANDBY-2-MOUNT: Togflash: online

2025 Aug 27 12:55:17 MDS9710 %USBHSD-STANDBY-2-MOUNT: sTotO: online

2025 Aug 27 12:58:49 MDS9710 %PLATFORM-1-PFM_ALERT: Enabling ejector based shutdown on sup in slot 6

Module 1: Non-disruptive upgrading.

[# 1 0%2025 Aug 27 12:59:45 MDS9710 %PLATFORM-1-PFM_ALERT: Enabling ejector based shutdown on sup in sT
2025 Aug 27 13:00:33 MDS9710 %MODULE-2-MOD_EOL_WARN: module 1 (DS-X9448-768K9) is approaching End of Li
2025 Aug 27 13:00:43 MDS9710 %PMON-SLOT1-2-PMON_CRIT_INFO: Port Monitor Critical Information: Con[#####

Module 4: Non-disruptive upgrading.
[# 1 0%2025 Aug 27 13:01:59 MDS9710 %MODULE-2-MOD_EOL_WARN: module 4 (DS-X9448-768K9) is approaching En
2025 Aug 27 13:02:08 MDS9710 %PMON-SLOT4-2-PMON_CRIT_INFO: Port Monitor Critical Information: Con[#####

Module 8: Non-disruptive upgrading.
[# 1 0%2025 Aug 27 13:05:32 MDS9710 %PMON-SLOT8-2-PMON_CRIT_INFO: Port Monitor Critical Information: Co

Module 9: Non-disruptive upgrading.
[# 1 0%2025 Aug 27 13:10:19 MDS9710 %PMON-SLOT9-2-PMON_CRIT_INFO: Port Monitor Critical Information: Co

Module 10: Non-disruptive upgrading.
[# 1 0%2025 Aug 27 13:12:31 MDS9710 %PMON-SLOT10-2-PMON_CRIT_INFO: Port Monitor Critical Information: C

Install has been successful.



13. vell pu ldovuswe.

S2dd pu vele IJovuse sldeeldo po U luosl) 1Jle, show version gedlebs 1o IJuble
sluesble kickstart ol IUluosLlo 1Jpw9delo:

MDS9124V# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd_products_support_serie
s_home.html

Copyright (c) 2002-2025, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under Tlicense.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software
BIOS: version 1.11.0
loader: version N/A
kickstart: version 9.4(3a)
system: version 9.4(3a)
BIOS compile time: 11/27/2024

kickstart image file is: bootflash:///m9124v-s8ek9-kickstart-mz.9.4.3a.bin
kickstart compile time: 3/1/2025 12:00:00 [03/24/2025 22:26:25]

system image file is: bootflash:///m9124v-s8ek9-mz.9.4.3a.bin
system compile time: 3/1/2025 12:00:00 [03/25/2025 00:13:28]
Hardware

cisco MDS 9124V 24X64G FC (1 RU) Chassis ("24X8/16/32/64 Gbps FC/Sup-4")
Intel(R) Xeon(R) CPU D-1633N @ 2.50GHz with 8053200 kB of memory.
Processor Board ID JAE26220SYR

Device name: F241-16-10-9124V-3
bootflash: 7364608 kB

Kernel uptime is 0 day(s), 0 hour(s), 2 minute(s), 53 second(s)

Last reset at 356414 usecs after Fri Aug 22 20:22:16 2025
Reason: Reset due to upgrade
System version: 9.3(2a)
Service:

plugin
Core Plugin
MDS9124V#

g._ng MDS 9700s ¢z 8 pu lu zpse Idogsle IJuplbsé gds puwess NX-0S IJozse pu ¢dlJ
|Jl o, show module:

MDS9710# show module
Mod Ports Module-Type ModeT Status



1 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

4 48 2/4/8/10/16 Gbps Advanced FC Module DS-X9448-768K9 ok

5 0 Supervisor Module-4 DS-X97-SF4-K9 active *

6 0 Supervisor Module-4 DS-X97-SF4-K9 ha-standby
8 34 1/10/40G IPS,2/4/8/10/16G FC Module DS-X9334-K9 ok

9 48 4/8/16/32 Gbps Advanced FC Module DS-X9648-1536K9 ok

10 48 8/16/32/64 Gbps Advanced FC Module DS-X9748-3072K9 ok

Mod Power-Status Reason

2 powered-dn Configured Power down
3 powered-dn Configured Power down

14. Jghss wpdso IJepdsdle (31 Jje 1Jle)):

o6l souoeu punb IJendss &) 1dpebd 198, pu B8 [Js 1Jluosly 1esd 1Juoks.s:
sz IUBsle wodo 1Jgbys B b eds 1) )96 NX-OS. i@ lJosdso [Js 1Jluesl) [Joeses
lJuoliss. wezys 1Yepld IJe)Bdso [Js IUluosl) [doswd IJuoliss: 3l wp cebsd psié Idogdsdle
O lJgloeé 7. spdu Jlo lelxs wpdsyol Jel sds:

MDS9718# run before_issu_analytics.cfg

15. [z Wb uwio pu Show Tech-support Details wg> 1Jopld 1o ds6:

mds9124V# tac-pac

Collecting show tech-support details...

Show tech details will take 4-8 minutes to complete. Please Wait ...
Collecting show logging onboard...

tacpac file volatile:mds9124V_tacpac_2025-08-22.9gz created.
mds9124V#

16. luwg >gp TAC-PAC/TechSupport IJss Gpw wedbo JJog lJs élbe TFTP.

B 218 929> Iuwisds 29d o wse spdu pdbus TAC-PAC Sud IJocwse pe tac-PAC Le>
IJocwse. digb 1Jle, 'move’ 1Uss ses> ouwpss [Jpdus:



MDS9124V# move volatile:F241-16-10-9124V-3_tacpac_2025-08-22.gz volatile:F241-16-10-9124V-3_tacpac_2025
MDS9124V#

MDS9124V# copy volatile:F241-16-10-9124V-3_tacpac_2025-08-22_after_install.gz tftp://192.168.1.1
Trying to connect to tftp server......

Connection to server Established. Copying Started.....

TFTP put operation was successful

Copy complete.

MDS9124V#



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



