luodle punlId Luwld pzopes EVPN RMAC
ExtCommunity |Js wusé 9lzod IJwzgde WS

lJsue9d (ACI)

lJpzowssle

| 9500
ogJ9ole [l w.sé
lJp v J

|Jp 95006

SsupS 03l lJpwons wles) uups proee MAC IJpswes JJpsze IUss ce wdssue wuvdd &)
UPTST EJS wust Blisps IJoede Vs 1d9uosd (ACH) gus oddsel pu ubs) Jui9wsded wolus
lJz>9> 1Jgbzsé (BGP).

ped9ple Iuluss

wluwegsle BGP. ould sl .Jg!_)w'.J welo ldpzoee 9ldpzops 1psuwesd oluwosle Idobsle
lJos sop lJlgdlo guol IUs 1 9)lu BGP. wuse Jul ywple Idpgope 030 wgssd gwsluwle
lJeseso 90gssy birsds peldes 2096 1deag) Ieszes wubvdd dsulesdss.

NPORE

cwpl swp huwld ywpeéd peoes Router MAC IJpe9ugd pg wldisé IPV4A AFI oo wbs,) BGP ¢lhzs
IJs woss Blises Idozde B 1d9ue9d (ACH). sz wos wopes FIB 9 HAL gJs ls 9,36 B
IJouss Idos cuvede IJpush po 9586 (19)18) 1Uz95 &) gpdsé MP-BGP 10slgJisé. 9309 Jiu
wwped RMAC EXTCOMMUNITY wuwps lds glisdsé golssu EVPN BGP L2VPN. 9 uspl swp
z9uwol Vs glisds gulgsy BGP IPVA swp ;9 00l 95858 3JY IJs luweld 1J8less 5-2 (9o
IJlooubly 1deses): [Jshs 9godol B 98586 IETF Idpgusus "IUegpd IJosus Juvwds EVPN
p& o IPVPN". Bs 1duowzs 15 1dows 4 2 suwenes 1Jess [Jpeess:

4. As discussed, Communities, Extended Communities and Large
Communities SHOULD be kept by the gateway PE from the originating
SAFI route. Exceptions of Extended Communities that SHOULD NOT
be kept are:

C. Al1 the extended communities of type EVPN.

The gateway PE SHOULD NOT copy the above extended communities
from the originating ISF route to the re-advertised ISF route.



Leolb [Js 1dpuweos: Ig pd Losos J EVPN o¢ IPvpn

?;é§pl SJs pold geds lJpuvddé 1Jpogd8d woy9w9ded iIBGP. 9 3J wlbo, IJpyudJd
lsuol Vs wy90999] eBGP.

roé_JoJo |.Jrotbbi
BGP AS 65881 ) "
Exbrite g Spine 201 Spine 282
BGP AS 65001 Leaf 101 Leaf 182 EPG bare-metal
L30ut

Host 1

Router 1

]|

External Network
192.168.20.0/24 192.168.18.18/32

pebb IJbyosdszs!

oJd9su Brsbs IJpuwl) gds zols wbs) BGP IUghzs (IJpgze 1) soess0 uwped peope EVPN
RMAC:

Router-1# show run | sec route-map
route-map RMAC permit 10
set extcommunity evpn rmac aaaa.bbbb.cccc

oo wdysy elisds gugly IPV4 Idpegls) BGP: 9p wodysy peupele BGP IJpyuwed 9odysy
esbo ldpgwl) Vs Ileglo IUusl):

<{froot>


https://datatracker.ietf.org/doc/html/draft-ietf-bess-evpn-ipvpn-interworking-04
https://datatracker.ietf.org/doc/html/draft-ietf-bess-evpn-ipvpn-interworking-04
https://datatracker.ietf.org/doc/html/draft-ietf-bess-evpn-ipvpn-interworking-04
https://datatracker.ietf.org/doc/html/draft-ietf-bess-evpn-ipvpn-interworking-04

Router-1# show run bgp
<output omitted>
feature bgp

router bgp 65001
vrf example

router-id 192.168.20.20

address-family ipv4 unicast
network 192.168.20.0/24

neighbor 192.168.30.30
remote-as 65001
update-source loopbackl

address-fanmly ipv4 unicast

send- communi ty ext ended

rout e- map RMAC out

2dd po 2lJé BGP gJs BL 101:

<tfroot>

Teaf-101# show ip bgp 192.168.20.0 vrf example:example

BGP routing table information for VRF example:example, address family IPv4 Unicast

BGP routing table entry for 192.168.20.0/24, version 40 dest ptr 0xaOfec840

Paths: (1 available, best #1)

Flags: (0x80c00la 00000000) on xmit-1list, is in urib, is best urib route, is in HW, exported
vpn: version 2725, (0x100002) on xmit-1ist

MuTltipath: eBGP iBGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type (0xa96485b8): internal 0x18 0x0 ref 0 adv path ref 2, path is valid, is best path
AS-Path: NONE, path sourced internal to AS
192.168.20.20 (metric 5) from 192.168.20.20 (192.168.20.20)
Origin IGP, MED not set, Tlocalpref 100, weight 0 tag 0, propagate 0
Extcommunity:
RT:65001:2162688
COST:pre-bestpath:163:1879048192

Rout er MAC: aaaa. bbbb. cccc

***Notice that the router mac is present here.***

VNID:2162688

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:



Path-id 1 advertised to peers:
10.0.216.65 10.0.216.66

w989 RIB gJs CL 102:

<{froot>

Teaf-102# show ip route 192.168.20.0 vrf example:example
IP Route Table for VRF "example:example"

'*' denotes best ucast next-hop

**! denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>"' in via output denotes VRF <string>

192. 168. 20. 0/ 24

, ubest/mbest: 1/0
*via

10. 0. 210. 70

%overlay-1, [200/0], 00:00:43, bgp-65001, internal, tag 65001,

rwhi d: vxl an-2162688

recursive next hop: 10.0.210.70/32%overlay-1
***Notice that we have the route here and our next-hop address is correct (showing the TEP I P of BL 101)
leaf-102# acidiag fnvread | grep 101

101 1 leaf-101 <output omitted>

10. 0. 210. 70/ 32

Teaf active 0

ozl pu FIB gJs CL 102:

<{froot>

module-1(DBG-elam-insel6)# show forwarding route 192.168.20.0 vrf example:example
ERROR: no Tongest match in IPv4 table Oxf5df36b0

***No entry is present.***

ozl pu z29d HAL gJs CL 102:



<#root>
module-1(DBG-elam-insel6)# show platform internal hal 13 routes | grep 192.168.20.0

***No entry is present.***

ltooble Jlouold po EP (IJpuosd 1) 1Js IJpuosed B Iduswds 1ghess IJos olos pu
olbes, BGP 1J31,z.s (192.168.20.20):

<ffroot>

Host-1# ping 192.168.20.20 vrf example

PING 192.168.20.20 (192.168.20.20): 56 data bytes
Request 0 timed out

Request 1 timed out

Request 2 timed out

Request 3 timed out

Request 4 timed out

--- 192.168.20.20 ping statistics ---
5 packets transmitted, 0 packets received, 100.00% packet Toss

***No connectivity.***

288 po ELAM gJs CL 102:

<tfroot>

Teaf-102# vsh_lc
module-1# debug platform internal roc elam asic O
module-1(DBG-elam)# trigger reset
module-1(DBG-elam)# trigger init in-select 6 out-select 0
module-1(DBG-elam-insel6)# set outer ipv4 src_ip 192.168.10.10 dst_ip 192.168.20.20
module-1(DBG-elam-insel6)# start
module-1(DBG-elam-insel6)# stat
ELAM STATUS

Asic 0 STice 0 Status Armed
Asic 0 STice 1 Status Triggered

module-1(DBG-elam-insel6)# ereport

Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

<output omitted>

LU drop reason

UC_PC_CFG TABLE_DROP

***Notice the drop vector here.***



IJzJ

SYpu 1Jed Bs s8I Luwld uwed prope MAC Idpguwed Jpsze wluwoisle wlbiss pzeses
g019sU IPV4 o0 L) BGP ghzs [Us wuss Slisps IJogde Vs 1Usuesd (ACH).

Se wLilJs Lrsbd Ipuwl IJos op wdssuel puvedl 90983 Luwld Idpzopele 1Upsuwes pu
zoly ubs, BGP IJghzs (Idpsze 1). uwogpd ilJs s pu 030 IJwosisé: s JJI o dssusu:

Router-1# show run bgp
feature bgp

router bgp 65001
vrf example

router-id 192.168.20.20

address-family ipv4 unicast
network 192.168.20.0/24

neighbor 192.168.30.30
remote-as 65001
update-source loopbackl
address-family ipv4 unicast

500l e I8, (18 w3 o)) 909 wupdiss zost Iezweele Idos op luvoduldel pu zol;
ubs) BGP IUghezs v bysy lugile gsbo puwl) Os L30ut 1Uss wp wdgsuo O 9lzos
IJozde B 1dsosd (ACH).

loo8d |Js Tenant > Policies > Protocol > Route Maps for Route Control > Create Route Maps for Route Control :

> jml Route Maps for Route Control
Create Route Maps for Route Control

> @l Route Tag

2 1Jgsh Jlogile glisb puwly Jdogdp B 1dpusl)

B wouwpst ptlbb IJpuwl) 1Jgluo odi §p wopdsy RouteMap Continue &p Jp wluolds Lusls.
e + e IJp9ess O za9d Iduwslile:



Create Route Maps for Route Control

Name: | remove-communities

Description: |optional

Route-Map Continue:
This action will be applied on all the entries which are

part of Per Peer BGP Route-map

Contexts

Order Name Action

logble pglolo puwl slugile ywsld

Description

O vouwesd Iduwsld 1Jglue odiso,d Idlple IJIoe)lgos J Permit pasc &p Gp wlugile
Sless pblo9s gu bysd weass + 1d)pe) 1Jp9z9> O Associated Matched Rules 1Jzo9d: &p

|Jwgss> CreateMatch Rulefor a Route Map:



Create Route Control Context (X

Order: |Q ~

Name: |remove-communitites-context

Action: Permit

Description: | optional
Associated Matched
Rules: @' +
Rule Mame

Hselect an option |\/ ﬂ

Create Match Rule for a Route Map

Set Rule: select a value

Cancel

logble vsld IJoede Ss Idpuwh 906> dsh Jluuble $less pblods Jeglob IJpgul

9P YL PS6 Blesxs IJplolo8o 1UElLos ol &p G wluolos Llbiso 23836 g0 by weds>
lS 8906 + OS Match Prefix g>9J:



Create Match Rule (X

Name: | remove-communities-match-rule

Description: | optional

Match Regex Community Terms: L

Name Regular Community Type Description
Expression

Match Community Terms: L
Name Description
Match Prefix: +
IP Description Aggregate Greater Equal Less Equal Mask
Mask

louble Bless IJpblods slousle Llbiss IJplbluds

Op wluolws IJubso IJplbdyws. s9uog o3l ldpeld Jsdso |uolws wzese Jzese Idulbslo:



Create Match Route Destination Rule (X

IP: 10.0.0.0/0

Description: |optional

Aggregate:
Greater Than Mask: | -

Less Than Mask: |0 -

logile 3lgs6 9z06 puul) IJpblo§é

w83 |Jopgss> OK s Create Match Route Destination Rule 1J]bl): &) o lJobisé 1Jgluod o 9> wpo
luoleol |Js MatchPrefix 1Jza9d 1Jp9z29> O Create Match Rule 1936:



Create Match Rule

Name: | remove-communities-match-rule

Description: | optional

Match Regex Community Terms:

Name Regular
Expression

Match Community Terms:

Name

Match Prefix:

IP Description

| 0.0.0.0/0

opo luols Lbiss IJpble g IJo 1Jes Vlesxs ldplolo g6

Community Type

Description

Aggregate

True

-+
Description
-+
W +
Greater Equal Less Equal Mask
Mask
0 0

w&> IJogys> submit s CreateMatch Rule lW936. wgdS> Update 9.S Associated Matched Rules |Jz>9J

|Jp929> <9 Create Route Control Context (1936:



Create Route Control Context
Order: 0 o

Name: |remove-communitites-context

Action: Permit

Description: | optional

Associated Matched

+

gt

Rules:
Rule Mame
remove-communities-match-rule
Set Rule: |select a value e

Cancel

luolws Bless 1pblods lJpde,us [Js pusld 1dozde Os 1dpusl

ope o 1okt §lgss Ipblods 10pdenos 1Js 1Juusl 1glue wd:




Create Route Control Context (X

Order: |0

Name: remove-communitites-context

Action: Permit

Description: | optional

Associated Matched
Rules: @ +

Rule Name

I remove-communities-match-rule

Set Rule: |select a value

epe 1o luolds §less IUpblods Idede,06 1Js uusld IUoede B 1dpusl,

Sp e [JBlised |pouwsds [Jpeleyé J SetRule 925> Create Set Rules for aRoute Map:



Create Route Control Context (X

Order: 0

Name: | remove-communitites-context

Action: Permit

Description: | optional

Associated Matched
Rules: ET +

Rule Mame

I remove-communities-match-rule

Set Rule: |select a value ~

Create Set Rules for a Route Map
(o

s esh Jlogile G9le> cessu Jptbb Idpuul

Op wouwpsé 8less 1pze9es 1Jgluos vl &p 23> St Community § e, d Idpglss) 1Bl osé
J No community pe>5:



Create Set Rules for a Route Map [X]

Name: | remove-communities-set-rule

Description: | optional

Set Community:

&

Criteria: |No community

Set Route Tag:

Set Dampening:

Set Weight:

Set Next Hop:

Set Preference:

Set Metric:

Set Metric Type:
Additional Communities:
Set AS Path:

Mext Hop Propagation:
Multipath:

Set External EPG:

OoOoooooooooOoo

logble 8lgssé cesso Jersbs ldpuwl

W& wzaS luole WO Create Set Rulesfor aRouteMap Gl936: &y s puwlo o [Jpzp9ed [Jpe>>6 O Creae
Route Control Context 1936



Create Route Control Context (X

Order: |Q o

Name: | remove-communitites-context

Description: | optional

Associated Matched
Rules: @ +

Rule Mame

I remove-communities-match-rule

Set Rule: | remove-communities-set-rule 2

wpe luolds Bless Idogssy 1JIu 1ds uwsld IJeede Bs 1dpuwl,

w83 1Jogss> OK WO CreateRoute Control Context Spdoud 5986 Jusl Y puold |Js Contexts 1Uza9J
|Jp929> 9 Create Route Maps for Route Control  1936. 12s)lc 25> submit JIJpld IJodgsu:



Create Route Maps for Route Control

Name: |remove-communities

Description: |optional

Route-Map Continue:
This action will be applied on all the entries which are

part of Per Peer BGP Route-map.

Contexts
mw +

Action Description

Order Name
Permit

I 0 remove-communitites-context

D D

opo luols Iduwsls IJlo 1Js b ldpuul)

loedd lJs pdW og)sW louold ubs) BGP s L30ut 9235 + 1)) 1Jp9z29> WO Route Control
Profile &p 9p wluol9o grsbo ldpuwl) pge IJloglo IJIGC,)los J Route Import Policy pg35:



BGP Peer Connectivity Profile 192.168.20.20 0

Policy Faults History

O * %K.

LI Send Domain Path =
Password:

Confirm Password:

Peer Controls: [] Ridirectional Forwarding Detection
[[] bisable Connected Check
Address Type Controls: [(] AF Mcast
AF Ucast
Routing Domain ID: O
EBGP Muitihop TTL: 3 ’\

Weight for routes from this neighbor: ¢ i

Private AS Control:
[ remove private AS

BGP Peer Prefix Policy: select a value

Site of Origin:

Local-AS Number Config:

Local-AS Number: i

Route Control Profile: X +

~ Name Direction
1

| select an option @ |Route Import Policy

remove-communities |
Cancel
mr

luol86 55106 puwl) IJs pdVd cg)sdd louold ubs, BGP

w83 weas» Update Jg)sbos 1dpuwly spdoud puiloss grsbo Ideuwl) 1Jos Geo wluoldeol
|lJs  Route Control Profile g39J:



BGP Peer Connectivity Profile 192.168.20.20 O

Policy Faults History

(]

Password

Confirm Password

Peer Controls: [[] Bidir
Oc
Address Type Controls: [ a
|1i AF Ucast
Rauting Demain ID: O
EBGP Multihop TTL: | 3 o~

Weight for routes from this neighbor. |0 =

Private AS Control

BGP Peer Prefix Policy: | select a value

Site of Ongin

Local-AS Number Config

Local-AS Number -~

Route Control Profile -

s« Name Direction

owp luols grsbo Idpuwl) IJlu 1Js pdod wg)s louold wlbs,) BGP

"Jdzuesd eds e3> o Ipedsele 29d Esbile cdase ks ldpuwh S Slises IUozde S
IJs,29d (ACH. Lze 1Js wdnsy L30ut Lzl o wosdd 8lises lozde b | ACI

w8 uWdss Ies Ideded 1Je3des ledlo: wpdd pu ed IpuvdJs.

2dd po 2lJé BGP gJs BL 101:

<ttroot>

Teaf-101# show ip bgp 192.168.20.0 vrf example:example

BGP routing table information for VRF example:example, address family IPv4 Unicast

BGP routing table entry for 192.168.20.0/24, version 46 dest ptr 0xaOfec840

Paths: (1 available, best #1)

Flags: (0x80c001la 00000000) on xmit-1ist, is in urib, is best urib route, is in HW, exported
vpn: version 2731, (0x100002) on xmit-Tist

Multipath: eBGP 1iBGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type (0xa96485b8): internal 0x18 Ox0 ref 0 adv path ref 2, path is valid, is best path
AS-Path: NONE, path sourced internal to AS
192.168.20.20 (metric 5) from 192.168.20.20 (192.168.20.20)
Origin IGP, MED not set, Tlocalpref 100, weight 0 tag 0, propagate 0
Extcommunity:
RT:65001:2162688
COST:pre-bestpath:163:1879048192

***Notice that no router mac is present here. ***


/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html
/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html
/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html
/content/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/guide-c07-743150.html

VNID:2162688

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:
10.0.216.65 10.0.216.66

w989 RIB gJs CL 102:

<{froot>

Teaf-102# show ip route 192.168.20.0 vrf example:example
IP Route Table for VRF "example:example"

'*' denotes best ucast next-hop

**! denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

192.168.20.0/24, ubest/mbest: 1/0

*via 10.0.210.70%overlay-1, [200/0], 00:00:06, bgp-65001, internal, tag 65001
recursive next hop: 10.0.210.70/32%overlay-1

***Notice that no rwnid entry is present here. ***

edlebs: Jl seas £sle 19 9295 1eld RwVnid 9z30 ol I3l Jloe 1JpuvdJs wese e JI. B
lJesss po lJzldloc sop 51Jé gld rwVnid po 1dpuwl [dpgos weesd eJd Iqudeé.gJng
03l Jsuw 09 IJeld slispl. w8l slispl po z3lsd FIB 9 HAL JJezdd po 2d IJpuidJs 19 £30
zJol.

o2dd po FIB gJs CL 102:

<#root>
module-1(DBG-elam-insel6)# show forwarding route 192.168.20.0 vrf example:example

IPv4 routes for table example:example/base
—————————————————— it e et e L LT e
Prefix | Next-hop | Interface/VRF | Additional Info

—————————————————— i e it

*192.168. 20. 0/ 24

10. 0. 210. 70



overlay-1

***Notice that we have the route here and our next-hop address is correct (showing the TEP IP of BL 101)

Route Class-id:0x0
Policy Prefix 0.0.0.0/0

Teaf-102# acidiag fnvread | grep 101
101 1 Teaf-101

10. 0. 210. 70/ 32

leaf active 0

z>9J HAL gJs CL 102:

<{froot>

module-1(DBG-elam-insel6)# show platform internal hal 13 routes | grep 192.168.20.0
I

4662

| 192.168.20.0/ 24| UC| 686] 20601| TRIE] a5| 5/ 0] 60a5]|A| 8443 | 86b6| ef5| 1/ 2|

***Notice that we have an entry here and it's in the correct VRF. ***

module-1(DBG-elam-insel6)# hex

4662

0x

1236

module-1(DBG-elam-insel6)# show platform internal hal 13 vrf pi

| -- TOR -- | - Spine - | ACL |
Vrf Hw ITIVrf | SB NB | Proxy ACI | Ing Egr

VrfId Name VrfId I S Vnid | BDId BDId | Ou Bd Enc | Lbl Msk Lb1 Msk |

26 example:example

1236

0 0 210000 0 0 0 1 0 0 0 0 0

Rovble IJlegold po EP (Idpuosed 1) IJs IJpuosed Bs Iduveds 1Jghzss IJos oio@ U
olbes, BGP 1J31,z.s (192.168.20.20):

<tfroot>

Host-1# ping 192.168.20.20 vrf example
PING 192.168.20.20 (192.168.20.20): 56 data bytes



64 bytes from 192.168.20.20: icmp_seq=0 tt1=252 time=1.043 ms
64 bytes from 192.168.20.20: icmp_seq=1 tt1=252 time=1.292 ms
64 bytes from 192.168.20.20: icmp_seq=2 tt1=252 time=1.004 ms
64 bytes from 192.168.20.20: icmp_seq=3 tt1=252 time=0.769 ms
64 bytes from 192.168.20.20: icmp_seq=4 tt1=252 time=1.265 ms

--- 192.168.20.20 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.769/1.074/1.292 ms

***Connectivity is there. ***

ELAM gJs CL 102:

<tfroot>

Teaf-102# vsh_lc
module-1# debug platform internal roc elam asic O
module-1(DBG-elam)# trigger reset
module-1(DBG-elam)# trigger init in-select 6 out-select 0
module-1(DBG-elam-insel16)# set outer ipv4 src_ip 192.168.10.10 dst_ip 192.168.20.20
module-1(DBG-elam-insel6)# start
module-1(DBG-elam-insel6)# stat
ELAM STATUS

Asic 0 STice 0 Status Armed
Asic 0 STice 1 Status Triggered

module-1(DBG-elam-insel6)# ereport

Python available. Continue ELAM decode with LC Pkg
ELAM REPORT

<output omitted>

LU drop reason

no drop

***Traffic forwards correctly. ***

pedyple Sl LoJs

* 959w ol uuD_)k.Q Isual W o3l gJJ: cisco 9 id CSCvx28929
* LbgplJogus 9l wule - Cisco Systems



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx28929
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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