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Leaf 101 Leaf 102
NOK-C93180YC-FX NOK-C93180YC-FX
15.2(2f) 15.2(2f)

Ethl/3 Eth1l/3
L3out_Static_server 100.0.0.1/30 BGP 65535

Encap vlan 507 Encap vlan 550
L30ut 10.100.0.254/24 VRF: TN_D:VRF_S

VRF: TN_D:VRF_S L30ut
100.0.0.2/30

BGP 65536 Eth1/1

IP: 100.0.0.2/30
Loopback 507: 200001/32 LDpraCk: 30.30.30.1/32
Nexus3K

bosdszs! peowle ACI
IJodgsulo

tosle Idpdeue:

+ Sp wludile 8> (eds wwosd Idpsld: glpd 008 10o,)luos Julise sumee wluvole
296 1Jpr9) 9JJu spdud luwesle glpd ©uodss ppas wp luublio peds! Bs oSy
IJpuwole) JJuwele werdé 19, pesws. Bs pod odo IJzlds: Izle IJolds po Iduuple
JJey9waded IUds we luwesleo Jog9e IP SLA).

- logile gz L3zss> JJghpe 10.100.0.100/24 (ACI zluw SVI 550 g gusly IP 10.100.0.254)

- ogile gvsluvle ogdo IP SLA (Lusluwé e)ldwé IP SLA. Gusluwé oedo IJisole.
wwsluwé Slises IJog o)

- luols puwly eloe wee L3out uey 1Jgbe luwegsle Slises wgdo IP SLA.

- 2JBo s L3out Lleglo zoly N3K 1Jss suvegpd BGP. (EBGP) ACI J 65535 9 N3K AS
65536

- ouedsy el IJeloe po L3out |Js N3K.

c1dezdd eu ldedsse slpdlouss [dsuosd.

1. $p clugble £9> (8ds wwosd IJpold Iuwesp glod cuoBss [0S pubend Suwee


/content/dam/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/aci-guide-configuring-fabric-access-policies.pdf

Jepse 98 1Up9c 9p8 I spdud [uwodsle glod w096 25 e luubldo pedsl O
OO ldpuweley Jduwelz vds p)9) pESU 9JIU B ped odo IUpldé: srzs Idelds ey

oY o

olJo

&999J 1U3s &p luwessleo Jogdo IP SLA).

Summany Topoiogy Podcy  Poar Ensties Contract Excaption Fauls Histoey

(a}
#

s Filers Dascription

logble g9>

2. Gp lousle £z L3zos> wloglo 1l e 10.100.0.100/24 (ACI 2l SVI 550 oe gusly IP

10.100.0.254).

TN_D
B ™.

B Application Profiles
= Networking

= Bridge Domains

Node Profiles
B External EPGs
[ Route map for import and export route control
B SR-MPLS VRE L30uts
= Dot1Q Tunnels
B Contracts
= Standard
ﬂ Contract_L3out_BGP
& Taboos

& imported

louile L3out

L3 Qutside - L3out_Static_server

Name: L3out_Static_senwer

Alias;

Description:

Annotations: a

Global Alias:

Provider Label;

Consumer Labal:

Target DSCP: | Unspecified

PIM: ]
PIMvE: []
Route Confrol Enforcement: ] import
HVRF: VRF_S @ ||
Resolved VRF: TN_D/VRF S
L3 Domain: | TN_D_L3Dom i) ||

Route Profile for Interleak:
Route Profile for Redistribution:

« Source

Enable BGP/EIGRP/OSPF: [[] BGP [ oser O eigre

Route Control for Dampening:

= Address Family Type



Lol$ IJe 9> o L3out

Al

Target DSCH

Mok

Side BIF

05

Secondary P 1P Adciress MAC Addmss MTU {bytes) Encap Scope
Address
Inherited C
Stope Aggrogate Foutn Conral Prosie Rt SUTMarization Py
0 Exiorr
Gerssal EPG Labels
[ S
« Tenar Tenant Alias Contract Type Provided / To® Class Stne Label Subject Label
Consumed

3 Comtruet Type: Contract




3. logile uwsluwle oo IP SLA (Gusluws ool @wé IP SLA. usluwé lgole IJog o uslywé
Slisps Idogdw).

wslws o)l s IP SLA:

TN_D
H ™o

& Application Profiles

IP SLA Monitoring Policy - ICMP_Monitor

B Networking

= Contracts Properties
- [ Policies Name: |CMP_Monitor
I~ & protocol Description:
= BFD
FD Mult
sl IT SLA Type: TCP ‘ L2Ping ‘ HTTP )
= ND RA Prefix
~
= BGP
Detect Multiplier: |3 o
= Custom QoS
Request Data Size (bytes): | 28 ~
B Data Plane Policing
Type of Service: |0 e
= DHCP
Operation Timeout (milliseconds): 2
= EcrP p { ): 900
Threshold (milliseconds): e
= End Point Retention mil ): 900
* S
[ First Hop Security Traffic Class Value: | 0
= HSRP
[ IGMP Interface
B IGMP Snoop
= P SLA
el P SLA Monitoring Policies
E ICMP_Monitor
= Track Lists
[ Track Members
odsu pwsluws el 9w IP SLA
leole wgdo IP SLA:
L 0e
Policy Stats Faults History
O 2 R,
=]
]
ST o |
Fo- M | Status of destination track IP
Dapioymentsc  wode I Operason Namber Operation St Latest Ogeeration Enor 'h".'.v1

=
]
=
]
=
=]
=
=
=]
=
[
=
=
]

luols IP |Js yusluws 1Jesl§e6

wog Ylispd IJoggu:



Track List - Tracking_Senver_Physical_IP 00

IIIJITII[-‘II[‘IIIJI]'II[‘II[‘

odosu $lises [dogde

4. 9p vodysu Idpuwl) IJolow weo L3out wloglo 1Ugb e wluwegsle yusluwé Slisps wg o IP
SLA IJos wp lugblgel zrsel.

ik AP Q0000

Leal 101
H-CIDLBOYC-FE

i/

Licnst_Static_sorvee Descriggon Traet Poacy =
Encap v 507 | e T e
L30ut 10,160,0.254/24 i xing_Server_F [ 1|

WRF: TH_DVES S Static route added with IP SLA Track which tracking physical IP of server

Loopback 507: 200.0.0.1/32

odysu Idpuwl) IJeloe wpo L3out

5. 8p wlouble @z L3z wey 2ol N3KIUss suwedse wagwsdsd Ideolys 1Uzr9s56 (BGP).
(EBGP) ACI AS 65535 9 N3k AS 65536.



L3 Ou

ide - L3out_N3K_BGP

Name: L3out_MN3k

Aligs:

Description

ANNOLIHONS 0

Global Aligs:
Provider Labe
Consumer Label

Target DSCP: |y

PIM: [
PIMvE

Route Control

orcement: ]

| VRF: | VRF_$ fi-}
Resolved VRF: TH_D/VRF_S
|L3 Domain: | TH D L30om )

Route Profile for Interieak:

Rowte Profile for Redi

+ Source

Enabie BGR/EIGRP/OSP

Route Control for Damganir

= Agdress Family Type

wdIsu wu9wsdsd BGP

P LoEBa0: A0S

pJV ogysW ubs,) BGP



vorking

(— | Bridge Doma

odysu wsluws vbs,) BGP

BGP Peer Connectivity Profile 100.0.0.2- Node-102/1/3 ||

Description:

BGP Controls:

[ anc
[ AS overide
ear AS Check

i Sell AS

D Send Domain Path

Password

Confirm Password.

Peer Controls: [T] Bidirections fing Detection

[] Disable Connected Check
Address Type Controls: [[] AF Mcast
AF Ucast

Routing Domain 1D
|| EBGP Multihop TTL

w
>

Weight for routes from this neighbor: |0 -4

Private AS Control.
[ Remove private AS

BGP Peer Prefix Policy.

Site of Origin

" Remote Autonomous System NMumber: 65536 o "

Lacal-A5 Number Config

Local-AS Number i

Admin State 'ff
L.

Route Controd Profile:

a0

Suconery D Asdoets ® Ay MAL Ass

[

Eray Soeg

oe



~ Q0000

o9

Lol Ide> » EPG 1Ugbzs

6. ouods) Idpuwl IJolow po L3out |Js N3K.

swi t chname N3K
feature bgp
feature interface-vlan
interface Wl an550
no shut down
vrf nmenber BGP_L3out
ip address 100.0.0. 2/ 30
interface | oopback200
vrf nmenber BGP_L3out
ip address 30.30.30.1/32
interface Ethernetl/1
swi tchport node trunk
router bgp 65536
address-fanily ipv4 unicast
nei ghbor 100.0.0.1
vrf BGP_L3out
router-id 3.3.3.3
address-fanily ipv4 unicast
net wor k 30. 30. 30. 1/ 32
nei ghbor 100.0.0.1
renot e-as 65535
updat e- source MVl an550
address-fanily ipv4 unicast

IJoedd pu lJuoes

luwogse 03l ldGuwe Joldss gpd Idodssy vuvdd Lozse.



Nexus3K.

Leaf 102
NOK-C93180YC-FX

Leaf 101
NOK-C93180YC-FX
15.2(2f)

15.2(2f)
] Eth1/3
L3out_Static_server 100.0.0.1/30 BGP 65535

Encap vlan 507 Encap vlan 550
10.100.0.254/24 VRE: TN_D:VRE S

VRF: TN_D:VRF_S - 7 L30ut
100.0.0.2/30
BGP 65536

L30ut

Eth1/1

Looopback subnet
received via BGP

IP: 100.0.0.2/30
Loopback 507: 200001/32 Loopbal:k: 30.30.30.1/32

Nexus3K

Jiug ledlu puwh) IJews) euve Idpeblo

N3K# routing vrf BGP_L3out

N3KYBGP_L3out# show ip route | P Route Table for VRF "BGP_L3out" '*' denotes best ucast next-hop
"**' denotes best ntast next-hop '[x/y]' denotes [preference/nmetric] '% in via output denotes
VRF 30. 30.30.1/32, ubest/nmbest: 2/0, attached *via 30.30.30.1, Lo200, [0/0], 02:35:27, |oca
*via 30.30.30.1, Lo200, [0/0], 02:35:27, direct 100.0.0.0/30, ubest/nbest: 1/0, attached *via
100.0.0.2, M an550, [0/0], 05:52:18, direct 100.0.0.2/32, ubest/nmbest: 1/0, attached *via
100.0.0.2, Vlan550, [0/0], 05:52:18, local 200.0.0.1/32, ubest/nbest: 1/0 *via 100.0.0.1,
[20/0], 02:32:36, bgp-65536, external, tag 65535

Sedu 1Jsuesd [Js Server Loopback Lluegsle puos, Jeuslo luwezle N3K.

N3K
interface | oopback200
vrf nenber BGP_L3out
i p address 30.30.30.1/32

N3K# ping 200.0.0.1 vrf BGP_L3out source 30.30.30.1

PI NG 200.0.0.1 (200.0.0.1): 56 data bytes

64 bytes from 200.0.0.1: icnp_seq=0 ttl =252 tinme=0.94 ns
64 bytes from 200.0.0. icnp_seq=1 ttl=252 tine=0.729
64 bytes from 200.0.0. icnp_seq=2 ttl=252 tine=0.658
64 bytes from 200.0.0. icnp_seq=3 ttl=252 tine=0.706
64 bytes from 200.0.0.1: icnp_seq=4 ttl =252 time=0.655
--- 200.0.0.1 ping statistics ---

5 packets transmtted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.655/0.737/0.94 ns

[ = ==

ns
ns
ns
ns

z29d IJpuwly 102 1Jgl Lo walzod ACI (9ldss sewss eds L3out uz9 Nexus 3K).

Leafl02# show ip route vrf TN _D:VRF_S
I P Route Table for VRF "TN_D: VRF_S"
'*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]" denotes [preference/netric]
"% in via output denotes VRF
10. 100. 0. 0/ 24, ubest/nbest: 1/0
*via 10. 0. 96. 64%verl ay-1, [200/0], 02:56:36, bgp-65535, internal, tag 65535
30. 30. 30. 1/ 32, ubest/nbest: 1/0 <<addr ess



of N3K

*via 100.0.0.2% N _D: VRF_S, [20/0], 02:44:34, bgp-65535, external, tag 65536
100. 0. 0. 0/ 30, ubest/nbest: 1/0, attached, direct

*via 100.0.0.1, vlanl9, [0/0], 05:09:37, direct
100. 0. 0. 1/ 32, ubest/nbest: 1/0, attached

*via 100.0.0.1, vlanl9, [0/0], 05:09:37, local, |ocal
101. 101. 101. 101/ 32, ubest/nbest: 1/0

*via 10.0.96. 64%verlay-1, [1/0], 02:56:36, bgp-65535, internal, tag 65535
102. 102. 102. 102/ 32, ubest/nbest: 2/0, attached, direct

*via 102.102.102.102, |lo5, [0/0], 16:49:13, local, I|ocal

*via 102.102.102.102, lo5, [0/0], 16:49:13, direct
200.0.0.1/32, ubest/nbest: 1/0

*via 10.0.96. 64%verlay-1, [1/0], 02:42:15, bgp-65535, internal, tag 65535

IJezdd pu odosy IP SLA JJ9y$s 101 ey slzos Gwlo, 1Jlsl e,

Leafl01l# show ip sla configuration
I P SLAs Infrastructure Engine-I1I1
Entry nunber: 2000
Oaner: owner -i cnp-echo- dne
Tag:
Qperation timeout (mlliseconds): 900
Type of operation to perform icnp-echo
Target address/ Source address: 10.100.0.100/0.0.0.0
Traffic-d ass paraneter: 0x0
Type O Service paraneter: 0x0
Request size (ARR data portion): 28
Verify data: No
Vrf Name: TN_D: VRF_S
Schedul e:
Operation frequency (seconds): 5 (not considered if randomy schedul ed)
Next Scheduled Start Tinme: Start Tine already passed
G oup Schedul ed : FALSE
Random y Schedul ed : FALSE
Life (seconds): Forever
Entry Ageout (seconds): 3600
Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 900
Distribution Statistics:
Nurmber of statistic hours kept: 2
Nurmber of statistic distribution buckets kept: 1
Statistic distribution interval (mlliseconds): 20
Hi story Statistics:
Nurmber of history Lives kept: O
Nurmber of history Buckets kept: 15
Hi story Filter Type: None

Leafl101# show track brief

Trackld Type I nst ance Par anmet er State Last Change
4 IP SLA 2000 reachability up 2021-09-16T18: 08: 42. 364+00: 00
3 Li st --- per cent age up 2021-09- 16T18: 08: 42. 365+00: 00

Leafl01# show track
Track 1
Li st Threshol d percent age
Threshol d percentage is up
6 changes, |ast change 2021-09-16T00: 01: 50. 339+00: 00
Threshol d percentage up 1% down 0%
Tracked List Menbers:
oj ect 2 (100) % up
Attached to:



Rout e prefix 200.0.0.1/32
Track 2
I P SLA 2000
reachability is up
6 changes, |ast change 2021-09- 16T00: 01: 50. 338+00: 00
Tracked by:
Track List 1

IJozdd wluwegsle 1oy luveedle IJJlso 1desl, (Moquery):

apicl# moquery -c fvIPSLAMonitoringPol -f 'fv.IPSLAMonitoringPol.name=="ICMP_Monitor"'
Total bjects shown: 1

# fv. | PSLAMONI t ori ngPol

name : | CvP_Mbni t or

annot ati on :

chil dAction

descr :

dn : uni/tn-TN_D/ i psl aMoni t ori ngPol -1 CMP_Nbni t or
ext MhgdBy :

ht t pMet hod : get

httpUri s

ht t pVer si on : HTTP10

i pv4Tos 0

i pv6TrfC ass 0

| cOmn : local

nodTs : 2021-09-15T21: 18: 48. 195+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as

owner Key

owner Tag :

reqDat aSi ze : 28

rn : i pslaMonitoringPol -1 CMP_Moni t or
sl aDetectMul tiplier : 3

sl aFr equency 5

sl aPort 0

sl aType cicnp

status :

t hreshol d : 900

ti meout : 900

uid : 15374

userdom corall:

apicl# moquery -c fvTrackMember -f 'fv.TrackMember.name=="Server_Physical IP"'
Total bjects shown: 1

# fv. TrackMenber

name : Server_Physical _I P

annot ati on

chil dAction

descr :

dn : uni/tn-TN_D/ trackmenber - Server _Physical _I P
dst | pAddr : 10.100. 0. 100

ext MhgdBy :

id : 2000

| cOmn : local

nodTs : 2021-09-15T21: 16: 22. 992+00: 00
nonPol Dn : uni/tn-conmon/ monepg- def aul t
nameAl i as

owner Key

owner Tag



rn : tracknenber - Server_Physical _I P

scopeDn > uni/tn-TN_D/ out - L3out _Stati c_server
status :

ui d : 15374

userdom corall:

apicl# moquery -c fvTrackList -f 'fv.TrackList.name=="Tracking Server Physical_ IP"'
Total bjects shown: 1

# fv. TrackLi st

name : Tracki ng_Server _Physical _I P
annot ati on :

chi I dActi on

descr :

dn > uni/tn-TN_D/ tracklist-Tracki ng_Server_Physical _I P
ext vhgdBy :

I cOmn : local

nmodTs : 2021-09- 15T07: 41: 15. 958+00: 00
nmonPol Dn : uni/tn-comon/ nonepg- def aul t
nanmeAl i as

owner Key

owner Tag

percent ageDown : O

per cent ageUp 1

rn : tracklist-Tracking_Server_Physical _IP
status

type . percentage

ui d : 15374

user dom corall:

wei ght Down 0

wei ght Up 1

lweduuld IJizble 9] oJlzol
Jl oo9dd,) eldsl pedsple pgsé Jluweduled IJigble 9l odlzol Jodl IJedssy.

-._95 2lJs wes,y 1Js ool 1ds bg IUlouold I gusle IP IJdeds: serue IP SLA Jglzos IJepde
Os 1Jsue9d (ACH) gusly 1P 1J9zoes "ldeeds" wgs 9,09d 1Ues 1Uds wpe wdsuwe.

Leaf 101
NOK-CO93180YC-FX

15.2{2f)
Eth1/3
L3out Static_server
Encap vlan 507
10.100.0.254/24
RF: TN_D:VRF S

L30ut

Loopback 507: 200.0.0.1/32

9lzod L3out pglbJs



Track Member - Server_Physical_IP

Palic

Mame: Server_Physical_IP

Dascription

0 &

Dperation Number Dperation Status Lates Dparation Emor Meszage

ms [2seconds)

HEDEEDDDEDODODED:;

216 Leolb Liluws IP SLA wes Gbe IULoolb

lJozdd pu Slzos yulb, IUisle, (CLI) JJ9,86 101 (spdud 1866 IUpods J e bile IJgpdsd
IUIgs,8").

Leafl01l# show ip sla statistics
| PSLAs Latest Operation Statistics
| PSLA operation id: 2000
Latest RTT: NoConnecti on/ Busy/ Ti neout
Latest operation start tine: 23:54:30 UTC Wed Sep 15 2021
Lat est operation return code: Ti neout
Nunmber of successes: 658
Nunmber of failures: 61
Qperation time to live: forever

wer 1J9uesd Ids IUghe: Slue sesuo IUelds polidd.

Policy Stats

Diparasen Numbes Oparasen Status Latest Operation Eror Massage

-

21Js Lol s IP SLA wgs bog, IJeulb

Leafl01l# show ip sla statistics
| PSLAs Latest Operation Statistics
| PSLA operation id: 2000
Latest RTT: 1 milliseconds
Latest operation start tinme: 00:03:15 UTC Thu Sep 16 2021



Lat est operation return code: K
Number of successes: 18

Nurmber of failures: 86
Qperation time to live: forever

pedsple slo LoJé
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