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Local Groups

Captive Portal Groups: ﬂ

Captive Portal Group Parameters

Group Mame: I (Range: 1- 32 Characters)

Save
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IJp 9s06.

Local Groups

Captive Portal Groups: ﬂ

Default

Captive Portal Group

oy

Group Mame: I (Range: 1- 32 Characters)

Save
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Local Groups

Captive Portal Groups: :

Captive Portal Group Parameters

Group Name:[lciscn| (Range: 1-32 Characters :]
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Local Users

Captive Portal Users: u

Captive Portal User Parameters

Llzser Mame: I (Range: 1-32 Characters)

Save
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Local Users

Captive Portal Users: ﬂ

Captive Portal User Parameters

L=ser Name:[lCisanlnb (Range: 1- 32 Characters) ]

Save
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Local Users

Captive Portal Users: ﬂ

Captive Portal User Parameters

User Password: I (Range: & - 64 Alphanumeric & Special Characters)

[T] Show Password as Clear Text

Away Timeout: IED (Range: 0 - 1440 Min, Default: 60)
Default

Group Mame:

Maximum Bandwidth Upstream: I[J (Range: 0-300 Mbps, Default: 0)

Maximum Bandwidth Downstream: I[J (Range: 0-300 Mbps, Default: 0)

Delete User: =

Save

|Jab_95 4. )E_JQ ddpé -_9..5 IJfOuUOE,OJ éijod PCIJ

Captive Portal User Parameters

User Password: [ sssssnes (Range: 8 - 64 Alphanumeric & Special Chara:t-‘:re.]

[] Show Password as Clear Text

Away Timeout: IED (Range: 0 - 1440 Min, Default: 60)
Default

Group Mame:

Maximum Bandwidth Upstream: |[] {Range: 0 - 300 Mbps, Default: 0)

Maximum Bandwidth Downstream: ID (Range: 0 - 300 Mbps, Default: 0)

Delete User: [l
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Captive Portal User Parameters

User Password:

sssssnes (Range: 8 - 64 Alphanumeric & Special Characters)

[] Show Password as Clear Text

Away Timeout: [IED (Range: 0 - 1440 Min, Default: 60) ]
Group Mame: cisco

Maximum Bandwidth Upstream: |IZI (Range: 0 - 300 Mbps, Default: 0)
Maximum Bandwidth Downstream: II:I (Range: 0 - 300 Mbps, Default: 0)
Delete User: [l
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Captive Portal User Parameters

User Password: quuu (Range: 8 - 64 Alphanumeric & Special Characters)
[] Show Password as Clear Text

Away Timeout: IED (Range: 0 - 1440 Min, Default: 60)
Default -

Group Mame: m

Maximum Bandwidth Upstream: IEI (Range: 0- 300 Mbps, Default: 0)

Maximum Bandwidth Downstream: ID (Range: 0 - 300 Mbps, Default 0)

Delete User: [
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IJ8uo9s Jdogesd vldeszle IJos uvsop IUuwelz JJgpsd vozesdol Bsol. [J9sps
IJle,los6 os 0 9ldes 1JI§uos 09 300.



Captive Portal User Parameters

User Password:

Show Password as Clear Text

Away Timeout: IED
Default -
Group Mame: m
Maximum Bandwidth Upstream: GSDD ]

Maximum Bandwidth Downstream: II:I

Delete Usear:
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Captive Portal User Parameters

User Passwaord: quuu

Show Password as Clear Text

Away Timeout: |60
Default -
Group Mame: cisco |
Maximum Bandwidth Upstream: ISUEI
Maximum Bandwidth Downstream: ﬂ&ﬂﬂ ]
Delete User:
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Instance Configuration

Captive Portal Instances: ﬂ

Captive Portal Instance Parameters

Instance Mame: I (Range: 1 - 32 Characters)

Save
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Instance Configuration

Captive Portal Instances: =

Captive Portal Instance Parameters

Instance NamEZ[ICisanet (Range: 1-32 Characteraj:]

Save
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Instance Configuration

Captive Portal Instances: | CiscoNet| V|

Captive Portal Instance Parameters

Instance ID: 1
Administrative Mode: Enable
Protocol:

Verification:

Redirect: [ ] Enable

Redirect URL: (Range: 0 - 256 Characters)
Away Timeout: IGO (Range: 0 - 1440 Min, Default: 60)

Session Timeout: |0 (Range: 0 - 1440 Min, Default: 0)

Maximum Bandwidth Upstream: |0 (Range: 0 - 300 Mbps, Default: 0)

Maximum Bandwidth Downstream: IO (Range: 0 - 300 Mbps, Default: 0)

User Group Name:

RADIUS IP Network:

Global RADIUS: Enable

RADIUS Accounting: [] Enable

Server IP Address-1: |

Server IP Address-2: |
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Instance Configuration
Captive Portal Instances: CiscoNetﬂ

Captive Portal Instance Parameters

Instance ID: 1
Administrative Mode:
Protocol HTTP V|
Verification: Guest ﬂ
Redirect: [ 1 Enable
Redirect URL:

Away Timeout: |50

Session Timeout: |0

Maximum Bandwidth Upstream: |0

Maximum Bandwidth Downstream: |0

User Group Name: Defaultﬂ
RADIUS IP Network: pval v
Global RADIUS: Enable
RADIUS Accounting: [] Enable

Server IP Address-1: |

Server IP Address-2: |
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Instance Configuration

Captive Portal Instances: CiscoNet.

Captive Portal Instance Parameters

Instance ID: 1

Administrative Mode:

Protocol:

Verification: Guest | V]

Redirect: [ ] Enable

Redirect URL: (Range: 0 - 256 Characters)
Away Timeout: IGO (Range: 0 - 1440 Min, Default: 60)
Session Timeout: |0 (Range: 0 - 1440 Min, Default: 0)
Maximum Bandwidth Upstream: |0 (Range: 0 - 300 Mbps, Default: 0)
Maximum Bandwidth Downstream: |0 (Range: 0 - 300 Mbps, Default: 0)
User Group Name: Eel’aultEI

RADIUS IP Network: ipvalv]

Global RADIUS: Enable

RADIUS Accounting: [1 Enable

Server IP Address-1: | (20002000000 X0XX)
Server IP Address-2: [
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Instance Configuration
Captive Portal Instances: CiscoNetﬂ

Captive Portal Instance Parameters

Instance 1D: 1
Administrative Mode: Enable
Protocol:

Verification:

Redirect:

Redirect URL:

Away Timeout: |60

Session Timeout: |0

Maximum Bandwidth Upstream: |0

Maximum Bandwidth Downstream: |D

User Group Name: Defaultﬂ
RADIUS IP Network: IPva V]
Global RADIUS: Enable
RADIUS Accounting: [ ] Enable

Server IP Address-1- |

Server IP Address-2: |
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Instance Configuration

Captive Portal Instances:

Captive Portal Instance Parameters

Instance ID: 1
Administrative Mode: Enable
Protocol:
Verification:

Redirect:

Redirect URL: (Range: 0 - 256 Characters)

Away Timeout: (Range: 0 - 1440 Min, Default: 60)

Session Timeout: |0 (Range: 0 - 1440 Min, Default: 0)
Maximum Bandwidth Upstream: |0 (Range: 0 - 300 Mbps, Default: 0)
Maximum Bandwidth Downstream: IU (Range: 0 - 300 Mbps, Default: 0)
User Group Name: Default

RADIUS IP Network: Py

Global RADIUS: Enable

RADIUS Accounting: [ ] Enable

Server IP Address-1: I {

Server IP Address-2: I (20002000200

lJ¢glogé 8. -_9..5 28d lehbé w9zso gusly URL. i.)é_J ewslu URL 1J3s oy biuwld IJgpdle
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Instance Configuration

Captive Portal Instances:

Captive Portal Instance Parameters

Instance 1D: 1

Administrative Mode: Enable

Protocol:
Verification:

Redirect: Enable

Redirect URL: [‘htlp:mmw.cisco.com (Range: 0 - 256 Characters) ]
Away Timeout: ‘6{] (Range: 0 - 1440 Min, Default: 60

Session Timeout: ‘0 (Range: 0 - 1440 Min, Default: 0)

Maximum Bandwidth Upstream: ‘0 (Range: 0 - 300 Mbps, Default: 0)

Maximum Bandwidth Downstream: ‘0 (Range: 0 - 300 Mbps, Default: 0)

User Group Name:

RADIUS IP Metwork: IPyd | W

Global RADIUS: Enable

RADIUS Accounting: [ ] Enable

Server IP Address-1: ‘ (200020003000 00

Server |P Address-2: ‘ (200020002000 200)
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Instance Configuration
Captive Portal Instances: CiscoNetﬂ

Captive Portal Instance Parameters

Instance ID: 1

Administrative Mode: Enable

Protocol: HTTPSﬂ

Verification: Local ﬂ

Redirect: Enable

Redirect URL: |nttp:/fwwnw.cisco.com

Away Timeout: ﬂEU ]
Session Timeout: 0

Maximum Bandwidth Upstream: |0

Maximum Bandwidth Downstream: |0

User Group Name: Defaultﬂ
RADIUS IP Network: IPv4 ﬂ
Global RADIUS: Enable
RADIUS Accounting: [] Enable

Server IP Address-1- |

Server IP Address-2: |
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Instance Configuration
Captive Portal Instances: CiSCONE‘tﬂ

Captive Portal Instance Parameters

Instance |D: 1

Administrative Mode: Enable

Protocol: HTTPSﬂ

Verification: Local ﬂ

Redirect: Enable

Redirect URL: Inttp://uwww.cisco.com

Away Timeout: |60

Session Timeout: ﬂo ]
Maximum Bandwidth Upstream: |0

Maximum Bandwidth Downstream: |U

User Group Name: Defaultﬂ
RADIUS IP Network: Pva) v |
Global RADIUS: Enable
RADIUS Accounting: [] Enable

Server IP Address-1: |

Server IP Address-2: |
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Instance Configuration

Captive Portal Instances:

Captive Portal Instance Parameters

Instance ID: 1

Administrative Mode: Enable

Protocol:
Verification:

Redirect: Enable

Redirect URL: |http:ffummw.ci5c0_c0m (Range: 0 - 256 Characters)
Away Timeout: |6{] Range: 0 - 1440 Min, Default: 60)

Session Timeout: |U Range: 0 - 1440 Min, Default: 0)

Maximum Bandwidth Upstream: |300 Range: 0 - 300 Mbps, Default: 0)

Maximum Bandwidth Downstream: |300 Range: 0 - 300 Mbps, Default: 0)

User Group Name: Default| v

RADIUS IP Network: IPvd | v
Global RADIUS: Enable
RADIUS Accounting: [] Enable

Server IP Address-1: | (2000000 X000 X0)

Server IP Address-2: |
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Redirect: Enable

Redirect URL: Ihtlp:ﬂuw.rw.cisco.com (Range: 0 - 256 Characters)

Away Timeout: IBD (Range: 0 - 1440 Min, Default: 60)

Session Timeout: IU (Range: 0 - 1440 Min, Default: 0)

Maximum Bandwidth Upstream: ISUU (Range: 0 - 300 Mbps, Default: 0)

Maximum Bandwidth Downstream: (Range: 0 - 300 Mbps, Default: 0)
Default

User Group Name: E

RADIUS IP Network: 1Py

Global RADIUS: Enable

RADIUS Accounting: [ | Enable

Server IP Address-1:

(00020003000 X000)

Server IP Address-2:

{000 20002000 300K)

(00020003000 X000)

Server IP Address-3:

{000 20002000 300K)

Server IP Address-4:

Key-1: (Range: 1 - 63 Characters)
Key-2: (Range: 1 - 63 Characters)
Key-3: (Range: 1 - 63 Characters)

IJsbo96 13. 235 po I pyog Idpouwsd duiods RADIUS IP | ol IP 1Uss suucéspo glp
RADIUS. I3l Jp oo aumaise ehe RADIUS Jp ol 86 Bép wldotbes [Js [plbes 17.



Vermcauon: Local Vl

Redirect: Enable

Redirect URL: ‘htlp:mm-.na.r_cisco_com (Range: 0 - 256 Characters)
Away Timeout: ‘50 {Range: 0 - 1440 Min, Default: 60)

Session Timeout: ‘U (Range: 0 - 1440 Min, Default: 0)

Maximum Bandwidth Upstream: ‘BUU (Range: 0 - 300 Mbps, Default: 0)

Maximum Bandwidth Downstream: ‘BUU {(Range: 0 - 300 Mbps, Default: 0)

User Group Name: cisco |V

RADIUS IP Network:

IPvE

Global RADIUS: ~ aite

RADIUS Accounting: [ ] Enable

Server IP Address-1: ‘ {200 30003000 00K

Server IP Address-2: ‘ {200{ 20002000 000)

Server IP Address-3: ‘ {300 30003000 00)

Server |P Address-4: ‘ (200X 30003000 X000)

Key-1: ‘ (Range: 1 - 63 Characters)
Key-2: ‘ (Range: 1 - 63 Characters)
Key-3: ‘ (Range: 1 - 63 Characters)

lJ21lo9s 14. 5l po wodssy RADIUS IUge9ps eJs zolid Bspdud weass gluo IJIgosl
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/content/en/us/support/docs/smb/wireless/cisco-small-business-300-series-wireless-access-points/smb5067-configuring-radius-server-settings-on-the-wap371.html

Away | imeout: qu Mgl IS, W - TS I, LSdauin. o)

Session Timeout: ID (Range: 0 - 1440 Min, Default: 0)
Maximum Bandwidth Upstream: ISDD {Range: 0 - 300 Mbps, Default: 0)
Maximum Bandwidth Downstream: |300 (Range: 0 - 300 Mbps, Default: 0)

User Group Name:

RADIUS IP Network:

IPv4
Global RADIUS: Enable

RADIUS Accounting: [ ] Enable

Server IP Address-1:

Server IP Address-2:

Server IP Address-3:

Server IP Address-4:

Key-1: (Range: 1 - 63 Characters)
Key-2: (Range: 1 - 63 Characters)
Key-3: (Range: 1 - 63 Characters)
Key-4: (Range: 1 - 63 Characters)
Locale Count: 0

Delete Instance: L]

IJglo96 15. I3l Juo emgw Vs lu sepe ebp RADIUS Uslole eod luvegsle yuwds
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Awdy 1imeouL |UU RGNS, W T VI, LTI, U

Session Timeout: |[} (Range: 0 - 1440 Min, Default: 0)
Maximum Bandwidth Upstream: |30[} (Range: 0 - 300 Mbps, Default: 0)
Maximum Bandwidth Downstream: |3UD (Range: 0 - 300 Mbps, Default: 0)
User Group Name:

RADIUS IP Network:

Global RADIUS: Enable

Server IP Address-1:

Server IP Address-2:

Server IP Address-3:

Server IP Address-4:

Key-1: (Range: 1 - 63 Characters)

Key-2: (Range: 1 - 63 Characters)

Key-3: (Range: 1 - 63 Characters)

Key-4:

(Range: 1 - 63 Characters)
Locale Count:

RADIUS Accounting:
|
|
|
|
|
|
|
|
0
[]

Delete Instance:

IJsbo96 16. 131 Jp ©dp wopdss RADIUS IUgle B 1Jgb9s 14. Bisgd golosy IP
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Hway TTIEQLT. |UU - Range. U - T9FU W T, DETault. Uuj

Session Timeout: |U (Range: 0 - 1440 Min, Default: 0)

Maximum Bandwidth Upstream: |3UU (Range: 0 - 300 Mbps, Default: 0)

Maximum Bandwidth Downstream: |3[}U (Range: 0 - 300 Mbps, Default: 0)

User Group Name:

RADIUS IP Network:

Global RADIUS: [] Enable

RADIUS Accounting: Enable

Server |P Address-1: |1 0.1.1.144 KK KK KHK KKK )

Server |P Address-2: |1 0.1.1.145 YIOK OO I00C 00K

Server IP Address-3: | XK 000 IO 0K

Server IP Address-4: | YOOK XOOK_XO0C XXX )

Key-1: |ooooooonoon Range: 1 Characters)
Key-2: |ouoouuuu Range: 1 - 63 Characters)
Key-3: | Range: 1 - 63 Characters)
Key-4: | Range: 1 - 63 Characters)
Locale Count: . 0 ‘

Delete Instance: L]
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AWay TImeour [ov [range U= TS50 VI, DETaui UUj
Session Timeout: ID {Range: 0 - 1440 Min, Default: 0)

Maximum Bandwidth Upstream: ISDD {Range: 0 - 300 Mbps, Default: 0)
Maximum Bandwidth Downstream: ISDD (Range: 0 - 300 Mbps, Default: 0)

User Group Name:

RADIUS IP Network:

Global RADIUS:

RADIUS Accounting:

Server IP Address-1:

Server IP Address-2:

Server IP Address-3:

Server IP Address-4:

Key-1:

Key-2:

Key-3:

Key-4:

Locale Count:

Delete Instance:

|
|
=

IPv4

[1 Enable

Enable

|10_1_1_144

|10_1_1_145

1096 17. b §lb §6 pdb.

(00K 0000 XK )
(000000000 00)
(2000000000 00)

(OO 00030000

(Range: 1 - 63 Characters)
(Range: 1 - 63 Characters)
{(Range: 1 - 63 Characters)

(Range: 1 - 63 Characters)



'::ll's'::lc;' WAP371 Wireless-AC/N Dual Radio Access Point with Single Point-Setup

Getting Started

A Maximum Bandwidth Upstream: |300 (Range: 0 - 300 Mbps, Default: 0)
Run Setup Wizard
i 3 ( = v :
» Status and Stafistics Maximum Bandwidth Downstream: |3DU (Range: 0 - 300 Mbps, Default: 0)
» Administration User Group Name:
» LAN
RADIUS IP Network: P4 ™|
* Wireless
» System Security Global RADIUS: [] Enable
» Client QoS
RADIUS Accounting: Enable
» SNMP
> Single Point Setup Server IP Address-1: |1 0.1.1.144 (o000 00CI00)
Server |P Address-2- |1 0.1.1.145 (20001000 X000 X0X)
Local Groups
Local Users Server |P Address-3: (2003000 J00C.XXX)

151 onfiguratio

Instance Association Server |P Address-4: | (000300 J00C KHX)
Web Portal Customizati
Global Configuration Key-1: |u-“."u“. (Range: 1 - 63 Characters)
Authenticated Clients
Failed Authentication Cli Key-2: |""""""' (Range® 1 - 63 Characters)
Key-3: | (Range: 1 - 63 Characters)
Key-4: | (Range: 1 - 63 Characters)
Locale Count: 0
Delete Instance: ]
v

1§10 posd po8d pds> wperd SSID

e ludilsol Szo weSSU pesd p3¢d puedb pg b 9,09 blo,sé (VAP)
Jduwele JJgpdle Lldloold wo.

IUg 1096 1. 160 1Us IJwslud IJpdsss > [dely Idpesd. obo, IUuil s Iéelo Idedsd



Instance Association

Radio: (® Radio 1 (5 GHz)
) Radio 2 (2.4 GHz)

Instance Association
Metwark Interface

WAP 0 (ciscosb)

VAP 1 (Virtual Access Point 2)
VAP 2 (Virtual Access Point 3)
WAP 3 (Virtual Access Point 4)
VAP 4 (Virtual Access Point 5)
VAP 5 (Virtual Access Point 6)

WAP 6 (Virtual Access Point 7)

>
KKK B

VAP T (Virtual Access Point 8)

Save

1J21096 2. O 28 ILLbes9: 233 5y 1S9 IJpwsld§ pe s IJesele 1d5s w)ss luweiolpo.
5 gsloyoj wpolleds gwy wbld 1802, 98> Jl ©J9u poslo$s e 1lzes6 I psJd
[JJlpwdJs6 1JB8>5p6. 2.4 esgloyo) w99, oo wbly 18d JJo ubl§ l9gwe 909l
o

Radio: (® Radio 1 (5 GHz))
) Radio 2 (2.4 GHz)

121096 3. wow £09> hwpe IJpisd: 25 Idprwe Idpouwsd 1dpeslds pe wdbs 1909
lJblo,s6 (VAP) IJos wsge Os luwweslp IJuslus 1Updss6 gdsol.



Radio: Radio 1 (& GHz)

Radio 2 (2.4 GHz)

T o
I 1
ot

Instance Association
Metwork Interface

VAP 0 (ciscoshb)

VAP 1 (Virtual Access Point 2)
VAP 2 (Wirtual Access Point 3)
VAP 3 (Virtual Access Point 4)
VAP 4 (Virtual Access Point 5)
VAP & (Wirtual Access Point 6)

VAP 6 (Virtual Access Point 7)

VAP T (Virtual Access Point 8)

Save

IJ¢bgo 4. b gb 3o pdb.

logvle lesble pedsd 23828 JJpdgd 1Jpldes>
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oS I._J)@J. SpIJu v sI9u Ussd pl suod IJs 3 lesble pgdsd wpe wdysuel JIJ

posd pogd luvs).

lJglogs 1. luwdd IJs IJulewd 1Upeds38 > opuosue wilwd lJgsy. whbo,y Lowzs
OEuosue p¢d Isse:

Web Portal Customization

Captive Portal Web Locale:

Captive Portal Web Locale Parameters

Web Locale Mame: | (Range: 1- 32 Characters)

Captive Portal Instances

lJglbgo 2. i.)é_J luwel JJleshle 1Jeedss Os 2dd luwpe Ieoble 9s¢ Ideedsé.



Web Portal Customization

Captive Portal Web Locale:

Captive Portal Web Locale Parameters

Web Locale Mame: [ |Cisn:nanaIe

Captive Portal Instances |Cisanet Vl

(Range: 1- 32 Characters.:]

Save

1Jgo96 3. 235 pesd IUps¢d IUpdss IJpuluwe 1U3s o)gw Os l@olo IJleshle 1Jpedss wo
00 1ot e Jpcsde 1eséd Ip s>

Web Portal Customization

Captive Portal Web Locale:

Captive Portal Web Locale Parameters

Web Locale Mame: |EisanncaIe

Captive Portal Instances

(Range: 1- 32 Characters)

Save

lJgb9o 4. b §b 3o pdb. wbo, pedple |Loldss wuwpe vogdsd LoW¥zs wuwesd 1Usxgsd.

JJzuood eJs pedsple luolbdss eo wessd IJlesble 1dpedss: les wdaso llgsble
I s6 2 6l WAP351 9 WAP371.



Web Portal Customization

Captive Portal Web Locale:

Captive Portal Web Locale Parameters

Locale 1D: 1

Instance Name: Ciscolet

Background Image Mame; |cisco_bkg.jpag V| Upload/Delete Custom Image |
Logo Image Mame: cisco_logo.png| v ‘ Upload/Delete Custom Image |

Foreground Color: |#999999 (Range: 1- 32 Characters, Default. #999999)
Background Color: |#EIFEIFEIF (Range: 1 - 32 Characters, Default #BFBFBF)
Separator: |#EIFEIFEIF (Range: 1- 32 Characters, Default. #8FBFEBEF)
Locale Label: |Eng|ish (Range: 1- 32 Characters, Default. English)
Locale: |en (Range: 1- 32 Characters, Default: en)
Account Image: | Upload/Delete Custom Image

Account Label: |Entery0ur Username  (Range: 1- 32 Characters)

User Label: |Username: (Range: 1- 32 Characters)

Password Label: |F'asswnrd: (Range: 1- 64 Characters)

IJgb9o 5. gus IJluwole po wessd IJlgshle 1deedso: luogb geds eb.

opdsu lJulusd 1Jpeds>é

Iwper? wdsuol sew wpdsu 9uoe IJesed Ipdso.

U196 1. 1o 8 1Us 1Juslod 1dpdes > IJodsse IUgle. olbo, Ll s Idedsse Isle:

Global Configuration

Captive Portal Mode: [] Enable

Authentication Timeout: |300 Sec (Range: 60 - 600, Default: 300)
Additional HTTP Port: |D (Range:1025-65535 or 80, 0 = Disable, Default: 0)
Additional HTTPS Port: |D (Range:1025-65535 or 443, 0 = Disable, Default: 0)

Captive Portal Configuration Counters

Instance Count: 1
Group Count: 2
User Count: 1

Save



121096 2. B 28d 9u2€ IJpsgd Ipdess « 223 ¢lud IR esh wpdsu Jouuvsb IJoglus
IJelus,6.

Global Configuration

Captive Portal Mode: Enable

Authentication Timeout: |3EID Sec (Range: 60 - 600, Default: 300)
Additional HTTP Port: |U (Range:1025-65535 or 80, 0 = Disable, Default: 0)
Additional HTTPS Ponrt; |U (Range:1025-65535 or 443, 0 = Disable, Default: 0)

Captive Portal Configuration Counters

Instance Count: 1
Group Count: 2
User Count: 1

Save

lJ¢b9o 3. 168, W99 g db Jluole wess)lod.
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