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RADIUS
RADIUS Accounting for Management Access can only be enabled when TACACS+ Accounting is disabled. TACACS+ Accounting is currently disabled.
RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)

Management Access

Both Port Based Access Control and Management Access
@ None

Use Default Parameters

Retries: 3
Timeout for Reply: 3
Dead Time: 0

Key String: @ Encrypted I
Plaintext I

Source IPv4 Interface: | Auto i
Source IPvE Interface: | Auto :

HW—{[ Cancel ]
RADIUS Table
Server | Priority = Key Timeout | Authentication = Accounting = Retries | Dead = Usage
String (Encrypted) = for Reply Port Port Time  Type

0 results found.

T

IJglo96 2. B 28 peluweé RADIUS. I¢w, 5, ltosh Jopass uae pedsple IUpelumwwé
IJos uvsgbs ¢be RADIUS Jol. spdu pug ¢lde RADIUS pedyple pelwes vzl gds
SESw 99w eduws gpd Idpuwegse: 9ldesbd IJos suveseoli sluvsle 12)s. Ju $de,
lJgsh 1Jpess ool gds Ible 802.1X.

RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access

@ Both Port Based Access Control and Management Access
Mone

Use Default Parameters

Retries: |3

Timeout for Reply: |3

Dead Time: |E}

Key String: @ Encrypted |
Plaintext I

Source IPv4 Interface: | Auto

Source IPvE Interface: I Auto i
J

}—Appiy—l I Cancel
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RADIUS Accounting: () Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
@ Both Port Based Access Control and Management Access

Mone
Use Default Parameters
'8 ™)
Retries: |3
Timeout for Reply: |3
Dead Time: III}
Key String: Encrypted I

@ Plaintext Iradius

Source |Pv4 Interface: | Auto

Source IPvE Interface: IAuto i
|

\.

}—Appiy—{ { Cancel
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RADIUS Accounting: () Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
@ Both Port Based Access Control and Management Access

MNone
Use Default Parameters
Retries: |3
Timeout for Reply: |3
Dead Time: III}
Key String: Encrypted I

@ Plaintext Iradius

Source |Pv4 Interface: | Auto

Source IPvE Interface: IAuto i
|

Apply { Cancel

IJg 096 5. Luskbo, 2290 RADIUS sgldle ¢lse RADIUS IJws wp odssool zlds! eds
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RADIUS.

RADIUS Table

Server | Priority = Key Timeout = Authentication = Accounting = Retries Dead Usage
String (Encrypted) = for Reply Port Port Time Type

0 results found.

An * indicates that the parameter is using the default global value.

I Display Sensitive Data as Plaintext ‘
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Server Definition: @ ByIP address () By name
IP Version: (7) Version6 @ Version 4

IPvE Address Type @ Link Local @) Global

Link Local Interface IVLAN 1 i

“ Server IP Address/MName: |

& Priority: | (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
(7) User Defined (Plaintext) | (0/128 characters used)
& Timeout for Reply: @ Use Default
() User Defined IDefault sec (Range: 1 - 30, Default: 3)
“ Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813)
4 Retries:
© User Defined |Default (Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login

802.1x
@ Al

IUs 096 7. B 28J gcdledlwe IP JJgbe. 13¢d 09l IP 19 luwe IJposed Jélse RADIUS.



Server Definition: @ ByIP address () By name
IP Version: ) Version6 @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface VLAN 1 |~
“ Server IP Address/Name: ||192_168_1_109 '
% Priority: | (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
(7) User Defined (Plaintext) | (07128 characters used)
% Timeout for Reply: @ Use Default
() User Defined IZ:-efault sec (Range: 1 - 30, Default: 3)
“ Authentication Port: |1812 {Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813)
# Retries: @ Use Default
() User Defined |Z:-efau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Z:-efau|t min (Range: 0 - 2000, Default: 0)
Usage Type: ) Login
(C) 802.1x
@ Al

|hpply-|| Close |
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Server Definition: @ ByIP address (7) By name
IP Version: '. Version 6 -.fl_-.- Version 4
“ Server IP Address/Name: |192_168_1_109
% Priority: m (Range: 0 - ]
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (/128 characters used
£ Timeout for Reply: @ Use Default
() User Defined IZ-efault sec (Range: 1 Defau
% Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813
“ Retries: @ Use Default
() User Defined |Z-sfault Range: 1 - 10, Default: 3
% Dead Time: @ Use Default
() User Defined |Z-efa|_||t min (Range: 0 - 2000, Default: 0
Usage Type: () Login
() 802.1x
@ Al

[hpplyf | Close |
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Server Definition: @ By P address () Byname
IP Versian: () Version & @ Version 4

IPvE Address Type @ Link Local Global

Link Local Interface I‘-JLAN 1|~

“ Server IP Address/Name: |192_168_1_109

“ Priority: |1 (Range: 0 - 65535)
( Key String: @ Use Default )
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefauIt sec (Range: 1 - 30, Default: 3)
“ Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 {(Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
© User Defined [Default (Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login

() 802.1x
@ All

1J21096 10. O 28 puds IUpuobdé: 233 1Jpouds IUds pusep luweoleo Jlouold
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Server Definition: @ ByIP address (7) By name
IP Versian: () Version & @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface I‘-«'LAI‘-—I 1|~
“ Server IP Address/Name: |192_168_1_109
= Priority: |1 (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefault sec (Range: 1 - 30, Default: 3)
% Authentication Port: "1812 '{Range: 0 - 85535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
(0) User Defined |Defau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpply- | Ciose |
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Server Definition: @ ByIP address (7) By name
IP Versian: () Version & @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface I‘-«'LAI‘-—I 1|~
“ Server IP Address/Name: |192_168_1_109
% Priority: I (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefault sec (Range: 1 - 30, Default: 3)
% Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: ||1813 ' (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
(0) User Defined |Defau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpply- | Ciose |
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Server Definition: @ ByIP address (7) By name
IP Versian: () Version & @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface I‘-«'LAI‘-—I 1|~
“ Server IP Address/Name: |192_168_1_109
= Priority: |1 (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefault sec (Range: 1 - 30, Default: 3)
% Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
(0) User Defined |Defau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type:

IJglbgs 13. b db§6 Sbuwd. pwowe luolBs 1Jghe |Us g29J RADIUS. Jopdso puol> 96
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Server Definition: @ ByIP address (7) By name
IP Versian: () Version & @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface I‘-«'LAI‘-—I 1|~
“ Server IP Address/Name: |192_168_1_109
= Priority: |1 (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefault sec (Range: 1 - 30, Default: 3)
% Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
(0) User Defined |Defau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

(nopty)[ ciose |
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Properties

Port-Based Authentication: ["] Enable
Authentication Method: : RADIUS, None
@ RADIUS
(") MNone
Guest VLAN: [] Enable
Guest VLAN ID 1|~
% Guest VLAN Timeout: @ Immediate
(") User Defined sec (Range: 30 - 180)

Trap Settings

802 1x Authentication Failure Traps: Enable

802 1x Authentication Success Traps: Enable

MAC Authentication Failure Traps: Enable

Web Authentication Failure Traps: Enable

Web Authentication Success Traps: Enable

I
(]
O
MAC Authentication Success Traps: [ | Enable
]
O
[] Enable

Web Authentication Quiet Traps:

| ppply| |  Cancel

VLAN Authentication Table
VLANID | VLAN Name = Authentication

0 results found.

Edit
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Port-Based Authentication:

Authentication Method: RADIUS, None
@ RADIUS
None

Guest VLAN: Enable

w

Guest VLAN Timeout: @ Immediate
User Defined

Trap Settings

802_1x Authentication Failure Traps: Enable
802 1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

}—Apply—” Cancel ‘
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Port-Based Authentication: /| Enable
Authentication Method: RADIUS, None
@ RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: @ |Immediate

User Defined
Trap Settings

802_1x Authentication Failure Traps: Enable
802 1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

}—Apply—{ I Cancel
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Port-Based Authentication: /| Enable
Authentication Method: RADIUS, None
@ RADIUS
None
Guest VLAN: Enable
-
Guest VLAN Timeout: @ Immediate
User Defined

Trap Settings

802_1x Authentication Failure Traps: Enable
802 1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

lJgb9s 5. luwgd IJs LJiplQ > p 00> §6 802.1X/MAC/Web > o 0ol>§6 IJpu83. wlo,
w2926 ool 96 I s,
Port Authentication

Port Authentication Table

Entry No. | Port = Current Administrative RADIUS Guest Open Access | 802.1x Based MAC Based
Port Control | Port Control VLAN Assignment VLAN Authentication = Authentication
1 FE1 Authorized Force Authorized  Disabled Disabled Disabled Enabled Disabled
2 FE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
5 FE5 NA Force Authorized Disabled Disabled Disabled Enabled Disabled
6 FEG6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
7 FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
8 FEB NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
10 GEZ2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
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Port Authentication

Port Authentication Table

Entry No. | Port  Current Administrative RADIUS Guest Open Access  802.1x Based MAC Based Web Based
Port Control ~ Port Control VLAN Assignment VLAN Authentication = Authentication | Authentication

FE2 N/A Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled

2

3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
5 FE5 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
6 FE6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
7 FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
8 FE8 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
10 GE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled

[ Copy Seftings... ] ( Edit... ]
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Interface: FE1
Current Part Control: (Authorized )
Administrative Port Control: Force Unauthorized
@ Auto
Force Authorized

RADIUS VLAN Assignment: @ Disable

Reject

Static
Guest VLAN: Enable
Open Access: Enable

802 1x Based Authentication: v| Enable

MAC Based Authentication: Enable

Web Based Authentication: Enable

Periodic Reauthentication: Enable
¢ Reauthentication Period: 3600

Reauthenticate Now:

Authenticator State: Force Authorized

[T+] Edit
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Interface: FE1

Current Port Control: Authorized

Administrative Port Control: Force Unauthorized
@ Auto

Force Authorized

RADIUS VLAN Assignment: @ Disable

Reject
Static
Guest VLAN: Enable
Open Access: Enable
802.1x Based Authentication:
MAC Based Authentication: Enable
Web Based Authentication: Enable
Periodic Reauthentication: Enable
“ Reauthentication Period: 3600
Reauthenticate Now:
Authenticator State: Force Authorized

[T+] Edit
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802 1x Based Authentication:
MAC Based Authentication:
Web Based Authentication:

Periodic Reauthentication:

Reauthentication Period:

£k

Reauthenticate Mow:
Authenticator State:
Time Range

Time Range Name

e

£

£k

Max Hosts:

£

Quiet Period:

£k

Resending EAP:

£k

Max EAP Requests:

e

Supplicant Timeout:

Server Timeout:

e

Maximum WBA Login Attempts:

Maximum WBA Silence Period:

Enable
[] Enable
[] Enable
[] Enable

(3600

O

Force Authorized
Enable

Edit

@ Infinite

sec (Range: 300 -

4294967295, Default: 3600)

(7) User Defined I

@ Infinite

(Range: 3-10)

© User Defined |

@ Infinite

sec (Range: 60 - 85535)

©) User Defined |

sec (Range: 10 -
sec (Range: 30 -
(Range: 1-10

sec (Range: 1 - ¢

sec (Range: 1 -¢

sec (Range: 1 - 4294967295)

65535, Default: 60)

Default: 30)

Default: 2)

65535, Default: 30)

65535, Default: 30)

( Aey ]

Close |
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Port Authentication
Port Authentication Table
Entry No. | Port  Current Administrative RADIUS Guest Open Access  802.1x Based MAC Based Web Based
Port Control = Port Control VLAN Assignment VLAN Authentication | Authentication = Authentication
© 2 FE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
5 FE5 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
6 FE6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
7 FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
8 FE8 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
= 10 GE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
( Copy Settings... )| Edt. |
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Copy configuration from entry 1 (FE1)

to: 'IS, 5, 8-10 ' {Example: 1,3,5-10 or: FE1 FE3-FE5)
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