
ØªÙƒÙˆÙŠÙ† RADIUS Ø¹Ù„Ù‰ 
Ø§Ù„Ù…ØÙˆÙ„Ø§Øª Ø§Ù„Ù…Ø¯Ø§Ø±Ø© 

200/300 Series

Ø§Ù„Ù‡Ø¯Ù�
Ø®Ø¯Ù…Ø© Ù…ØµØ§Ø¯Ù‚Ø© Ø·Ù„Ø¨ Ø§ØªØµØ§Ù„ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø¨Ø¹ÙŠØ¯ 

(RADIUS) Ù‡ÙŠ Ø®Ø¯Ù…Ø© Ø£Ù…Ø§Ù† ØªØ³ØªØ®Ø¯Ù… Ù„Ù…ØµØ§Ø¯Ù‚Ø© 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ù�ÙŠ Ø§Ù„Ø´Ø¨ÙƒØ§Øª Ø°Ø§Øª Ø¨Ù†ÙŠØ© Ø§Ù„Ø£Ù…Ø§Ù† 

Ø§Ù„Ù…Ø±ÙƒØ²ÙŠØ©. ÙŠÙ…ÙƒÙ† Ù„Ù„Ù…ØÙˆÙ„Ø§Øª Ø§Ù„Ù…Ø¯Ø§Ø±Ø© Ù�Ø¦Ø© 
200/300 Ø§Ù„Ø¹Ù…Ù„ ÙƒØ¹Ù…ÙŠÙ„ RADIUS Ù�ÙŠ Ø´Ø¨ÙƒØªÙƒØŒ ÙˆØ¨Ø§Ù„ØªØ¹Ø§ÙˆÙ† 

Ù…Ø¹ Ø®Ø§Ø¯Ù… RADIUSØŒ ÙŠÙ…ÙƒÙ†Ùƒ Ø¥Ù†Ø´Ø§Ø¡ Ù†Ø¸Ø§Ù… Ù…Ø±ÙƒØ²ÙŠ 
Ù„Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ù�ÙŠ Ø´Ø¨ÙƒØªÙƒ. ÙŠØ´Ø±Ø Ù‡Ø°Ø§ 

Ø§Ù„Ù…Ù‚Ø§Ù„ ÙƒÙŠÙ�ÙŠØ© ØªÙƒÙˆÙŠÙ† Ø®Ø§Ø¯Ù… RADIUS ÙˆØªØ·Ø¨ÙŠÙ‚ Ø·Ø±Ù‚ 
Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø© Ø¹Ù„Ù‰ Ø§Ù„Ù…ØÙˆÙ„Ø§Øª Ø§Ù„Ù…Ø¯Ø§Ø±Ø© Ù…Ù† 

Ø§Ù„Ø³Ù„Ø³Ù„Ø© 200/300.

Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© Ø§Ù„Ù‚Ø§Ø¨Ù„Ø© Ù„Ù„ØªØ·Ø¨ÙŠÙ‚ | Ø¥ØµØ¯Ø§Ø± 
Ø§Ù„Ø¨Ø±Ø§Ù…Ø¬

SF/SG 200 Series - 1.2.9.x •
SF/SG 300 Series - 1.2.9.x •

Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ RADIUS

ÙŠØ±Ø´Ø¯Ùƒ Ù‡Ø°Ø§ Ø§Ù„Ù‚Ø³Ù… Ø®Ù„Ø§Ù„ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ 
Ù„Ø®Ø§Ø¯Ù… RADIUS. ÙŠÙ…ÙƒÙ† Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ù‡Ø°Ù‡ Ø§Ù„Ù‚ÙŠÙ… 

Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ© Ù„Ø£ÙŠ Ø®Ø§Ø¯Ù… RADIUS ØªØ±ÙŠØ¯ Ø¥Ø¶Ø§Ù�ØªÙ‡ 
Ø¥Ù„Ù‰ Ù…ØÙˆÙ„ Ù…Ø§.

Ø§Ù„Ø®Ø·ÙˆØ© 1

Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ Ø£Ø¯Ø§Ø© ØªÙƒÙˆÙŠÙ† Ø§Ù„ÙˆÙŠØ¨ 
ÙˆØ§Ø®ØªØ± Ø§Ù„ØªØ£Ù…ÙŠÙ† > RADIUS. ÙŠØªÙ… Ù�ØªØ ØµÙ�ØØ© RADIUS:



Ø§Ù„ØµÙˆØ± Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯Ø© Ù�ÙŠ Ù‡Ø°Ù‡ Ø§Ù„Ù…Ù‚Ø§Ù„Ø© Ù‡ÙŠ Ù…Ù† Ù…ØÙˆÙ„ 
Ø·Ø±Ø§Ø² SG300.

Ø§Ù„Ø®Ø·ÙˆØ© 2

Ù�ÙŠ ØÙ‚Ù„ Ù…ØØ§Ø³Ø¨Ø© RADIUSØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø£ÙŠ Ù…Ù…Ø§ ÙŠÙ„ÙŠ:

Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¥Ù„Ù‰ Ø§Ù„Ù…Ù†Ù�Ø° 
(802.1xØŒ Ù‚Ø§Ø¦Ù… Ø¹Ù„Ù‰ MAC) - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø®Ø§Ø¯Ù… RADIUS 

Ù„Ù…ØØ§Ø³Ø¨Ø© Ù…Ù†Ø§Ù�Ø° 802.1x.

•

Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ Ø§Ù„Ø¥Ø¯Ø§Ø±Ø© - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø®Ø§Ø¯Ù… RADIUS 
Ù„Ù…ØØ§Ø³Ø¨Ø© ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„.

•

ÙƒÙ„Ø§ Ù…Ù† Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ Ø§Ù„ÙˆØµÙˆÙ„ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¥Ù„Ù‰ 
Ø§Ù„Ù…Ù†Ø§Ù�Ø° ÙˆØ§Ù„ÙˆØµÙˆÙ„ Ø§Ù„Ø¥Ø¯Ø§Ø±ÙŠ - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… 

Ø®Ø§Ø¯Ù… RADIUS Ù„ÙƒÙ„ Ù…Ù† 802.1x ÙˆÙ…ØØ§Ø³Ø¨Ø© ØªØ³Ø¬ÙŠÙ„ 
Ø§Ù„Ø¯Ø®ÙˆÙ„.

•

none - Ù„Ø¹Ø¯Ù… Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ø®Ø§Ø¯Ù… RADIUS Ù„Ø£ØºØ±Ø§Ø¶ 
Ø§Ù„Ù…ØØ§Ø³Ø¨Ø©.

•

Ù„Ø§ ØªØªÙˆÙ�Ø± Ø¹Ù…Ù„ÙŠØ© Ù…ØØ§Ø³Ø¨Ø© RADIUS Ø¹Ù„Ù‰ Ø§Ù„Ù…ØÙˆÙ„Ø§Øª 
Ù…Ù† Ø§Ù„Ø³Ù„Ø³Ù„Ø© SG200.
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Ù�ÙŠ Ù‚Ø³Ù… Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ù…Ø¹Ù„Ù…Ø§Øª Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ©ØŒ 
Ù�ÙŠ ØÙ‚Ù„ Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„Ù…ØØ§ÙˆÙ„Ø©ØŒ Ø£Ø¯Ø®Ù„ Ø¹Ø¯Ø¯ Ù…Ø±Ø§Øª 

Ø¥Ø¹Ø§Ø¯Ø© Ù…ØØ§ÙˆÙ„Ø© Ø§Ù„Ù…ØÙˆÙ„ Ø§Ù„Ø°ÙŠ ØªÙ… Ø¥Ø¬Ø±Ø§Ø¤Ù‡ 
Ù„Ù…ØµØ§Ø¯Ù‚Ø© Ø®Ø§Ø¯Ù… RADIUS.
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Ù�ÙŠ ØÙ‚Ù„ "Ù…Ù‡Ù„Ø© Ø§Ù„Ø±Ø¯"ØŒ Ø£Ø¯Ø®Ù„ Ø§Ù„ÙˆÙ‚Øª Ø¨Ø§Ù„Ø«ÙˆØ§Ù†ÙŠ 
Ù„ÙƒÙ„ Ù…ØØ§ÙˆÙ„Ø© Ù…ØµØ§Ø¯Ù‚Ø© ÙŠØªÙ… Ø¥Ø¬Ø±Ø§Ø¤Ù‡Ø§ Ø¹Ù„Ù‰ 

Ø®Ø§Ø¯Ù… RADIUS.
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Ù�ÙŠ ØÙ‚Ù„ Ø§Ù„ÙˆÙ‚Øª Ø§Ù„Ù…ÙŠØªØŒ Ø£Ø¯Ø®Ù„ Ø§Ù„ÙˆÙ‚Øª Ø¨Ø§Ù„Ø¯Ù‚Ø§Ø¦Ù‚ 
Ù‚Ø¨Ù„ Ø£Ù† ÙŠØ¹Ù„Ù† Ø§Ù„Ù…ØÙˆÙ„ Ø¹Ù† ÙˆÙ�Ø§Ø© Ø®Ø§Ø¯Ù… RADIUS ØºÙŠØ± 

Ø§Ù„Ù…Ø³ØªØ¬ÙŠØ¨ ÙˆÙŠØªØØ±Ùƒ Ø¥Ù„Ù‰ Ø§Ù„Ø®Ø§Ø¯Ù… Ø§Ù„ØªØ§Ù„ÙŠ 
Ø§Ù„Ù…ØªØ§Ø Ù„Ù…ØØ§ÙˆÙ„Ø© Ø§Ù„Ø§ØªØµØ§Ù„.
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Ù�ÙŠ ØÙ‚Ù„ "Ø³Ù„Ø³Ù„Ø© Ø§Ù„Ù…Ù�Ø§ØªÙŠØ"ØŒ Ø£Ø¯Ø®Ù„ Ø§Ù„Ù…Ù�ØªØ§Ø 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ù„Ù„Ù…ØµØ§Ø¯Ù‚Ø© ÙˆØ§Ù„ØªØ´Ù�ÙŠØ± Ø¨ÙŠÙ† Ø§Ù„Ù…ØÙˆÙ„ 

ÙˆØ®Ø§Ø¯Ù… RADIUS. ÙŠØ¬Ø¨ Ø£Ù† ÙŠØªØ·Ø§Ø¨Ù‚ Ù‡Ø°Ø§ Ø§Ù„Ù…Ù�ØªØ§Ø Ù…Ø¹ 
ÙƒÙ„ Ù…Ù† Ø®Ø§Ø¯Ù… RADIUS ÙˆØ§Ù„Ù…ØÙˆÙ„. Ø·Ù‚Ø·Ù‚Øª ÙˆØ§ØØ¯ Ù…Ù† 

Ø§Ù„ØªØ§Ù„ÙŠ:

ÙŠØ´Ù�Ø± - Ø¥Ø°Ø§ ÙƒØ§Ù† Ù„Ø¯ÙŠÙƒ Ù…Ù�ØªØ§Ø Ù…Ø´Ù�Ø± Ù…Ù† Ø¬Ù‡Ø§Ø² 
Ø¢Ø®Ø±ØŒ Ù�Ø£Ø¯Ø®Ù„ Ø§Ù„Ù…Ù�ØªØ§Ø.

•

Ù†Øµ Ø¹Ø§Ø¯ÙŠ - Ø¥Ø°Ø§ Ù„Ù… ÙŠÙƒÙ† Ù„Ø¯ÙŠÙƒ Ù…Ù�ØªØ§Ø Ù…Ø´Ù�Ø± Ù…Ù† 
Ø¬Ù‡Ø§Ø² Ø¢Ø®Ø±ØŒ Ù�Ø£Ø¯Ø®Ù„ Ø§Ù„Ù…Ù�ØªØ§Ø ÙƒÙ†Øµ Ø¹Ø§Ø¯ÙŠ.

•
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Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ ØªØ·Ø¨ÙŠÙ‚ Ù„ØÙ�Ø¸ Ù‡Ø°Ù‡ Ø§Ù„Ù‚ÙŠÙ… 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ© ÙˆØªÙˆÙ�ÙŠØ±Ù‡Ø§ Ù„Ø®Ø§Ø¯Ù… RADIUS.

Ø¥Ø¶Ø§Ù�Ø©/ØªØØ±ÙŠØ± Ø®Ø§Ø¯Ù… RADIUS

Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù‚Ø³Ù…ØŒ ÙŠØªÙ… ØªÙˆÙ�ÙŠØ± Ø¥Ø¬Ø±Ø§Ø¡ Ù…Ù�ØµÙ„ 
Ø®Ø·ÙˆØ© Ø¨Ø®Ø·ÙˆØ© ÙŠÙˆØ¶Ø ÙƒÙŠÙ�ÙŠØ© Ø¥Ø¶Ø§Ù�Ø© Ø®Ø§Ø¯Ù… RADIUS 

Ø£Ùˆ ØªØØ±ÙŠØ±Ù‡ Ø¥Ù„Ù‰ Ù…ØÙˆÙ„Ø§Øª Ù…Ø¯Ø§Ø±Ø© Ù…Ù† Ø§Ù„Ø³Ù„Ø³Ù„Ø© 
200/300.
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Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ Ø£Ø¯Ø§Ø© ØªÙƒÙˆÙŠÙ† Ø§Ù„ÙˆÙŠØ¨ 
ÙˆØ§Ø®ØªØ± Ø§Ù„ØªØ£Ù…ÙŠÙ† > RADIUS. ÙŠØªÙ… Ù�ØªØ ØµÙ�ØØ© RADIUS:
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Ù�ÙŠ Ù‚Ø³Ù… Ø¬Ø¯ÙˆÙ„ RADIUSØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø¥Ø¶Ø§Ù�Ø©. ØªØ¸Ù‡Ø± 
Ù†Ø§Ù�Ø°Ø© Ø¥Ø¶Ø§Ù�Ø© Ø®Ø§Ø¯Ù… Radius.

Ù„ØªØØ±ÙŠØ± Ø®Ø§Ø¯Ù… Radius Ø§Ù„ØØ§Ù„ÙŠØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ ØªØØ±ÙŠØ± 
ÙˆØªØØ±ÙŠØ± Ø§Ù„Ø®ØµØ§Ø¦Øµ Ø§Ù„Ù…Ø·Ù„ÙˆØ¨Ø© Ù„Ø®Ø§Ø¯Ù… RADIUS.
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Ù�ÙŠ ØÙ‚Ù„ ØªØ¹Ø±ÙŠÙ� Ø§Ù„Ø®Ø§Ø¯Ù…ØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø£ÙŠ Ù…Ù…Ø§ 
ÙŠÙ„ÙŠ:

Ø¨Ø§Ù„Ø§Ø³Ù… - Ø¥Ø°Ø§ ØªÙ… ØªØ¹Ø±ÙŠÙ� Ø®Ø§Ø¯Ù… RADIUS Ø¨Ø§Ø³Ù…. •
Ø¨ÙˆØ§Ø³Ø·Ø© Ø¹Ù†ÙˆØ§Ù† IP - Ø¥Ø°Ø§ ØªÙ… ØªØ¹Ø±ÙŠÙ� Ø®Ø§Ø¯Ù… RADIUS •



Ø¨Ø¹Ù†ÙˆØ§Ù† IP.
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Ù�ÙŠ ØÙ‚Ù„ Ø¥ØµØ¯Ø§Ø± IPØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6 Ø£Ùˆ 
Ø§Ù„Ø¥ØµØ¯Ø§Ø± 4 ÙƒÙ†ÙˆØ¹ Ø¹Ù†ÙˆØ§Ù† IP Ø§Ù„Ø®Ø§Øµ Ø¨Ø®Ø§Ø¯Ù… RADIUS.
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Ø¥Ø°Ø§ ØªÙ… Ø¥Ø®ØªÙŠØ§Ø± Ø§Ù„Ø¥ØµØ¯Ø§Ø± 6 ÙƒØ¹Ù†ÙˆØ§Ù† IP Ù�ÙŠ Ù†ÙˆØ¹ 
Ø¹Ù†ÙˆØ§Ù† IPv6ØŒ Ù�Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø£ØØ¯ Ù…Ø§ ÙŠÙ„ÙŠ:

Ø§Ù„Ø§Ø±ØªØ¨Ø§Ø· Ø§Ù„Ù…ØÙ„ÙŠ - Ø¹Ù†ÙˆØ§Ù† IPv6 Ø§Ù„Ø°ÙŠ ÙŠØØ¯Ø¯ 
Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© Ø§Ù„Ù…Ø¶ÙŠÙ�Ø© Ù�Ù‚Ø· Ø¹Ù„Ù‰ Ø¥Ø±ØªØ¨Ø§Ø· Ø´Ø¨ÙƒØ© 

ÙˆØ§ØØ¯.

•

Ø¹Ù…ÙˆÙ…ÙŠ - Ø¹Ù†ÙˆØ§Ù† IPv6 ÙŠÙ…ÙƒÙ† Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„ÙŠÙ‡ Ù…Ù† 
Ø´Ø¨ÙƒØ§Øª Ø£Ø®Ø±Ù‰.

•
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Ø¥Ø°Ø§ ØªÙ… Ø¥Ø®ØªÙŠØ§Ø± Link Local ÙƒÙ†ÙˆØ¹ Ø¹Ù†ÙˆØ§Ù† IPv6ØŒ Ù�ÙŠ 
Ø§Ù„Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„Ù…Ù†Ø³Ø¯Ù„Ø© Link Local InterfaceØŒ Ø£Ø®ØªØ± 

Ø§Ù„ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ù†Ø§Ø³Ø¨Ø©.
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Ø¯Ø®Ù„Øª Ù�ÙŠ Ø§Ù„Ø®Ø§Ø¯Ù… Ø¹Ù†ÙˆØ§Ù†/Ø§Ø³Ù… Ù…Ø¬Ø§Ù„ØŒ Ø§Ù„Ø¹Ù†ÙˆØ§Ù† 
Ø£Ùˆ Ø§Ù„Ø§Ø³Ù… Ù…Ù† Ø§Ù„ RADIUS Ù†Ø§Ø¯Ù„.
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Ù�ÙŠ ØÙ‚Ù„ Ø§Ù„Ø£ÙˆÙ„ÙˆÙŠØ©ØŒ Ø£Ø¯Ø®Ù„ Ø£ÙˆÙ„ÙˆÙŠØ© Ø®Ø§Ø¯Ù… RADIUS 
Ø§Ù„Ø°ÙŠ Ø³ÙŠØ³ØªØ®Ø¯Ù…Ù‡ Ø§Ù„Ù…ØÙˆÙ„. ÙŠØªÙ… Ø§Ù„Ø§Ø³ØªØ¹Ù„Ø§Ù… Ø¹Ù† 

Ø§Ù„Ø®Ø§Ø¯Ù… ØµØ§ØØ¨ Ø§Ù„Ø£ÙˆÙ„ÙˆÙŠØ© Ø§Ù„Ø¹Ù„ÙŠØ§ Ø£ÙˆÙ„Ø§ Ù�ÙŠ 
Ø§Ù„Ù…ØÙˆÙ„. ØµÙ�Ø± (0) ÙŠØ¹Ø·ÙŠ Ø£Ø¹Ù„Ù‰ Ø£ÙˆÙ„ÙˆÙŠØ©.
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Ù�ÙŠ ØÙ‚Ù„ "Ø³Ù„Ø³Ù„Ø© Ø§Ù„Ù…Ù�Ø§ØªÙŠØ"ØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø£ÙŠ Ù…Ù…Ø§ 
ÙŠÙ„ÙŠ:

Ø£Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ù…Ù�ØªØ§Ø 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ Ù„Ù„Ù…ØµØ§Ø¯Ù‚Ø©.

•

Ù…Ø¹Ø±Ù� Ù…Ù† Ù‚Ø¨Ù„ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… (Ù…Ø´Ù�Ø±) - Ø¥Ø°Ø§ ÙƒØ§Ù† 
Ù…ØªÙˆÙ�Ø±Ø§ØŒ Ù�Ø£Ø¯Ø®Ù„ Ø§Ù„Ù…Ù�ØªØ§Ø Ø§Ù„Ù…Ø´Ù�Ø±.

•

Ù…Ø¹Ø±Ù� Ù…Ù† Ù‚Ø¨Ù„ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… (Ù†Øµ Ø¹Ø§Ø¯ÙŠ) - Ø¥Ø°Ø§ Ù„Ù… 
ÙŠÙƒÙ† Ù…ØªÙˆÙ�Ø±Ø§ØŒ Ù�Ø£Ø¯Ø®Ù„ Ø§Ù„Ù…Ù�ØªØ§Ø ÙƒÙ†Øµ Ø¹Ø§Ø¯ÙŠ.

•
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Ù�ÙŠ ØÙ‚Ù„ Ù…Ù‡Ù„Ø© Ø§Ù„Ø±Ø¯ ØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø£ØØ¯ Ø§Ù„Ø£Ù…ÙˆØ± 
Ø§Ù„ØªØ§Ù„ÙŠØ©:

Ø£Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ù‚ÙŠÙ…Ø© 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ©.

•

Ù…Ø¹Ø±Ù� Ù…Ù† Ù‚Ø¨Ù„ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… - Ø£Ø¯Ø®Ù„ Ø§Ù„Ø±Ù‚Ù… 
Ø¨Ø§Ù„Ø«ÙˆØ§Ù†ÙŠ Ø§Ù„ØªÙŠ ÙŠÙ†ØªØ¸Ø±Ù‡Ø§ Ø§Ù„Ù…ØÙˆÙ„ Ù„ÙƒÙ„ 

Ù…ØØ§ÙˆÙ„Ø© Ù„Ù„Ø§ØªØµØ§Ù„ Ø¨Ø®Ø§Ø¯Ù… RADIUS.

•
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Ù�ÙŠ ØÙ‚Ù„ Ù…Ù†Ù�Ø° Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø©ØŒ Ø£Ø¯Ø®Ù„ Ù…Ù†Ù�Ø° UDP 
Ø§Ù„Ø°ÙŠ ÙŠØ³ØªØ®Ø¯Ù…Ù‡ Ø®Ø§Ø¯Ù… RADIUS Ù„Ù„Ù…ØµØ§Ø¯Ù‚Ø©.

Ø§Ù„Ø®Ø·ÙˆØ© 12

Ù�ÙŠ ØÙ‚Ù„ Ù…Ù†Ù�Ø° Ø§Ù„Ù…ØØ§Ø³Ø¨Ø©ØŒ Ø£Ø¯Ø®Ù„ Ù…Ù†Ù�Ø° UDP Ø§Ù„Ø°ÙŠ 
ÙŠØ³ØªØ®Ø¯Ù…Ù‡ Ø®Ø§Ø¯Ù… RADIUS Ù„Ù„Ù…ØØ§Ø³Ø¨Ø©.
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Ù�ÙŠ ØÙ‚Ù„ Ø¥Ø¹Ø§Ø¯Ø© Ø§Ù„Ù…ØØ§ÙˆÙ„Ø©ØŒ Ø§Ù†Ù‚Ø± Ø£ÙŠ Ù…Ù…Ø§ ÙŠÙ„ÙŠ:

Ø£Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ù‚ÙŠÙ…Ø© 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ©.

•

Ù…Ø¹Ø±Ù� Ù…Ù† Ù‚Ø¨Ù„ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… Ù‚ÙŠÙ…Ø© 
Ù…Ø®ØªÙ„Ù�Ø©. Ø£Ø¯Ø®Ù„ Ø¹Ø¯Ø¯ Ø§Ù„Ù…ØØ§ÙˆÙ„Ø§Øª Ø§Ù„ØªÙŠ ÙŠÙ‚ÙˆÙ… 

Ø¨Ù‡Ø§ Ø§Ù„Ù…ØÙˆÙ„ Ù‚Ø¨Ù„ Ø¥Ø¹ØªØ¨Ø§Ø± ØØ¯ÙˆØ« Ù�Ø´Ù„ Ù�ÙŠ 
Ø§Ù„Ø§ØªØµØ§Ù„ Ø¨Ø®Ø§Ø¯Ù… RADIUS.

•
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Ù�ÙŠ ØÙ‚Ù„ Ø§Ù„ÙˆÙ‚Øª Ø§Ù„Ù…ÙŠØªØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø£ØØ¯ Ø§Ù„Ø£Ù…ÙˆØ± 
Ø§Ù„ØªØ§Ù„ÙŠØ©:

Ø£Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠ - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… Ø§Ù„Ù‚ÙŠÙ…Ø© 
Ø§Ù„Ø§Ù�ØªØ±Ø§Ø¶ÙŠØ©.

•

Ù…Ø¹Ø±Ù� Ù…Ù† Ù‚Ø¨Ù„ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… - Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù… Ù‚ÙŠÙ…Ø© 
Ù…Ø®ØªÙ„Ù�Ø©. Ø£Ø¯Ø®Ù„ Ø§Ù„ÙˆÙ‚Øª Ø¨Ø§Ù„Ø¯Ù‚Ø§Ø¦Ù‚ Ù‚Ø¨Ù„ Ø£Ù† 

ÙŠØ¹Ù„Ù† Ø§Ù„Ù…ØÙˆÙ„ Ø¹Ù† Ø¹Ø¯Ù… Ø¥Ø³ØªØ¬Ø§Ø¨Ø© Ø®Ø§Ø¯Ù… RADIUS 
ÙƒÙ‚ÙŠÙ…Ø© Ù�Ø§Ø±ØºØ© ÙˆÙŠÙ†Ù‚Ù„ Ø¥Ù„Ù‰ Ø§Ù„Ø®Ø§Ø¯Ù… Ø§Ù„ØªØ§Ù„ÙŠ 

Ø§Ù„Ù…ØªØ§Ø Ù„Ù…ØØ§ÙˆÙ„Ø© Ø§Ù„Ø§ØªØµØ§Ù„.

•
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Ù�ÙŠ ØÙ‚Ù„ "Ù†ÙˆØ¹ Ø§Ù„Ø§Ø³ØªØ®Ø¯Ø§Ù…"ØŒ Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø£ÙŠ Ù…Ù…Ø§ 
ÙŠÙ„ÙŠ:

ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ - ÙŠØµØ§Ø¯Ù‚ Ù…Ø³Ø¤ÙˆÙ„ÙŠ Ø§Ù„Ù…ØÙˆÙ„. •
802.1x - ÙŠØªØÙ‚Ù‚ Ø®Ø§Ø¯Ù… RADIUS Ù…Ù† Ù…Ø³ÙˆØºØ§Øª Ø§Ù„Ø£Ù…Ø§Ù† 
Ù„Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ø§Ù„Ø°ÙŠÙ† ÙŠØ·Ù„Ø¨ÙˆÙ† Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ 

Ø§Ù„Ø´Ø¨ÙƒØ© Ø§Ø³ØªÙ†Ø§Ø¯Ø§ Ø¥Ù„Ù‰ Ù…Ø®Ø·Ø· Ø§Ù„ØªØÙƒÙ… Ù�ÙŠ 
Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ Ø§Ù„Ø´Ø¨ÙƒØ© (PNAC) Ø§Ù„Ù‚Ø§Ø¦Ù… Ø¹Ù„Ù‰ 

Ø§Ù„Ù…Ù†Ù�Ø° 802.1x.

•

all - ÙŠØ³ØªØ®Ø¯Ù… ÙƒÙ„Ø§ Ø§Ù„Ù†ÙˆØ¹ÙŠÙ† Ù…Ù† Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø©. •

Ø§Ù„Ø®Ø·ÙˆØ© 16

Ø·Ù‚Ø·Ù‚Ø© ÙŠØ·Ø¨Ù‚.

Ø§Ù„Ø®Ø·ÙˆØ© 17

(Ø¥Ø®ØªÙŠØ§Ø±ÙŠ) Ù„ØØ°Ù� Ø®Ø§Ø¯Ù… RADIUSØŒ Ù�ÙŠ Ù‚Ø³Ù… Ø¬Ø¯ÙˆÙ„ 
RADIUSØŒ ØØ¯Ø¯ Ø®Ø§Ù†Ø© Ø§Ù„Ø§Ø®ØªÙŠØ§Ø± Ù„Ø®Ø§Ø¯Ù… RADIUS Ø§Ù„Ø°ÙŠ 

ØªØ±ÙŠØ¯ ØØ°Ù�Ù‡ ÙˆØ§Ù†Ù‚Ø± ØØ°Ù�.

Ù…ØµØ§Ø¯Ù‚Ø© RADIUS

Ø¨Ù…Ø¬Ø±Ø¯ ØªÙƒÙˆÙŠÙ† Ø®Ø§Ø¯Ù… RADIUS Ø¨Ø´ÙƒÙ„ ØµØÙŠØØŒ ÙŠÙ„Ø²Ù…Ùƒ 
Ù…ØµØ§Ø¯Ù‚ØªÙ‡ Ø¹Ù„Ù‰ Ø§Ù„Ù…ØÙˆÙ„. ÙŠØ´Ø±Ø Ù‡Ø°Ø§ Ø§Ù„Ù‚Ø³Ù… ÙƒÙŠÙ�ÙŠØ© 



Ù…ØµØ§Ø¯Ù‚Ø© Ø®Ø§Ø¯Ù… RADIUS Ø¹Ù„Ù‰ Ù…ØÙˆÙ„Ø§Øª 200/300 
Ø§Ù„Ù…Ø¯Ø§Ø±Ø©.

Ø§Ù„Ø®Ø·ÙˆØ© 1

Ù‚Ù… Ø¨ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ Ø§Ù„Ø£Ø¯Ø§Ø© Ø§Ù„Ù…Ø³Ø§Ø¹Ø¯Ø© 
Ù„ØªÙƒÙˆÙŠÙ† Ø§Ù„ÙˆÙŠØ¨ ÙˆØ§Ø®ØªØ± Ø§Ù„Ø£Ù…Ø§Ù† > Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„ÙˆØµÙˆÙ„ 

Ø¥Ù„Ù‰ Ø§Ù„Ø¥Ø¯Ø§Ø±Ø©. ØªØ¸Ù‡Ø± ØµÙ�ØØ© Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„ÙˆØµÙˆÙ„ 
Ù„Ù„Ø¥Ø¯Ø§Ø±Ø©:

Ø§Ù„Ø®Ø·ÙˆØ© 2

Ù�ÙŠ Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„Ø·Ø±Ù‚ Ø§Ù„Ø§Ø®ØªÙŠØ§Ø±ÙŠØ©ØŒ Ø£Ø®ØªØ± RADIUS.

Ø§Ù„Ø®Ø·ÙˆØ© 3

Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Ø§Ù„Ø²Ø± >.



Ø§Ù„Ø®Ø·ÙˆØ© 4

Ø·Ù‚Ø·Ù‚Ø© ÙŠØ·Ø¨Ù‚.



ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


