s pdVle ldodssu eds peod ol pu JIJ
CLI (9lz08 wlo, 1Jigle))

lJo>wo

oew9s pe9dle Cisco Small Business sJs 1Jgsss pu pdle IJodyse 9ldble IJos wess
lesble 1Jezed 99s8s6 gpdo. Spdu peldzo 030 ldpdlle gds LoWes gpdsle IUpdle
lJgloo oldble IJpuwless lJpuwewso [Js 1Jsse Bs 1dpzed: ese Spdu uuwg pddlo
IJodssy lewslbsl g wdswol l9 wuwgol. spdu vldd IJpddle Lsu zol; USB pood 9 31,6
IJSJlub 1051 s Jpzad 19 Ehe wu9esdsd udd IdpdSle IJewuwlo (TFTP) l9 90999
lJogwe IJIrou (SCP). wgjsuw o030 IUpdle s r°.9|~.9€ PLENS SpIJu I SY9u p9sl Vs 2lJo ol
Bl oo oyss luwasele 1Jzol) 1Js glds uwlo s, |_9 WO gldo wund IJzols. w@sp 030 IJp8lJo
wedselo 2od Jsbss wpdse pdd odosu IJuble gu) bs pu 1Jb)d 1Jolss:

USB Iy Internal Flash — i¢ e, 1dpJ< IJpuos, pw 31,6 Flash IUslgJsé 19 oo zol; USB »
powed eds 1Jpzsd.

TFTP — Gp wozpsd IUpdw Idpuos, lJs IJpesd po gloe TFTP.

SCP (08 IJpddle gw) SSH) — wepsd IUpdW 1dpuos; 1Js 1Jpesd po gloe SCP. »

IJiz036 1J8lods JJebosd | luosh Idwlez

Sx350 Series | 2.3.0.130 -
SG350X Series | 2.3.0.130 -

wPdSY pduile IJodssy

IUgo9s 1. gved 1589d 1Js 9236 wede Idpwsd. luwe Idpuweise 99Jpé 1Jpis) IUIS el osly
opl cisco/cisco. |3l Juo 8> luwosw pu ©IISU luwp puweEdpe 228> |_9 dJroo rO_)_9J 22828 -Jbad

Jog 96 Js8s6 1U9 o9 1Us 9lz0é ulo, 1Jisle, (CLI) Jpzsd SMB po #JIJ SSH s Telnet. 16,8,
oul.

&> ctedd sl puve 1db)l 1UsGsd Jeesd Jssd. B o3l 1dpeld: sop ldsuesd s
IJpz9d SG350X-48MP switch eo JIJ w,ulez Telnet.

IJgbo96 2. Juuwg pdd odasu leoslbs! |Js 9206 pesus: bed ol sds:

CBS350X#copy [src-url] [running-config | startup-config]


https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html

lJpedplo os:

running-config — »J lJodssy 1Uss seess eds IJodsso IJelds: wel B 3JIls
SEsslo sup wbusdol Bs ls edusle 1bls pws Tg) lehs wposs.
startup-config — pJw IJodesy 1U3s swpe zdbo Vs 31,6 Flash (131,56 [Jp99e6). *
src-url — gu9le URL 1Jgluo wldpdd Ipuos) 19 1dsdsd 1dplbdsw uuwge. spdo wdasy
IJlwele 1Jpuweglhd Jewslo URL 1dpess puwwdl.
tftp:// — gu9lo URL 1Je o>, (tftp://ip-address/filename) JoJd Js gl yvwJs TFTP e
Sue lJoujsd pue.
scp:/l — gu9ly URL Idp o>, (scp://fusername:password@]ld oo s/l gwp 1pJd) *
: Jpdu eds ;Cl’r" SCP sup ldouisd puo wluwegsle gpsd SSH. 9od lJpwlugs
wluwdow SCP. wlds pu wpdsy puold 86 gl SSH. 9w p wdosu IJlgsble 1JpldloJs.
Jdeuesd eds cedsele 29d Jsss wdasu leshble puols s SSH eds 1dpzod
Jssd pu gJIJ CLI (9lz06 Lulo, 1UI9le)). [68, oul.
usb:// — |Qu.ut V18] puub th_9 roJoJ,j E_Js aol_j USB VIU”QEPIP |Joouu..§é i
usb://directory/filename.
flash:// — louwg po puwh pdW pbd§ eds 319,06 Flash (1J31Y,6 1Jed 8ws) wlgwegsle
lJouuwsy flash://directory/filename.

lwooole — Jl souopu Idpdo wslule zuwlws Os 1pdd 1U3s swp uuwgo. *

SOUPPU pU )l — soopu IUpdW wslule punluus Bs Juddo Ip ). sop cbosd
o3l 1Jgsh) I.JTroL', wubdd lVu)lios Vs 2lds g3 wd9su esh Tlog.

©UPPSU UL Ebs — seUoeu IdpdY wslule puwlws Bs wesde IJuus Idebs Idglue

wO0.
Lblsle:

luuweese IJle, copy sre-url running-config Jozsse pJud IJoedsso 1delds po ldpdd
IJpe 8ol Bs ¢hp Jvwdé. pod TFTP Ig SCP.

i,_).uoébp I._Jiro_) copy src-url startup-config Jozgsse pdW wdssy wie ldogvgsd pu lUpdwd *
IJpz 89 eJs ¢lsp IJuboJs.

TFTP:



SG35@X#copy :ftp://192.168.100.139/running-350.txt running-config
26-0ct-2017 wo:iir:19 MUFI-L1-FiILELFT; FLLES LUPY - SUUrCE UKL TTTpP://1vc.168.100.139/
running-350.txt destination URL running-config

26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 @5:
26-0ct-2017 05:
26-0ct-2017 @5:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:

nfiguration on
192.168.100.1

26-0ct-2017 @5:
26-0ct-2017 @5:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 05:
26-0ct-2017 @5:

nfiguration on
192.168.100.1

17:
17:
17:
17:

il

17:
17:
17:
17:
17:
17:
17:

17

17:

19 ¥LINK-I-Up:
19 ¥LINK-I-Up:
19 %LINK-I-Up:
19 %LINK-I-Up: Vlan 50

:19 %LINK-I-Up: Vlan 6@

19 %LINK-W-Down: Vlan 10

19 ¥LINK-W-Down: Vlan 20

19 ¥LINK-W-Down: Vlan 50

19 %LINK-W-Down: Vlan 60

19 ¥LINK-I-Up: Vlan 10

19 ¥LINK-I-Up: Vlan 20

19 ¥LINK-I-Up: Vlan 50

:19 %LINK-I-Up: Vlan 6@

19 %BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been

Vlian 10
Vlan 20
Vlian 40

renewed the co

interface Vlan 1 , IP 192.168.100.112, mask 255.255.255.0, DHCP server

17
17
17
17
17
17
17

120 ¥LINK-W-Down:
120 %LINK-W-Down:
120 ¥LINK-W-Down:
120 %LINK-W-Down:

Vlan 10
Vlan 20
Vlan 50
Vlan 60

:21 %COPY-N-TRAP: The copy operation was completed successfully

:21 ¥LINK-W-Down: Vlan 40
:21 ¥BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been

renewed the co

interface Vlan 1 , IP 192.168.100.112, mask 255.255.255.0, DHCP server

11504 bytes copied in 00:00:01 [hh:mm:ss]

SG350X#

B o3l ldpelds sop wpase pdI IJodsso Izhs cuvésde vluvesle o IJodsso 1Upsz9d
B ¢hp TFTP Leusly IP 192.168.100.139.

w999 J SCP:



SG350) #$scp://cisco:ciscol2345@192.168.10@.139/running-350.txt running-config

26-0ct-2017 0Z:23:25 BLUPY-1-FILECPY: Flles Lopy - source UKL SCp://ClSCO:CLSC0LZ345@

192.168.100.139/running-350.txt destination URL running-config

26-0ct-2017 02:23:29 %LINK-I-Up: Vlan 10

26-0ct-2017 02:23:29 %LINK-I-Up: Vlan 20

26-0ct-2017 02:23:29 %LINK-I-Up: Vlan 40

26-0ct-2017 02:23:29 %LINK-I-Up: Vlan 50

26-0ct-2017 02:23:29 ¥LINK-I-Up: Vlan 6@

26-0ct-2017 02:23:29 %LINK-W-Down: Vlan 10

26-0ct-2017 02:23:29 %LINK-W-Down: Vlan 20

26-0ct-2017 02:23:29 %LINK-W-Down: Vlan 50

26-0ct-2017 02:23:29 %LINK-W-Down: Vlan 60

26-0ct-2017 02:23:30 %BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been renewed the co

nfiguration on interface Vlan 1 , IP 192.168.100.112, mask 255.255.255.0, DHCP server
192.168.100.1

26-0ct-2017 02:23:30 %COPY-N-TRAP: The copy operation was completed successfully

11504 bytes copied in 00:00:05 [hh:mm:ss]

SG350X#26-0ct-2017 02:23:30 %LINK-W-Down: Vlan 40

26-0ct-2017 02:23:30 %BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been renewed the co

nfiguration on interface Vlan 1 , IP 192.168.100.112, mask 255.255.255.@, DHCP server
192.168.100.1

SG350X#

OGS o3l ldpeld: sop luwowsld Idodssy Ual.)@: ouvgsdo wedu IJodssy IJ3s sop zdbo
WO gbpe SCP weugly IP 192.168.100.139: 9lJss luwwgse wslule IUlgw el Cisco 9 Cisco12345

lgwe puwesp 99Jp6 09, eds IJeslds.

o083 USB g 31,6 Bl i



SG350X#copy ohrffmmning AEA bk mmnine confs o

26-0ct-2017 05:29:08 ¥COPY-I-FILECPY: Files Copv - sourtie URL usb://running-350.txt
destination URL running-config

26-0ct-2017 05:29:08 ¥LINK-I-Up: Vlan 10

26-0ct-2017 05:29:08 %LINK-I-Up: Vlan 20

26-0ct-2017 05:29:08 ¥LINK-I-Up: Vlan 40

26-0ct-2017 05:29:08 %¥LINK-I-Up: Vlan 50

26-0ct-2017 05:29:08 ¥LINK-I-Up: Vlan 60

26-0ct-2017 05:29:08 ¥LINK-W-Down: Vlan 10

26-0ct-2017 @05:29:08 ¥LINK-W-Down: Vlan 20

26-0ct-2017 05:29:08 ¥LINK-W-Down: Vlan 50

26-0ct-2017 05:29:08 ¥LINK-W-Down: Vlan 60

26-0ct-2017 05:29:09 ¥BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been renewed the
configuration on interface Vlian 1 , IP 192.168.100.112, mask 255.255.255.@0, DHCP se
rver 192.168.100.1

26-0ct-2017 05:29:09 ¥COPY-N-TRAP: The copy operation was completed successfully

11504 bytes copied in 00:00:01 [hh:mm:ss]

SG350X#26-0ct-2017 05:29:09 ¥LINK-W-Down: Vlan 40

26-0ct-2017 05:29:09 %BOOTP_DHCP_CL-I-DHCPRENEWED: The device has been renewed the
configuration on interface Vlian 1 , IP 192.168.100.112, mask 255.255.255.8, DHCP se
rver 192.168.100.1

SG350X#

Vs o3l IJpeld: sop luwowld Idodsse Idzhs ouvgsdo wedd IJodssy 1U3s sop pdbo
WO zoly USB Idpouod wpuwdd USB IUglLe wldpesd.

IJekess 3. (Itosbs) Juuwe pdd IJodsso IUehs cubésdo s pdd wdssu wos ldogbgsd:
I>¢d pl sJs:

[SG350X#copy runnina-confia startub-confia
Overwrite fle [startup-configl.... (Y/N)IN] ? |

CBS350X#copy running-config startup-config

lJgbgs 4. (Ioshs) Ih’bé:-;b eds Y Jdlelus w-"ugp" 19 N Jdlzlws o-"JI" eds Jogs IJpdlose
J>sd ez bog)y pozo IUlp, Overwrite file [startup-config]. scpe lduogl eJs Y Ws o3l Idpeld.

5G6350X#copv runnina-confia startup-confia

Overw'ite file [startup-config].... (Y/N)[N] ?Y

26-0ct-2vls ¥5:45:17 HLUPY-1-FLILELPY: Flles Lopy - source URL running-config destin
ation URL flash://system/configuration/startup-config

26-0ct-2017 05:48:20 %¥COPY-N-TRAP: The copy operation was completed successfully

SG350X#

lJl

iL'JCJ uu_sgéo IJTo Sodds voa_la cOvUw lJouvdsd P U et_éo|ad eg CJU |J CLI. @L)uQE,DJ
lJpwd 1o s lu@ie pu ldubeds olsd.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



