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I C

229d lJpzoss

Adlesble 1Jgles J2bo RADIUS

. p8lose 2be RADIUS

. pz209s8le 29lbo RADIUS
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. SG350XG Series
. Sx550X Series
. SG550XG Series

luosb IJeolee

- 2.4.0.94

IJlesble 1Jgles Jglse RADIUS

lJglogs 1. ywed Id>g9d IUs IJi>18 lJeuwlesd Idpuwo s lds 1Ugse WO IJpead Jrsd sldos
wSwpe wdysuoel Jgbe RADIUS so oz [Js Idlely > Ebp RADIUS > [eshle gbe RADIUS
lJgp9ps5.

e B—— x_ Save cisco RADIUS Language: Display Mode: Logout SNA About Help
Nm e .
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

Search - .
—m RADIUS Server Global Settings
» Administration ‘

RADIUS Server Status: Enable

» Port Management
—— | Authentication Port 1812

g Port: 1813

» VLAN Management
» Spanning Tree

» MAC Address Tables UEPDEIEED

» Multicast RADIUS Accounting Traps: Enable
» IP Configuration RADIUS Authentication Failure Traps: Enable

a RADIUS Authentication Success Traps: Enable

TACACS+ Client
RADIUS Client [m
& RADIUS Serven) @) — e

RADIUS Server Global Settings
RADIUS Server Keys a
RADIUS Server Groups
RADIUS Server Users
RADIUS Server Accounting
RADIUS Server Rejected Users
RADIUS Server Unknown NAS |

RADIUS Server Statistics
Password Strength o
»

©2011-2018 Cisco Systems, Inc. All Rights Reserved.

IJglogs 2. Jopdsu glds psjo e RADIUS: 255 ¢lus IJIgosh wpdsy WOs 28d 2lJs ghbe
RADIUS.

RADIUS Server Global Settings
| RADIUS Server Status:

Authentication Port: 1812 sec (Range: 1 - 65535, Default: 1812)
Accounting Port: 1813 sec (Range: 1 - 65535, Default: 1813)
Trap Settings

RADIUS Accounting Traps: Enable

RADIUS Authentication Failure Traps: Enable

RADIUS Authentication Success Traps: Enable

}—Apply-—“ Cancel l

lJgbgo 3. Jlugvle pdlisple Ji@lc’; peluwwo RADIUS. gpdsle ouwesd IU>¢gsd IJos Wuvdo: Iy
epdsle owesd 1Usgad IJos vrew: e ¢lus IdIiesh opdso Idpbdycs Jlogvle pdlsele.
lJedlisple o5 yuwlisd Ipdle IJoble IJos sop logilgel go) wy9e9d9d s Idgvedle
lJouwsl (SNMP). swp huwld pdlisesd |Js sy SNMP JJezed gus 239¢ luwoeld. Jesble
lJpdlispd IJoldsé os:

- pdlisple peluwed RADIUS — wzdd Jluuvle pdlisple Jigsle pgluuws RADIUS.
- pdlisple Wb puol> 86 RADIUS — w2838 pu luuile pdlisele Jgpdsle ouvesd 1J>g9d



lJos wuvde.
- pdlisple uele puol> 86 RADIUS — w28 pu luusle pdlispele Jgpdsleo wuvesd 1Usgsd
lJos vzew.

RADIUS Server Global Settings

RADIUS Server Status: « Enable
+ Authentication Port: 1812 sec (Range: 1 - 65535, Default: 1812)
+ Accounting Port: 1813 sec (Range: 1 - 65535, Default: 1813)
Trap Settings

RADIUS Accounting Traps: ¥ Enable

RADIUS Authentication Failure Traps: | ¥ Enable

RADIUS Authentication Success Traps:\ ¢/ Enable

'—Appby—” Cancel ]

IJg¢b9o 4. 109 eds wbwsd Jedb IJlgsble.

plose ¢be RADIUS

IJgbo96 1. lowdd lJs Idelese > g RADIUS > pdlosg gbpe RADIUS. sop Bop Lobed
oB0lp e RADIUS.

alietjra = cisco RADIUS Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

» MAC Address Tables - RADIUS Server Keys

» Multicast

» IP Configuration

TACACS+ Client
RADIUS Client
2
RADIUS Server Global St
RADIUS Server Keys
RADIUS Server Groups
RADIUS Server Users
RADIUS Server Accountil
RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services

| Default Key: o Keep existing default key
‘ Encrypted

| Plaintext

MDS5 Digest:

Secret Key Table

NAS Address = Secret Key's MD5

0 results found.

Add... Edit Delete

©2011-2018 Cisco Systems, Inc. All Rights Reserved.
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RADIUS Server Keys

Default Key: @ Keep existing default key
Encrypted

Plaintext

MD5 Digest:

Apply H Cancel |

Secret Key Table
NAS Address @ Secret Key's MD5

0 results found.

Add...

IJglogs 3. wlbo,y Lowzs IUlbl, [u‘a/c_Jd pIClz s, Os edd guglu NAS. i)'a.J ewslu lJpeod
lJ3s sewss eds gpsd RADIUS. s o3l IJpolde guwouwegse suglo IP 192.168.1.101 Jg psd
RADIUS 1J¢luo wul.

NAS Address: (192.168.1.101 )
Secret Key: ® Use default key
Encrypted
Plaintext
}—Apply—{ | Close ‘

IJglo96 4. 233 Iz> [yl IJlzesh IJos sop luvwésleol Jedolz puss. 1dgshle IJeldss:

. iu.uo'a)ro lJpdolz IUlo,)lios — JJggbp 1Upeesse sglad IJzols puolb 8o gpsd RADIUS
lwessle suduwds IJpdlose 1Bl oss 1Jps2956.

b — o) IloualUlo Ulgvotsle 89015pss et 1suwlds 5 (MDS). 5t
lJpdulz WS wedde puv).

s 0wt s — bed unduwds Idpdlose Bs suoe Iduue Iebs.

&_9..5 o3l |J|ou|J LJ"UL99r° u|au.,5|_) P/aII’ITeXt9|u.UUC.)|ro puLJ |JJJpo J,odu/a IS WD IJUDE_JD
E_st ubu;s.j L)HtS'Jﬁu pkﬁulad l_9;5 uudd PLJ““QJ

‘oJ|a.|b5: JI UILLS -.,;|u.uoé_.)|ro p-.'.‘;LJ |J-3JJ|05 dpk.ég’ﬂt VIS |J_)@_|Q !,Juoé.)ho pl_.9(.;v|a iégs. @pdg
lweesle ol suad 1Js 128 20l 131 dloe Ides 1p9, 1JElu0s wd ped28 22l vase JI spdu
w30l Bluol dJpd 019 2836 9JIu I8 od pu 3J9 Bl doo ouwebse cz9sd JJps 1Jp)9)
|Js5 E_ul_)o IS JI SUYNS ul&)& z_|uoo 3|JL9|P uuuuu.)J |J|U03|u —
"P@55W0rds@reH@rdTORemember o IJIG o 3p luwwedle s JJpé 5pdu lJe 9, edsol
B 1JB8lesuw. po IJIBuad 1o wgol apJosuu»qu e s w299 shéle ¢luos. sizs
ls29¢ IJs puuig) 02906 Cisco o3l JJzuosd eds pis> pu lIdodluosd.


https://blogs.cisco.com/smallbusiness/how-to-create-secure-and-meaningful-passwords

' NAS Address: 192.168.1.101 (IPv4 or IPv6 Address)

Secret Key: Use default key
Encrypted

OG) Plaintext [example ]g'128 characters used)
}—&pphf—l [ Close ]

1Jg 96 5. 108 W98 wbwsd Jpdb I_._JoeJ_9g_5(J I._J'alu_o . sup IUlo ouvds) Idpdele IJuuss
wluwogsle MDS. MD5 gol)é gu 9596 wrjiss puid,é wlgs Ybes pu lduslule souyiis
ezl ywsluwss guuyso 8836 Jl spdu lels wdgsuol glbé. suwegse MDS 9sp6 wejisé 128

o,

RADIUS Server Keys

Default Key: e Keep existing default key
Encrypted |

Plaintext | " (0/128 characters

MD5 Digest:

'—Apply—l [ Cancel

Secret Key Table
NAS Address @ Secret Key's MD5
192.168.1.101 (1a79a4d60de67 18e8e5b326e€338ae533 )

Add... Edit... Delete

ozpotlo é9bbe RADIUS

IJg b9 1. loedd 1Us IWiplo > glse RADIUS > pzp9gle g5l RADIUS.

X Save cisco RADIUS Language: [EIS) [ Display Mode: ISR logout SNA About Help

cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

» MAC Address Tables “| RADIUS Server Groups

RADIUS Server Group table
Group Name | Privilege Level | Time Range | VLANID | VLAN Name

TACACS+ Client Name | State
RADIUS Client | Oresults found.
QRADIUS Server )@ Add | Edit Delete
RADIUS Server Global St
RADIUS Server Keys
RADIUS Server Groups), 3 |
RADIUS Server Users
RADIUS Server Accountil
RADIUS Server Rejected
RADIUS Server Unknowr
RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe

» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services -
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.
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RADIUS Server Groups

RADIUS Server Group table

Group Name | Privilege Level | Time Range VLAN ID | VLAN Name

Name | State

0 results found.

[ Add.. Edit... Delete

|Jab_96 3. SUp dua uol_éaé /uoldo PCPIEO 6'5/.),0 RADIUS. |>E_J |u.u|o| JJpap_gf_é. ;96 0>l
lJeold: pwouwegsp MACB02 Jlwe Jpgpessoul.

% Group Name: (MACSOZ ] (6/32 characters used)
% Privilege Level: 1 (Range: 1 - 15, Default: 1)
Time Range: Enable

Time Range Name: | ¥ | Edit

VLAN: ® None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

|hpply | Close

IJglogs 4. 5¢Je IbLs pu93 puwess leesls Idezeses Ss Idlecsli puvess peld. 1Jess from
1 —15.15 sJou IJIJE,) lposl) 9ld8spesd Ul e,ljoss os 1. s 03l IJplde gwow,d puweys
Ul sl J 1.

pdlelos: Jo 0d9p wodsse Idobls Iieos 19 Giods VLAN B o030 1 pdlJs.

% Group Name: |IVIA0802 | (6/32 characters used)
% Privilege Level: (1 ) (Range: 1 - 15, Defauit: 1)
Time Range: Enable

Time Range Name: | ¥ | Edit

VLAN: @ None
VLAN ID | (Range: 1 - 4094)
VLAN Name I (0/32 characters used)

lApply| | Close

IJg196 5. 108 £Js wbwsd Jedb lJlgsble.



punoedp9 ehp RADIUS

IJg 096 1. loedd IJs Idiplo > gbpe RADIUS > o uegsps ¢bp RADIUS Jodsso puvoesps
RADIUS.

silisi — x Save cisco RADIUS Language: [T NNIRA Disoay Vode: [RTENSSM Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

» Spanning Tree. =
» MAC Address Tables RADIUS Server Users

» Multicast

RADIUS User Table

» IP Configuration

Filter: oup Name equals to |MAC802 ¥ | | Go Clear Filter

TACACS+ Client User Name Group Name | Password's MD5
RADIUS Client 0 results found.
Crbbe s
RADIUS Server Global St
RADIUS Server Keys
RADIUS Server Groups
(RADIUS Server Users
RADIUS Server Accountil
RADIUS Server Rejected
RADIUS Server Unknowr

RADIUS Server Statistics
Password Strength
» Key Management
» Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

IJ¢b9o 2. b §lb 30 $uoEI... JlUolWd6 p e 238>
RADIUS Server Users

RADIUS User Table

Filter: Group Na

02 v Go Clear Filter

User Name Group Name Password's MD5

0 results found.

LoAdde) | Edit.. Delete

1Jg1096 3. swp Bop LoWdes |olbs ¢he Radius. s 28 lwe IJeuwcgse béd gusle MAC
IJglue wldpuwese. WS o3l ldpold: gvouwegse eusly Ethernet MAC gds zols IJYpw sy,
lJgluo wul.

pdlebé: wp wp9soe zic pu guglu MAC.



User Name: (54:EE:75: ) (17/32 characters used

Group Name: | MAC802 ¥

Password: ® Encrypted
Plaintext
}—Apply—{ | Close

IJg 1096 4. 23> pze9es B IJ8lses 1dpouwsds luwe Ipzeses. Jpl 09 p9 o S 12096 3 pu
L§LJ”P 020980 2910 RADIUS. u.uokéﬁp IS MACS802 d|uup p@_pﬁ&(}ol Josl |.JpL}uQé_)p.

User Name: |54:EE:75:

Group Name: { MAC802 ¥

Password: ® Encrypted
Plaintext
}—Apply—{ | Close

IJg 1096 5. 235 Tz> [yl Idloedle IJoldss:

* SUp uuw.Q.,SJ — SUp |uuUa)|p rodula JuwngJ |.J|uu0|.J|u u|u.uUa>|ro MD5. ,Jluuua)lp
lJogi b bed Idpdule B wpsse pubsd).

oup gbs — Bl Jp sJo Jssd puduwds eBdlosz puind)s (po 2ol 1) Bhbgd uwduwds
IJedlosz Ws suoe IJouwo Idebs. sop logble gudunds Idedlose 1deuin )6 9 20l.

oot ldoue IJgbs Iddps )9y Josl lUpumwetse sudoe O pdld JIJps 0,9, wuoul
I,

pdlebd: Jl 59005 wluwesle Jpeld Iddps 09, 1dous IUghbs. wavos wluvesle IJes )9,
l99s.



& User Name: |54:EE:75: (17/32 characters used)

Group Name: | MAC802 ¥

& Password: Encrypted I

OG) Plaintext (example )@ 32 characters used)
leyh—v] [ Close ]

IJ¢b90 6. 169, V99 wbwusd e IJluwoele po IUodgsy.

J luwosw lJle ou wd9sy ¢hbe RADIUS. s Idduwe IJolds: uwode vodsso 1Jezed
lJolos Jsdu puesdl.

£ psJ RADIUS

Jedo9s 1. pwzd 15e9d 1s 1016 I puwless I puwecs s Issw B 1pesd Jssd sldes
wSwp wdssuol Jpod8 ooz [Js IJlply > gpsd RADIUS.

Wrher - - cisco Authenticator Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I <

Getting Started
Dashboard
Configuration Wizards

RADIUS Client

RADIUS Accounting for Management Access can only be enabled when TACACS+ Accounting is disabled. TACACS+ Accounting is currently Disabled.

Search
» Status and Statistics
» Administration

RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
Both Port Based Access Control and Management Access
» Port Management o None
Use Default Parameters
“ Retries: 3 (Range: 1 - 15, Default: 3)
# Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)

“ Dead Time: 0 min (Range: 0 - 2000, Default: 0)

Key String: ® Encrypted

» RADIUSServere Paintet | (0/128 characters used

Password Strength
» Key Management
» Mgmt Access Method Source IPv6 Interface: | Auto v

Source IPv4 Interface: | Auto v

Management Access Authe

» Secure Sensitive Data Man _ | |- Appiy.|

» Qal Qanar
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.
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Use Default Parameters

“ Retries: 3 (Range: 1 - 15, Default: 3)

“* Timeout for Reply: 3 sec (Range: 1 - 30, Default: 3)

“* Dead Time: 0 min (Range: 0 - 2000, Default: 0)
Key String: ® Encrypted

Plaintext | 0/128 cha
Source IPv4 Interface:  Auto v

Source IPv6 Interface: = Auto v

oot |

RADIUS Table
Server | Priority = Key Timeout = Authentication | Accounting | Retries =Dead | Usage
String (Encrypted) | for Reply Port Port Time | Type
0 results found.
Add... Edit Delete

I.J'a]o_96_3. (l'ao..;b.;) 2 pl BlIow w8 wpdsd Ebpe RADIU_S weusly IP i_9 lwpe 9s 28J
CEISI IUEbp. Bs o3l Idpild: pwoods eds IJogyss IUlGe,los Jeoslu IP.

-
Server Definition: ® By IP address, By name
IP Version: Version 6 @ Version 4
Pv6 Link Local Global
Link L ] A v
% Server IP Address/Name:
% Priority: (Range: 0 - 65535)
Key String: ® Use Default
User Defined (Encrypted)
User Defined (Plaintext) ﬂ " (0/128 characters used
% Timeout for Reply: ® Use Default
User Defined |[Default sec (Range: 1 - 30, Default: 3
% Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)
% Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
“ Retries: ® Use Default
User Defined |Default Range: 1 - 15, Default: 3
“ Dead Time: ® Use Default
User Defined |Defau min (Range: 0 - 2 D t
Usage Type: Login
802.1x
e Al

}—m—{ Close

IJglogé 4. (Ikoshs) 22> luesl guslo IP 1Jglue wehe RADIUS O e8d [uool IP. puozosdb
NJlgosh IJIbe,luos Jdluosh 4 Josl 1Jpeld.

Server Definition: ® By IP address By name
IP Version: Version 6
PV6 Adc e Link Local Global

Link Local Interface VLAN 1 ¥

“ Server IP Address/Name:
Priority: (Range: 0 - 65535)

Key String: ® Use Default

User Defined (Encrypted)
User Defined (Plaintext) (0/128 characters used

“ Timeout for Reply: ® Use Default

User Defined | sec (Range: 1 - 30, Default: 3
% Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)
# Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)
“ Retries: ® Use Default

User Defined [Default Range: 1 - 15, Default: 3
% Dead Time: ® Use Default

User Defined j’;’ ault min (Range: 0 - 2000, Default: 0

Usage Type: Login
802.1x
e Al

|~Apply-—||  Close

IJgb96 5. I>¢J Bes ¢lbe RADIUS z we g09lu IP 9 lwpo. Guudse wlbgld susly IP
192.168.1.100 W.s 28J g9l wpe IUEDe.




Server Definition:

Timeout for Reply:

Accounting Port:

Authentication Port:

® By IP address By name

IP Version: Version 6 @ Version 4

Server IP Address/Name: (192 168.1.100 )
Priority: Rar 3!

Key String: ® Use Default

User Defined (Encrypted)

User Defined (Plaintext)

® Use Default
User Defined

1812

1813 Range: 0 - 65535, Default: 1813

Retries: ® Use Default

User Defined
Dead Time: ® Use Default

User Defined
Usage Type: Login

802.1x

e Al
|Apply-—||  Close

lJ¢lo9é 6. I)aJ I_9.J_950 I.Jabp o I.JI_9J_950 IJuJusu |.J>§ ..53I_9.J lJzol) I.Jluuol.J wlJésbe
Jpob 96 puwegse pl. ..su)l lJgoly wgl>e RADIUS I.JI&.J.S |_9J_9..so |_9.J| w29 09 |.J|_9._J_9.50

lJ9uo9s.

Server Definition:

IP Version:

Priority:

Key String:

Timeout for Reply:

Accounting Port:

Authentication Port:

® By IP address By name

Version 6 (@ Version 4

Server IP Address/Name: 192.168.1.100

® Use Default
User Defined (Encrypted)

User Defined (Plaintext)

® Use Default
User Defined

1812

1813

Retries: ® Use Default

User Defined
Dead Time: ® Use Default

User Defined
Usage Type: Login

802.1x

e Al
HwH ‘ Close ‘

U096 7. bz puduwds IJplose Ipuueses Jpuolbds souvds) IUleuold wso 1Jzels
9¢bp RADIUS. szo i sublu@ o3l IJpoulz PE lJpclz IJ3s wp odssuo eds ¢lbp RADIUS.
sedu beldel Louumsd puld) 19 us Ebs. B 2lJs wrass lusepsle IVl ss: s2lsd
IJzol5 1Jpuol> 86 |Js gbp RADIUS Lluwegsle unduwds Ipllose IJIbe,)luoss. guouuoése
P8 pU Swd IJpuwcdop (Uue Ebs) suvuatd Ss Jpeld Issuss.

pdlebo: ooy odso IJodssy Jlgsh 1ve,)luos. spdoud wdgsuol 131 i_po.



Server Definition:
IP Version:

PV6

Link Local Int

“ Server IP Address/Name:

Priority:

Key String:

“* Timeout for Reply:

“ Retries:

* Dead Time:

Usage Type:

® By IP address By name
Version 6 @ Version 4

Link L

192.168.1.100
0 (Range: 0 - 65535)

Use Default

User Defined (Encrypted)

@ User Defined (Plaintext) (7/128 characters used)

® Use Default

® Use Default
User Defined

® Use Default
User Defined

Login
802.1x
e Al

Range: 1 -

User Defined 1-30
% Authentication Port: 1812 (Range: 0 - 65535, Default: 1812)
* Accounting Port: 1813 (Range: 0 - 65535, Default: 1813)

|Apply-—||  Close

1Jg 96 8. 108, W9§ wbwsd JpWdb IJodssu.

solisLo puold 6 802.1X

Swp luwodsle L0 I2s IUguolisue Jopdso puohd6 1dpudsidzels wuvdd glp. Jds wepd
IJpuolb§6: szw wuuvsbol wuvdd gle soubvdd Vs eds JJ puds.

IJg 96 1. loodd [Js Idolese > puolddé 802. 1X > ¢ oks o.

x Save

- . cisco Authenticator Language: Display Mode: Logout SNA About Help
X-24 24-Port Gigabit Stackable Managed Switch I

alraln =
cisco SG5S

» IP Configuration

Properties

TACACS+ Client

RADIUS Client

RADIUS Server

Password Strength

Key Management

Mgmt Access Method

Management Access Authe

Secure Sensitive Data Man

SSL Server

SSH Server

SSH Client

TCP/UDP Services

» Storm Control
Port Security
(2}
3

Port Authentication
Host and Session Authen
Authenticated Hosts
Locked Clients
Web Authentication Custc
Supplicant Credentials

Port-Based Authentication: Enable

Authentication Method RADIUS, None
RADIUS

None

Guest VLAN: Enable
“ Guest VLAN Timeout Immediate
User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: | | Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable

Enable

Web Authentication Quiet Traps:

MAC.Racad Anthenticatic
»

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.
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Properties

Port-Based Authentication: «| Enable

Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

IJgb96 3. 235 luwldsw puob 86 IJpuwegse. uwogol, RADIUS Jb,s$6 Jeuolb$é. IJeshle
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Properties

Port-Based Authentication: «#| Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e Immediate

User Defined
Trap Settings

802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

IJeb9s 4. (Iteshs) g elus IdIgesl enable Joud ool 96 MAC 9pdlsple vele puolh §6
MAC. Jws93s 3JY IJs lugile WE Vs zldo Wyud puolb 96 MAC Ig uzlzol. W6 o3l IJpeld:
wudyp wvopdsy JJ pu pdlsele Ivd puolb 96 MAC 9pJlssple oele puolbdé MAC.

Properties
Port-Based Authentication: < Enable
Authentication Method: RADIUS, None
e RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: e |mmediate

User Defined
Trap Settings
802.1x Authentication Failure Traps: Enable
802.1x Authentication Success Traps: Enable

MAC Authentication Failure Traps:

«# Enable
MAC Authentication Success Traps: «#| Enable

Supplicant Authentication Failure Traps: Enable
Supplicant Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

121096 5. b §lo §6 sbwd.

lesble puolb 86 802.1X IJpuvowé [Js MAC
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IJglogs 1. luedd lJs IJoleso > puolb§s 802.1X > |eshle 1Jpuolb$6 IJpuwewss [Js MAC.

cisco Authenticator Language: SIS [ Display Mode: [ETENSRA Logout SNA About Help

i

cisco SG550X-24 24;Port Gigabit Stackable Managed Switch I

MAC-Based Authentication Settings
TACACS+ Client

RADIUS Client
» RADIUS Server
Password Strength
» Key Management Username Format
» Mgmt Access Method
Management Access Authe

MAC Authentication Type: o EAP
RADIUS

Group Size:

» Secure Sensitive Data Man
» SSL Server
» SSH Server
» SSH Client
TCPIUDP Services
» Storm Control
Port Security oot o) Lowerease
o X ATperEEiED) €) Upparcase
Properties
Port Authentication
Infstieivsl Sxs A Password: ® Use default (Username)
Authenticated Hosts Encrypted
Locked Clients
Web Authentication Custc
Supplicant Credentials Password MD5 Digest:

eIl SErvicE P"""P'"';“ |hpply | Cancel Display Sensitive Data as Plaintext

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.

MAC Authentication Password

Plaintext

1Jglo96 2. B G9g ool 96 MAC: 235 9lzsl ppl sJs:

. EAP — iucgsp RADIUS pg cuppss EAP Jz,ds 1Jas) wso 1Jpesd (¢es) RADIUS)
9¢lbp RADIUS. 9lU3s su2lb @ pe9d puvews |Js MAC.

- RADIUS — I ucgse RADIUS w390 ouppso EAP Je,ds 1Ups, wso Iezsd (gpsd
RADIUS) s¢l>p RADIUS. 5lJss sLol38 009 puwews 1Js MAC.

B o3l lJpold. guougoly) RADIUS Jyugge ool 96 MAC.
MAC-Based Authentication Settings
MAC Authentication Type: EAP

e RADIUS

Username Format

Group Size: 1

Case: e Lowercase
Uppercase

MAC Authentication Password

Password: ¢ Use default (Username)
Encrypted

Plaintext

Password MD5 Digest:

I—Apply—| I Cancel ] [ Display Sensitive Data as Plaintext
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MAC-Based Authentication Settings

MAC Authentication Type: EAP

e RADIUS
Username Format
Group Size: 1
e 2
4
12
Group Separator: @
Case: Lowercase

MAC Authentication Password

Password: @ Use default (Username)

Encrypted

Plaintext

Password MD5 Digest:

'»—ﬁpply—' [ Cancel l [ Display Sensitive Data as Plaintext ]
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MAC-Based Authentication Settings

MAC Authentication Type: EAP
RADIUS

Username Format

Group Size: 1

Group Separator: ®

Case: Lowercase
® Uppercase

MAC Authentication Password

Password: Use default (Username)
Encrypted |

@ Plaintext @xample ) (7/32 characters used)

Password MD5 Digest:

|—AppH [ Cancel ] [ Display Sensitive Data as Plaintext ]

pdlebd:se) o pdéuo 29l esé pdéuo Ihuwlds (MDS) wdJes 019, pdeue MDS. MDS golyé gu
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cisco Authenticator Language: Display Mode: Logout SNA About Help
SG550X-24 24 Port Glgablt Stackable Managed Switch _ Q

Host and Session Authentication
TACACS+ Client

RADIUS Client Host and Session Authentication Table Showing 1-28 0f 28  All ¥ = per page
» RADIUS Server

Password Strength
Key Management EntryNo.  Port | Host Authentication Single Host

L s i Action on Violation | Traps | Trap Frequency | Number of Violations
Management Access Authe

» Secure Sensitive Data Man SELMUtpE ot
SSL Server GE2  Multiple Host (802.1X)
» SSH Server GE3  Multiple Host (802.1X)
» SSH Client GE4  Multiple Host (802.1X)
et e ones GE5  Multiple Host (802.1X)

» Storm Control :
Port Security GE6  Multiple Host (802.1X)

~ 802.1X Authentication ) ) GE7  Multiple Host (802.1X)

Properties GE8  Multiple Host (802.1X)
o GE9  Multiple Host (802.1X)
s GE10  Multiple Host (802.1X)
[ —— GE11  Multiple Host (802.1X)

Filter: Interface Type equalsto  Portof Unit1 v | Go |

Web Authentication Custc GE12  Multiple Host (802.1X)
Supplicant Credentials GE13  Multiple Host (802.1X)
B et GE14  Multple Host (802.1X)

» Denial of Service Preventio

» GE15 _ Multiple Host (802.1X)

©2011-2018 Cisco Systems, Inc. All Rights Reserved.
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Filter: Interface Type equalsto Port of Unit1 v ﬁ

Trap Frequency | Number of Violations
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Interface: Unit |1 v Port | GE1 ¥

Host Authentication: Single Host
Multiple Host (802.1X)

® Multiple Sessions

|Apply-||  Close
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et - cisco  Authenticator Language: Display Mode: Logout SNA About Help
cisco SG550X-24 24-Port Gigabit Stackable Managed Switch I

» Multicast

Port Authentication

» _IP Configuration

Port Authentication Table

TACACS+ Client

RADIUS Client
» RADIUS Server | Entry No.  Port Current Port = Administrative RADIUS Guest Open Access = 802.1x Based MAC Based Web Based Periodic Reauth:

Password Strength Control Port Control VLAN Assignment ~ VLAN icati icati
» Key Management
» Mgmt Access Method

Management Access Authe
» Secure Sensitive Data Man PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled
> SSL server Port Down  Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
> SEICREn PortDown  Force Authorized  Disabled Disabled ~ Disabled  Enabled Disabled Disabled Disabled
» SSH Client

Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

TCP/UDP Services
» Storm Control Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Port Security Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

&_802.1X Authentication) @) PortDown  Force Authorized  Disabled Disabled  Disabled  Enabled Disabled Disabled Disabled

Properties

| Filter: Interface Type equalsto | Port of Unit1 v | | Go

Authorized Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled
Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Host ar;d vSeSSion Authen Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

Authenticated Hosts Port Down  Force Authorized  Disabled Disabled Disabled  Enabled Disabled Disabled Disabled
Locked Clients Port Down  Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
‘Web Authentication Custc

Quinnlicant Cradantiale

Port Down  Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

©2011-2018 Cisco Systems, Inc. All Rights Reserved.
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Port Authentication

Port Authentication Table

Filter: Interface Type equals to | Port of Unit 1 ¥ \ Go |

Entry No. | Port Current Port | Administrative RADIUS Guest Open Access | 802.1x Based MAC Based Web Based Periodic Reauth
Control Port Control VLAN Assignment VLAN Authentication | Authentication | Authentication = Reauthentication

@ 2 GE2 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled
3 GE3 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

4 GE4 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

5 GE5 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

6 GE6 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

7 GE7 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

8 GE8 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

9 GE9 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

10 GE10 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

12 GE12 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

13 GE13 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

14 GE14 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

. - - H - - - . .-,
IJeb9s 3. &p 9p wldoprsy Jlpwdd sludy W98 s Jodssu Idpuuds.

11 GE11  Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

12 GE12 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

13 GE13 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

14 GE14 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

15 GE15 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

16 GE16 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

17 GE17 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

18 GE18 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

19 GE19 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

20 GE20 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

21 GE21 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

22 GE22 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

23 GE23 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

24 GE24 Authorized Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

25 XG1 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

26 XG2 Port Down Force Authorized Disabled Disabled Disabled Enabled Disabled Disabled Disabled

27 XG3 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

28 XG4 Port Down Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled Disabled

\ Copy Settings... | ( Edit... )
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Interface:
Current Port Control:

Administrative Port Control:

RADIUS VLAN Assignment:

Guest VLAN:

Open Access:

802.1x Based Authentication:
MAC Based Authentication:
Web Based Authentication
Periodic Reauthentication:

* Reauthentication Period:
Reauthenticate Now:
Authenticator State:

Time Range:

Time Range Name:

WBA Silence Period:

Unit |1 v | Port | GE1 v
Authorized

Force Unauthorized

Force Authorized

Disable
Reject
Static

Enable

Enable

®

Enable
Enable

Enable

Enable

3600 sec (Range: 300 - 4294967295, Default: 3600)
m]
Force Authorized

Enable

v Edit

% Maximum WBA Login Attempts: @ Infinite

User Defined (Range: 3 - 10)

® Infinite

IJ296 5. B 29 IUpuob §é Idpuweuaé Ids 802.1X Sp oldEle wass ¢lus IJIgwsl, enable
ese ool Ju ugwedse 802.1X Jpolr g6 Jul. swp wpdso IJBspes IJlVe,)lose JJeuob g6
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Interface:
Current Port Control:

Administrative Port Control:

RADIUS VLAN Assignment:

Guest VLAN:

Open Access:

802.1x Based Authentication:
MAC Based Authentication:
Web Based Authentication:
Periodic Reauthentication:

* Reauthentication Period:
Reauthenticate Now:
Authenticator State:

Time Range

Time Re

ge Name:

# Maximum WBA Login Attempts:

# Maximum WBA Silence Period:

Unit |1 v | Port | GE1 v
Authorized

Force Unauthorized
e Auto
Force Authorized

® Disable
Reject
Static

(] Enable
(] Enable
(] Enable
(] Enable
(] Enable
3600 sec (Range: 300 - 4294967295, Default: 3600)
m]
Force Authorized
Enable

¥ | Edit

: (@ Infinite

User Defined (Range: 3 - 10)

® Infinite

v

lJglogs 6. 25> 'a!oé IJIzesh epdso Jpuolb 86 1dpuwensé [Js MAC pse ool uiss wpdso
rouob,jé U_pQuSS |,_}qu|)| l.J5 E_()_9|Q MAC J.JrobUg_;. -.__S,DdL'J lu-UQé_-‘lP 8 rouobék) U.ou.uoo)é
|Js MAC B 3$b gJs Idpods.

Interface:
Current Port Control:

Administrative Port Control:

RADIUS VLAN Assignment:

Guest VLAN:
Open Access:
802.1x Based Authentication:
MAC Based Authentication:
Web Based Authentication:
Periodic Reauthentication

“ Reauthentication Period:
Reauthenticate Now:
Authenticator State:

Time Range:

Unit |1 v | Port |GE1 v
Authorized

Force Unauthorized
e Auto
Force Authorized

Disable
Reject
Static

[} Enable

[} Enable

[} Enable

[} Enable

[} Enable
3600

]

Force Authorized

Enable

sec (Range: 300 - 4294967295, Default: 3600)

Time Range Name: v | Edit

% Maximum WBA Login Attempts: (@ Infinite

User Defined (Range: 3 - 10)

3 i WBA Silence Period: @ Infinite h

IJgb9o 7. 169 V99 wbusd Jewb IJogss)lo ldos Gpo wol.
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B— cisco  Authenticator  Language: [T NNIRA Doy Vode: [RTENSSM Logout SNA About Help
SG550X-24 24-Port Gigabit Stackable Managed Switch I

onfiguratiol =

ol Authenticated Hosts

TACACS+ Client
RADIUS Client
» RADIUS Server >
Password Strength | 54EE75: M GE11  00:00:06:56 MAC Remote 5d:ee:75:l
» Key Management
> Mgmt Access Method
Management Access Authe
» Secure Sensitive Data Mar
» SSL Server
» SSH Server
» SSH Client
TCP/UDP Services
» Storm Control
Port Security
ooz Aurenicaion) @
Properties
Port Authentication
Host and Session Auther

[ Authenticated Host Table
‘ User Name Port Session Time (DD:HH:MM:SS) = Authentication Method = Authentication Server = MAC Address VLAN ID

Locked Clients

Web Authentication Cust

Supplicant Credentials

MAC-Based Authenticatic ™
»
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. |Jpgg_§5 —Jép |.J|0QL.§').

- 98w IJedwé (dd:HH:MM:SS) — o815 1J9 8 1J3s wp Bso puold§6 pise IUbdo
9ld9u29d 1Jere e wo Bs Idpuds.

wdse Idpuolb §6 — 1Jb 586 1des wee wol puold§6 eduws IJged 1Jigs,6.

- tbp puol 9 — ¢glbp RADIUS.

- £u9lu MAC — 8,00 gu9lo MAC Jdpeblde.

- VLAN ID — psule VLAN.

Authenticated Hosts

Authenticated Host Table
User Name Port Session Time (DD:HH:MM:SS) = Authentication Method | Authentication Server | MAC Address VLAN ID
(54EE757 1. GE11 00:00:06:56 MAG Remote 54:ee:75:0 1 D)

IJglogs 3. (Iteshs) loedd [ds IJelJs sldleuolissle > &uo IJgwed > 31956 1dauesd

IJeoliss (RAM). we o Lodes 31,6 Isasd Ideuislss (RAM) zese Iyuwlisd IJes wp
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Getting Started
RAM Memory
Dashboard

Configuration Wizards Alert Icon Blinking: Enabled | Disable Alert Icon Blinking
" | Pop-Up Syslog Notifications: Enabled | Disable Pop-Up Syslog Notifications

System Summary Current Logging Threshold:  Informational Edit
CPU Utilization
Port Utilization
Interface Log Index = Log Time Severity Description

Etherlike 2147483573 2018-May-31 04:33:00 Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft

RAM Memory Log Table Showing 1-50 0f 75 50 ¥  per page

GVRP 2147483574 2018-May-3104:33:00 Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding
802.1x EAP

ACL
Hardware Resource Utiliza
Health and Power 2147483577  2018-May-3104:31:56  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: [ is authorized on port gi1/0/1
SPAN & RSPAN 2147483578 2018-May-31 04:31:56  Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft
Dizgpiesiies 2147483579  2018-May-31 04:31:56  Warning %STP-W-PORTSTATUS: gi1/0/1: STP status Forwarding
stc;N 2147483580  2018-May-3104:31:51  Informational ~ %LINK-I-Up: gi1/0/1

G Viewop) @) 2147483581 2018-May-3104:31:48  Warning 9%LINK-W-Down: gi1/0/1
(IRAM Memory [ 3 | 2147483582  2018-May-3104:30:55  Notice %COPY-N-TRAP: The copy operation was completed successfully

Flash Memory 2147483583  2018-May-3104:30:53  Informational ~ %COPY-I-FILECPY: Files Copy - source URL running-config destination URL

2147483575 2018-May-3104:32:56  Informational ~ %LINK-I-Up: gi1/0/1
2147483576  2018-May-3104:32:53 Warning %LINK-W-Down: gi1/0/1

~_Administration 2147483584  2018-May-3104:13:26  Informational ~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75:1 is authorized on port gi1/0/1
Svstem Seftinas

2147483585 2018-May-3104:13:26  Warning %AAAEAP-W-RADIUSREPLY: Invalid attribute 26 ignored - vendor id is not Microsoft

© 2011-2018 Cisco Systems, Inc. All Rights Reserved.
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pdlebé: zic pu gu9lu MAC pp90.

‘ 2147483584 2018-May-3104:13:26  Informational =~ %SEC-I-SUPPLICANTAUTHORIZED: MAC 54:ee:75: is authorized on port gi1/0/1
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