oujsd pddle IJodssu eds pzad Iy uywiol
leoslbgl

lJoou

SY90 pJD oo Iouwg IUlzeslbs 1y gwed 1dpzsd pdssl Jlgwed il iglole 1Jzol;
sluadlzol g sl e lghs wessu lJzo gu bysd IUehl. szwss o3l eds uuwg $2986 pu
lJedSle ldpuucises Jdeelss pu lsilS wuvésd IJuble ls JJelb eds 2lds oyvésd
pESVS. gds uwosd ldpolde spdoud uuwg odssu ldouwg Idpoblod ly odssy woe
IJogbésd 9 ouvésd IJodasu sz 8bo BOs oS uuwg leoslbs. spdud [gwaisle ol
lJpdd Jozsse IJeead 9 luweghboo lJs gldwoe 1Ugbsudss.

Spdu b rth-? odysu Idouwe IJlzesllbs gds 31,6 Flash U.)IE_Q@&S i_9 zol; USB o099
wJpzod Jssdily ehp wu9wsdsd vdd Idpdle Idpwyub (TFTP). Iy ¢lse Secure Copy
(SCP): Iy eds IJIposye, IJelue wd. pwesgvsd 030 1dedlds 29d JsIsé wujsd pdd
odosu ublp lg oo lewslbs! po 2JIJ ls po 1,y IJoldss:

c o0 I TFTP — sep l2osh bysds wi9wsdsd udd ldedile IJpwul (TFTP)
Jouisd pdd IJedssu Iy ouwgo leoslbsl go) TRTP. suwogsp TRTP wusndd
Iuluus Joposs 12038 1Jdpusc) Bs uvwds LAN. 909 puluve lsupl Joussd
IpJSle.

. £y HTTPHTTPS — sp lzosh bisds wi9099sd udd IJoue IJegigws (HTTP) i
w290999J wdJ Idoue Ideuvgws IUlew (HTTPS) Jowisd pdd Idedsso I ogwgo
leoslbsl goy HTTPHTTPS. 030 1,86 1de, Gusoe! Jouisdle Ipdule Jivel
e, lelol.

« 20 2JIJ SCP (s, SSH) — sop lposh bysds IJouwg IJles (SCP) (sw, (SSH))
Jouisd pJdud 1Jodssy 19 ugwgo leoslbsl ey wi9e9d9 Secure Shell (SSH). sep
c0isd pdBle IJodssu odo Iy uuwgel lewslbs! ew, Ui Js Tpws.

- a0 2JIJ USB 19 319,6 Flash 151z )56 — swp lposh 030 1dbys86 Joujsd [Jpdd
IJpuo, Is uuweo leoslbsl B 31956 Flash 1UslgJss 19 pe)d [6)lue USB pouod eds

1Jp29J.
IJizoj6 IJ8lods JJobwsd
- Sx250 sery

- Sx350 Series
- SG350X Series
. Sx550X Series

luosb IJewlpe
. 2.3.0.130
owwe pdVle [Jodssy leasibgsl

196 1. wzd 1Usgsd [Js 116 1 puwless 1 puwewsd [Js Idsse s 1dpzsd Jssd. luwe
lJeuweése 99Jps [Jp)9) IUIGe,luoslu opl ciscolcisco.



pdlebs: 3l Juo §> Gpo LIdBed wodss) Ides IUes 19 Geo wlugble zuvly 2285
Whbgd wslule IJlgcel 1Jzrs30 wadl po 3JY.

ealne Switch
CISCO Application:

—

Language: LS

Jeloss 2. iz sble podsps po 1d8ksps 1JpouusJs suog IUgsue.

thlnybhdm Logout SNA About Help

—=— I <

lJglogs 3. 169, 9938 s > |>l,6 |.J'n.Jv..§|o > E_p.JtsL:a |JpJv..§|o.

pdlebé: 95 cgodu gshlo IJBlses polzs eds upsse IJzol). WOs o3l pold. SG350X-
48MP I uogpdo pdule.



+* Administration

File Operations

IJglo96 4. 108y 998 15, Jluwdds uuwg pJO Idogwis IUlzoslbss Jlple wuwg lewslbs
Jpduw wdssu.

Operation Type: ___ Update File
p File
— Duplicate

121096 5. B pulb§6 w9e Idpd Idpuo2 1u8) iy IJesh IJElue wuse 1dpdd Idss wus>
oo lewuslbsl. spob 1Jpzod wedosle IJodssy lJoldss.

- odaso gb - pdD IJodsso IUss szess eds Idodsso Ields: wpl Bs 3Jd s
cEsslo wep wbusdol Bs ls eduwle bs pws 1g) lelhé wposs.

- oISy wre Idogvgsd - pd IJodssy IUds swp pdbo WS 31Y,6 Flash (IJ31Y,56
1Jpd98).

- Mirror Configuration - scpe b pJ IJodssy Idzhs wuvgsde oddlissl lJs vage
pJ lJodssy Idpoblod 3l e swp wedsdo Jpssé 24 wlgs gds IJU.J.

© pdS ldogwesd - 00l 2 $89p IJpesd wotisu zese uwedlvo.

- pJ I IJJES - o0l 2se W89 IUp2ad wugisu pedsple IUJES.



Source File Type: @Hunning Configuration
Startup Configuration
Mirror Configuration
Logging File

pdlebbo: Vs o3l Idpeld swp losh) ogbgsd lJodssu.
IJg1o96 6. I bysds pw byd IJouwe IJlzoslbs IJoldss:

- o0 0190999 HTTP/HTTPS
© g puc® USB o Ol slg s

. o, TFTP
. £0, SCP (g0, SSH)

Ouwg pJu odosy lublpe [poslbgsl g, HTTP/HTTPS

lJgbogs 1. 168, W98 Iy HTTPHTTPS Jlg)le uwi leoslbs Jpdd wdyso eds
IJJdpwsse, Idpeds IJelue o J.

Copy Method: @-1TTP.'I-ITTPE
=R T - -

Internal Flash
TFTP
SCP [File transfer via S5H)

lJglbgs 2. g.9._s pub§d pelded Iduslule IJeuwlwé. o, Jsbss wuppsy lJuslule
lJzuwluwd Bs pd ldouwe IJlzoslbs. [Jgshle os:

cJowoeule - 830 wuopsu Idoslule IJguwlgws W Idouwg Idlzeslbes.

oS - wuopsu Iduslule [dz vl ws Vs 1o Idlzoslbs Ws GvdJol
|J|pubg.§J.

s o EPS - Bp voopsu Iduslule IJzgunluws Ws IJogwgs Idlzoslbss Bs we9sde
IJoue Idebs 1Jglue wol.

Sensitive Data Handling: Exclude

pdlebd: O o3l ldpsld sop l2osh uue gbs. wwsdrs 3Jd IUs vt zese IJoslule
leoslbsl Ws yvdd v gbs.

lJ¢lb9é 3. b gb9s sbu .



File Operations

Operation Type: Update File
) Backup File
Duplicate

Source File Type: © Running Configuration
Stariup Configuration
Mirror Configuration
Logging File

Copy Method: © HTTPHTTPS

e e —

Internal Flash
TFTF
SCP (File transfer via SSH)

Sensitive Data Handling: Exclude

Encrypt
) Plaintext

o] G|

e luwole Igpdss: pusop erup Huwlds vele Ss Lo 2s godslc IpdSle.
File Operations

" Success.
—
Operation Type: Update File
) Backup File
Duplicate
Source File Type: £ Running Configuration
Startup Configuration
Mirror Configuration
Logging File
Copy Method: ) HTTRHTTPS
e e — L
Internal Flash
TFTP

SCP (File transfer via S5H)

Sensitive Data Handling: ) Exclude

Encrypt
Plainbext

\bipply— | Cancel |

Sew o odoy B luwose IUIL po uuwg pd IJodssy IUglue ldeesd Josd lposlbsl



wutle pu ¢ bysés IJudd HTTPHTTPS.
g 956 s IJigs]

WD odosu luble [poslbsl o) USB g 31,6 Flash sl )sé

IJgbo9s 1. 1¢e, |el USB Ig 31,6 Flash IUslgJsé Jb)s86 wuwg. B 03l lJpold: sop lgosh
51,8 Flash (1319,6 1Jp88ws) 1Us1gJss.
Copy Method: HTTRHTTPS

- BT - ()

@nlamm Flash

TFTP
SCP (File transfer via SSH)

U096 2. B 18 luwe Ided S 3¢ luwe 1J e 19206,

pdlebbs: Vs o3l Idpeldi gusop b pdu IUodssu IJghs wubgsdo lJpuwpes SG350X-
48MP.txt W 31,6 Flash IUslgJss JJez9d.

File Operations

Operation Type: ) Update File
Backup File
Duplicate

Destination File Type: ) Running Configuration
Startup Configuration

Language File
Copy Method: HTTPHTTPS AL

USB TS «—— (-
O Internal Flash

TFTP

SCP (File transfer via SSH)

File Name: For SG350X-48MP.txt
o - ! i y the intemal flash o 1 Fila Diraciony |

hpply- | Cancel |

lJglogs 3. u_95 pg,b}éé "peldzs IJoslole 1Jguwlgwé" ito_) JsIs6 wppsu ldoslule
lJzuwlws Bs pdo IJouwe Idlzeslbs. 1Jgsble os:

cluwooole — g0 wuopsu Idoslule IJguwlws Vs IJouwio IJlzoslbss.

C oSy — ouopsu Iduslule IJguwluws BOs Idouwgs Idlzoslbss Ws Guddol
|qu.ut_9_)

s 0o Ebs — B voupsu Joslole IJeuwlgws Os IJugwgs Idlzeslbss S yvdJ
IJoue Idegbs 1UElue wol.



Sensitive Data Handling: Exclude
Encrypt
Plaintext

pdlebé: O odl lJpsld sop Rosh uuo gbs. unsdss 3Jd IJs uuwe zese Ideslule
leoslbsl Ws yudd o gbs.

1Jg9s 4. 168, V938 wlbusd Juuwe pdu IJodssy pu 31Y,6 Flash (1U319,6 1Je99e6)
lUs12Jse [Js [dpead Jssd.

File Operations

Operation Type: Update File
) Backup File
Duplicate

Source File Type: ) Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTPHTTFS
ea T - ()
) Internal Flash
TFTP
SCP (File transfer via SSH)

File Name: SGIS0X-48MP
Full path and file name. Explore the internal flash on the File Directory page
Sensitive Data Handling: Exclude

Encrypt
© Plaintext

wee luwoele IJgpdss pusepe eruo Huwlds wele Vs LoIRs "gpdsle ldpdl.



File Operations
[2' Success.

Operation Type: Update File
) Backup File
Duplicate

Source File Type: 0 Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTRHTTPS
* AT - |
LUsB i
) Intemnal Flash

TFTP

SCP (File transfer via SSH)
File Name:

Ex tha intarnal flash on the Fible Direclory page

Sensitive Data Handling: ) Exclude

Encrypt
Plaintext

hpply | Cancel |

Sew edsd IJIu lple vt lzoslbs Jpdd wdsso Idoble gds [pzed J>sd wuele pu
sJIJ b,5.86 Flash 1sl3Js6 19 boys$6 wuwg USB.

W odosy IJuble [poslbgsl g, TFTP

IJgo9s 1. Bs pulo 86 wwg IUb)s 96 108, 5y TFTPradio. sop l¢osl) bisds TFTP
Joujsd e IJodssu Iy wuwio leoslbsl gw) e TFTP. sop wujsd pdVle IJodsso
030 lg uuweol leoslbsl o) Uvwds lpeus.

Copy Method: HTTPMHTTPS

o L R W

Internal Flash
o

SCP (File transfer via S5H)

1J¢b9o 2. 168) W99 jy luwdle Vs pulb 6 wg s ghe TFTP. IJgshlw os:

ceuwe £l IP-Tee, Isgld g09lo IP 1Jgluo wélse TFTP. B o3l IJpold: sep lgesh
o3l lJgsh).

e - 1ee, eld luwe lJpuosd Jgbe TFTP. 3l wp lposl) o3l 1Jgsh B@e
cldogbs |Us [Ugbes 4.



Server Definition: @Eu_.r IP address By name

IJzb96 3. (Igeshs) Blige,o puve guslus 2o, Lol Iluosly 4 (IPV4) Iy IU] o), 6 (IPV6) oo
pUb YO luosly IP. 31 12e,e IJluesl) 6 WBeas pl 131 Iy IPV6 o9 guslu boolb peds 9 glo
B pub s u9e euslu IPVB. 131 Jlu guslol pedsl Jdboulb. Bige, 10slz06 pu 1 Slses
IJpouwsdsé JJslzod lJppdss JUhoulb. 3l op lEosh) 1dluesh 4 Bée wldogbes [Us

|z lo9s 4.

Server Definition: ) By IP address By name

IP Version: Version E@Iﬂminn 4

pdlebbs: Bs 03l 1Jpeld sop lposhy IP 1Jluosl, 4

U296 4. (lzoshs) bl Ypw vogsss Uluwe u_95 lJglogs 2. ~._9|.>3J luwe IJpuosd Jglp
TFTP Ws 28J gusle/luwe IP JJEbe. 9l ;9|.>3J eusly IP.

Server Definition: ) By IP address By name
IP Version: Version 8 ) Version 4

Server |IP Address/Name: §192.168.100.147

pdlebe: Vs o3l Idpeld: ywsop b pdud IJodgsy WOs gbpe TFTP Cluwegsle gusle IP
192.168.100.147.

1J21096 5. g luup pdb IJouwg IJlzoslbs Bs 28d 19zos. B o3l lJpeld: sop
luvwgsle SG350X-48MP.txt.

Server |P Address/Name: 192.168.100.147

Destination: SG350X-48MP.txt

1Je 96 6. Bis pub 6 pelzs Iwslule IJzuwlws: ey dsdss wupesy IJuslule
lJzuwlws Bs pdo IJouwe Idlzeslbs. 1Jgsble os:

- Jowooule - 830 wuopsu IJoslole IJeuwlws s Idouwe Idlzoslbs.

s OISy - wuresu Idoslule IJguwlws Bs Idouwe Idlzeslbs Ws yvddol
|qu.ug9_)

C 0o ELS - Bp vouopsu IJuslule Ideuulgws B ldouwes Idlzeslbss Bs uesse
IJoue Idebs IUglue wol.



Sensitive Data Handling: Exclude

pdlebé: s ol lJpeld sop lRosh o ds). gusdss o3l lds vumg zese IJwslule
leoslbsl Bs yvdd ey,

IJgb9o 7. 168 W99 wbwusd Juse gpdso IJouwe Idlzoslbs.

File Operations

Operation Type: Update File
) Backup File
Duplicate
Source File Type: © Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTPHTTPS

USB B

Internal Flash
O TFTP
SCP (File transfer via SSH)

Server Definition: 2 By IP address By name
IP Version: Version 8 D Version 4

& R d &
4 [ =

7 Senver IP Address/Mama: 192 168.100.147

4 Destination: SGISOM-48MP bt
Sensitive Data Handling: Exclude
£ Encrypt
Plaintext

wee luwole ldgpdsé: wsop 802 Huwlds Lele B LoBRs "gpdsle [Jpdsle".



File Operations

Qﬁ Success.

Operation Type: Update File
) Backup File
Duplicate

Source File Type: ) Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTPHTTPS
e e — L
Internal Flash
O TFTP
SCP (File transfer via SSH)

=Server Definition: ) By IP address By name
IP Version: Version 8 O Version 4

Server IP Address/Mame:

Destination:

Sensitive Data Handling: ) Exclude

Encrypt
Plaintext

- Apply| |  Cancel

sew edsId IJIu lple owg leeslbs Jpdd 1dedsso IUglue wldezsd Josd worle po
¢JlJ by 86 wuwg TFTP.

lJg 936 |Jes Jlg Jes]

B o dosa loble [poslbos] Ul wessle SCP (g, SSH

olp: Bud lJpolugs wlboys@s SCP. wlds pu wpdsy puold8é glse SSH 9w Jdosy IJlesble
IJedlods. JJeuosd eds wedsele 29d Jsdss wdysu lesble puol> 96 SSH eds
lJpzod J>sd: lu@) oul.

Igo9s 1. B pulbb§6 b)s$s IJuwe: lud) eds by Igsh SCP (udd IJpddle gw) SSH)
L Sop sl bysds SCP Jouisd pdu IJodssu 9 ugweoe leeslbs! ews wi9wsdsd
Secure Shell (SSH). swp wujsd pdVle IJodysy oo lg uuwiol lzeslbsl ew) yvwJo
Tpo(").


ukp.aspx?login=1&pid=2&app=search&vw=1&articleid=4006

Copy Method: HTTPHTTPS
USB T -

Internal Flash
TFTP

@cp (File transfer via SSH)

lJglbgo 2. ol PU UESSU rouob@o ¢bp SSH IJogss eds wpdsu. w@9p odo IJszo
wpuol86 ¢9lbp SSH. e wlds pu lu ?_bP SSH IJec98g 09 IUghb e Loz sz 09 peld
lWe,lupsl os gus websdol Ju w9é, 030 IUps 6 eds louoldle SSH Jg pdsle
1Jpdos. 51 o pebdl 0d) B9 o Jopdso Iesso.

Remote SSH Server Authentication: Enabled

IUgloss 3. 1z 5y Jluwdds Bs pubb$s p ol gpsd SSH Jopsss wslule lgepels SSH
lJos uvsope luvegslpol gus IUlouold wldpuosad IJogss. [Ro) luwedsdle welole lgoels
uble gpsd SSH Jluwegsle wslule lgwels SSH IUslsed e iud ds Idpesd (Spdu
wessu wslule Idlgeels 030 JUluwesle Idppwedods po edId IJod) W98 wslule
lecpeb IJublegldos ooz oWz puol> 96 puwwgse SSH: g IEe,) [uwedsle wslule
lec el gosd SSH Jp,6 9lza6 Jluwwsle vslule Idlgwels [Je99ws.

pdlebs: Ju sop e b lgwe ldpumwatse 99Jp6 1Je9) Joslole IUlgcpls )6 91226 B
pJV IJodysu.

Remote SSH Server Authentication: Enabled Edit

S5H Client Authentication: Use SSH Client System Credentials
@Js& SSH Client One-Time Credentials:

Usemame: cisco

Password:

.“...“....l

pdlzbé: Vs o3l Idpelde swp lgosl) wslole leoeb gosd SSH Je)é 91226 sswp |5ElJ
olposd luwpe IJpuwere 99dps 19, 908l J3JJ.

IJglogs 4. 168, 9938 iy luwdle Vs pub 6 wgisV ghbpe SCP. 1Jéshlw os:

oo £l IP- T3, 1l 80910 IP 1JglLo wglse SCP. s o3l lpeld: sep lees) o3l
lJgsh.

e e - Te 1eld loue IdeLosd Jibe SCP. I3l ¢p lgwsh o3l 1Jgsh: B§e
Cldogbs |Js IJgbys 6.

SCP Server Definition: @y IP address By name
IP Version: Version 8 ) Version 4

IJgbgs 5. (Igwshs) I Igeoo puve gusloddze, el IJluosh, 4 (IPv4) Is 1J]uosl, 6 (IPV6) pou
pubb 86 |uosl) IP. bl Ige o 1dlgesl) 6.9z ol 131 Jly IPV6 09 gulo howlb peds 9 gle



WIS pub§o v9g gusly IPVB. I3l Jly guglol peds! JJLoolb, -§i'a<p lJ9lzoo pu IJ8lised
lJpeouw>dé JJslged IUpedss JJLoolb. bl wpe lgosh Idluesl) 4 8 @8pe widogbs 1Us
|J2 1096 6.

SCP Server Definition: ) By IF address By name

IP Varsion: Viersion mraion 4

pdlzlbs: B.s 03l lJpelde sep lgash IP 1Jluosh 4.

121096 6. (Itosbs) Bl Gpo wopass Iluwe Ss 1Jglbss 4. Bhgd luwe IJposd Jgh e
TFTP Ws 28J gusle/luwe IP JJEbe. 9ldlc Slogd gusly IP.
Server Definition: £ By IP address By name

IP Version: Version 8 D Version 4

Server P Address/Name: 192.168.100.148

pdlebbs: Vs o3l IJpeldi ywsop b pdd IUodesy WBs gbpe SCP Llgweésle gusly IP
192.168.100.148.

IJg098 7. e luup pJb IJouwg Ilzoslbs Bs 28d 1J9z0s. B o3l lJpeld: gusope
eVb pJu wYysu IdJouwe Idlzoslbs Vs pdd SG350X-48MP.txt.

Server IP AddressMName: 1892 168.100.148

Destination: SGIS0M-48MP Ixt

lJglbgs 8. L.9._S pub§d "oeldes Iduslule [Jpuuluws" lde, Jsiss wuopsu IJuslole
lJzuwlws Vs pdo IJouwe Idlzeslbs. 1Jgsble os:

cJuwooule - 830 wuopsu Idoslule IJeuwlgws W IdJouwg Idlzeslbes.

oIS - wuopsu Iduslule [dz vl gws Vs 1o Idlzoslbs Ws Guddol
|Jroum.9)

s o EbS - Bp vouopsu Iduslule IJzgunluws WS IJogwgs Idlzoslbss Bs we9sde
IJoue Idebs 1Jglue wol.

Sensitive Data Handling: @Exduda
Encrypt
Plaintext

pdlebs: Vs o3l Idpeldi swp lgosh IUluvowgb. Ju souopu pd IJouwe Idlzoslbs
wslole guwlws.

1U¢ 096 9. 108, 9938 wlbwsd Juse gpdsd lJuuwe IUlzoslbs.



File Operations

Operation Type: Update File
3 Backup File
Duplicate

Source File Type: © Running Configuration
Startup Configuration
Mirror Configuration
Logging File

Copy Method: HTTPHTTPS
USB [ G

Intermal Flagh
TFTP
) SCP (File transfer via SSH)

Remote SSH Server Authentication: Enabled Edit

SS5H Client Authentication: Usa SSH Client System Credentials
) Use SSH Client One-Time Credentials:

Lisermame:; Cisoo
Fam: EEREEEEEEEEE
Server Definition: ) By IP address By name
IP Version: Version 8 D Version 4
o Server IP AddressName: 192.168.100.148
= Destination: SGI50X-48MP xt
Sensitive Data Handling: ) Exclude
Encrypt
Plaintext

N

wee luwole Idgpdsé: wsop 802 Huwlds Lele B LoBzs "gpdsle [Jpdsle".



File Operations

Success,

Operation Type: Lipdate File
£} Backup File
Duplicate

Source File Type: D Running Configuration

Startup Configuration
Mirmor Configuration
Logging File

S g TIES O -
UsE
Internal Flash

TFTP
£ SCP (File transfer via SSH)

Remate SSH Server Authentication: Enabled Edit

S5H Client Authentication: ) Use SSH Client System Credentials
Usa 55H Chant One-Time Credantials:

Server Definition: D By IP address By name
IP Version: Version 6 ) Version 4

Server IP Address/Mame:

Deestination: (150 characters used)
Sensitive Data Handling: ) Exclude

Encrypt

Plaintext

\hpply| | Cancel |

sew 1o odsu s luwese Iy po uuwg pJS Idedssu IUglue wldeesd Jrsd wugle pu
eJld bys96 uuweg SCP.

lJg 96 s 10

Jper 96 Js9s6 wedse pdd wdosu eds pead ol lud) oul. Jpuoleds pJd wIdssu
lud) eul Jdzuesd eds cedsele.


/content/en/us/support/docs/smb/switches/cisco-550x-series-stackable-managed-switches/smb5095-update-configuration-files-on-a-switch.html
/content/en/us/support/docs/smb/switches/cisco-250-series-smart-switches/smb5744-copy-or-duplicate-configuration-files-on-a-switch.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



