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Port Authentication
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Filter: Interface Type equalsto Port of Unit 1 +~

Current Port  Administrative RADIUS

Entry No. Port Control Port Control VLAN Assignment
QO 1 GE1  Authorized Force Authorized  Disabled
Qo 2 GE2 Force Authorized Disabled
O 3 GE3 Force Authorized  Disabled
) 4 GE4 Force Authorized Disabled
o 5§ GES5 Force Authorized  Disabled
QO 6 GE6 Auto Disabled
o 7 GE7 Force Authorized  Disabled
@] 8 GE8 Authorized Auto Disabled
Qo 9 GE9  Authorized Force Authorized Disabled
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¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

2| Authorization Policy
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a Ethernet Properties

Networking Ashertcaton Jshamng

Select this option to provide authenticated network access for

this Ethemet adapter.
(E)Enable IEEE 802.1X authentication
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Advanced settings

802. 1X settings

[ speafy authentication mode

User authentication v| Replace cedentials
[] Delete credentials for all users

[ ] Enable single sign on for this network
Perform immediately before user logon

Perform immediately after user logon
Maximum deday (seconds) 10 ?
v Allow additional dialogs to be displayed durng single
Sgn on

This network uses separate virtual LANs for machine
and user authenticabon
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Protected EAP Properties

When connecting:
[_] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities

JB]4a2 Certiicate Services | ~
[ ] Baltmore CyberTrust Root

] Certum Trusted Network CA

[[] Qlass 3 Public Primary Certification Authority

[[] comoDO RSA Certification Authority

[C] DESKTOP-NONBRSQ

[] DigiCert Assured ID Root CA v
< >

Notifications before connecting:
Tell user if the server's identity can't be verified v

Suh:tluﬂ'mhhmﬂelmd
Secured password (EAP-MSCHAP v2) ¥ Configure...

[/ Enable Fast Reconnect
[] Disconnect if server does not present cryptobinding TLV Y

[ Enable Identity Privacy
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MAC-Based ACE
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IPv4-Based ACL

IPv4d-Based ACL Table
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ACL Name Originators
redirect_acl Static
filter_id_acl Static
Auth-Default-ACL System
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MAC-Based ACL

IPvd - Based ACE Table
MAC-Based ACE
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Properties

Port Authentication

Host and Session
Authentication

Supplicant Credentials
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