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Getting Started
k Status and Statistics
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Service Management
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Local Users Password Complexity
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# User Name Group *
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IPSec Profiles

IPsec Profiles Table

Mame Policy
Amazon_Web_Services Auto
Default Auto
Microsofi_Azure Auto
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IPSec Profiles

Add a New IP Sec Profile
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Keying Mode '@ Auto Manual
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Phase | Options

DH Group: Groups - 1536 bit
Encryption: | AES-128 v |
Authentication: AEE"Z
SA Lifetime: AE 3:2 5

Perfect Forward Secrecy: .-' Enable

leaJoo AES os IUb)s96 1J9sIwso .J.Ju'__}udgs_) (193] DES_9 3DES Jjslyo isliso _9|on
wS9s lblds pdole AES |Js jsibo Ulrolu p& lugsl o IJisle. IS o3l Idpelde swp lgosl)
AES-128.

lJgb9é 3. pu IJSlspd |Jpouuwsrdé Jdpuol>86. iék:l_) iuu._ng puol> 96 s> JsLso
pu2l> 96 ESP 9 ISAKMP. [Jgsbhle os:

+ MDS — 2&9b5p56 pdeue Iiuwlds weogs eds Ospd wrisé 128 wo.
- SHA-1 — wzw9s 9L)pss IJogjss [Jlpus eds Bspeé weisé 160-wo.
- SHA2-256 — ¢91,5,056 1Jezjis6 1Ulewd pg BSp6 g jisé 256-w .

Fhase | Options

DH Group: Grouph - 1536 bit »
Encryption: AES-128 v
Authentication: | SHA1 il
SA Lifetime:

Perfect Forward Secrecy: ¥ Enable

pdlesé: MDS 9 SHA Jlopl 59ld wejise oU8,6. wlgs Blogs pu lJuslule: wuogbol.
SUUUAJgS Pz’)tlu u.u.)|u,u.,$0 E_u.u_,so k_QJ;S.)O Jl .,Srodu ud_)l_)Ol E_I.)O k_9.,5 03l |J|DU|J SOp
¢ osl, SHAT.

lJglogé 4. u_éé 28d g4 SA i.)'aJ 9Spd wsu 120 9 86400. 03l 09 bbgJ IJps6 IJos yuvsbd
Bsol 13u,lu lply oubd plose IJluesue (IKE) ouibl Bs 1Upyeds. IUBsps
lJIe,luosé os 28800.



Phase | ﬂptinns
DH Group:
Encryption:

Authentication:

SA Lifetime:

Perfect Forward Secrecy:

Groups - 1536 bit »

AES-128 v
SHAT v
¥ Enable

pdlzbbs: B o3l 1Jpeld: sop 13gld 86400.

IJgb9o 5. (loshs) z2» ¢lus IJIgwsl) enable Perfect Forward Secret Jlole pdwlz 238>
Jouvds) 2yJds py9) IPSec 9ldpol>96.

Phase | Options
DH Group:
Encryption:
Authentication:

SA Lifetime:

Perfect Forward Secrecy:

Groups - 1536 bt «

AES-128 A
SHA1 A
36400

pdlzbd: Vs 03l ldpeldi swp wpdsy ywyss lebs Idugzsoe Idpeldss.

IJe96 6. o0 1J8lsps IJpouwsds wesss Ides9esdsd Os pub§s esble IJeyzds
IJolose lew,) vag waswsdsd Jobusde eds Idpseds IJoluss pu ldovdlso. IUgshle

0S.
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Phase Il Options

Protocol Selection:
Encryption:

Authentication: SHAT b

SA Lifetime: 3600

DH Group: Groups - 1536 bit -
| Apply | | Cancel |

pdlebd: Vs o3l lUpeld: swp lgosl ESP.

|J21o96 7. I3l wp lgwslh ESP Ws 1Ugbgo 6. Wiz, b,s8o puol> 96 guwoess Js9so
o286 ESP 9 ISAKMP. IJ¢shle os:

- 3DES — ldpesh Iedles Joguvwds) Ideslole

- IJb,l; AES-128 — s wwgsp pesh IJouvds) Idpo@se pldolz ool 128 Lo.
- AES-192 — s wwgsp pesh Idogvds) Idpo@re plole 192-0w.

1Ll AES256 — smctop pesly Iounds, Ieadse pbcle luosly 256 e,

Phase |l Options

Frotocol Selection: ESP v

Encryption: | AES-128 v |

Authentication: &II

SA Lifetime AES-25

DH Group: Group5s - 1536 bit v |
| Apply || Cance

pdlelbs: Vs o3l IJpeld: swp lgosl) AES-128.

121096 8. o 1U8ls 06 1dpuuwsds Jpuols 96 1ge,) Iuvdow puol 86 sz Jsbss
001536 ESP g ISAKMP. IJgshle os:

+ MDS — 29bjp56 pdeue Iyuwlds weogs eds Ospd wriss 128 wo.
- SHA-1 — wzwss 9b)pss Idogjss [Jlpus eds Bspé weisé 160-wo.
- SHA2-256 — ¢91,5,056 1Joziisé 1Ulewd pg BSp6 ogjisé 256-wo.



Phase |l Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: | SHAT v |
M5
SA Lifetime: m
DH Group: [ -._'uuup-;_l = TFIUUIL Y|
| Apply | | Cancel |

pdlebbs: B 03l IJpeld sop [posl, SHAT.

U296 9. Vs 2 8J 026 w§le SA. i)é_.J BSp6 wsu 120 9 28800. o3l 09 beJ 1Upess IJes
wsbd Wsol IKE SA gull W 030 Idpyeds. IUBspeo IJIBe,)loss os 3600.

IJebo96 10. o0 1J8lisps IJpuwrJs Jpzeses DH. I, pzeses DH Jsop luweislpol pe
lJpeule W 1Jpyeds 2. IUgsble os:

+ p2p9€62-1024 Lo — $@9p 031 1Ugsh weuwle IdpBdelz vupdd Iobl Jduo 1de, Telul po

| Jpzesesd 1. o
1 pze9gs 5-1536 o — 9 03l IUzsh weuwlo Idedole wulbe, Jdoo 1JIde, Telol.

Phase |l Options

Frotocol Selection: ESP v

Encryption: AES-128 T

Authentication: SHAT v

SA Lifetime:

DH Group: Groups - 1536 bit »
Apply | | Cancel

pdlebs: B o3l lUpeld. seop I5¢ld 3600.
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|IPSec Profiles

Add a New IPSec Profile

Profile Mame: Client

Keying Mode - Auto ' Manual

Phase | Options

DH Group: | Group5 - 1536 bit ¥ |
Encryption: | AES-128 v
Authentication: | SHA1 v
SA Lifetime:
Perfect Forward Secrecy: ¥/ Enable

Phase Il Options

Protocol Selection: |ESP v
Encryption: | AES-128 \a
Authentication: | SHA1 v |
SA Lifetime:

DH Group: | Group5 - 1536 bit v |

1Jg 9o 12. 168, V98 eWdb Jeudb IUodsso wuvdd slise.

§ Save cisco{admin) LogOut About Help
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Manual Policy Parameters

SPl-incoming: 0xABCD

SPI-Outgoing: 0x1234

pdlebos: s 03l lJpcld: sep 3¢l OXABCD.

IJg 96 2. B.s 28 SPI-Outgoing . 1s¢J $spb wsluuss £Linsé oo 100 |Js FFFFF
Jedles SPI Jz,36 19, 1Jools)6 gJes leuold VPN.

Manual Policy Parameters

SPl-incoming: OxABCD

SPI-Outgoing: 0x1234

pdlelbs: B o3l lJpold: swp logld 0x1234.
IJg1o96 3. 10 8s5p6 wuvds) pu 1Blses IJpouwsds. IJesble os:

- 3DES — ldpgsh IJedles Jogvwds) Ideslole
- IJb,l; AES-128 — s wwgsp pesh IJouvds) Idpo@spe pldolz ool 128 Lo.
- AES-192 — s wegde pesh IJouvds) Idpo@srp plolz 192-c .

SPI Incoming: : pa—
SPI Outgoing: AES-128

Encryption: ¥ AES-256

pdlelbs: Vs o3l IJpeld: swp lgosl) AES-256.
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lJg9lspeso IJpgolys B 1Ugbgs 3.

Key-In: 12345678912345678912

Key-Out 1alatalatlalatlai1212121
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Key-In: | 123456789123456789123

Koy-out

pdlebd: Vs o3l lUpeld: swp bgld 1alalalalalalalal2121212....

IJg 1096 6. Iz, luudow puolb 86 pu 1U8lspd IJpouwsds JJpuolb8é. IJgshle os:

+ MDS — 29b5p56 pdeue Iyuwlds weogs eds Sspd wriss 128 wo.
- SHA-1 — wzw9s 29b)jpss ldogss [Jlpud eds Bspé weisé 160-wo.
- SHA2-256 — ¢91)5,056 1Jeziisé 1Ulewd pg BSpd ogjisé 256-wo.

Authentication: v MD5

SHA1
Key-In SHA2-256
Key-Out

pdlebbs: Vs o3l IJpuld swp lgwsl) MDS.

IUglogs 7. 52 do O ez peld pcle Jduog IUshs. sewes byd IJpdolz eds
lJe9bspesé lJpeelé s 1Jgbys 6.

Key-In: 123456789123456789123

Key-Out ' 1atatalatlalaia1212121

pdlebbs: Vs o3l IJpuld swp I5¢lJ 123456789123456789123.
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Key-In: | 123456789123456789123

Key-Out 1alalalatlatalai121212

pdlelos: Bs 03l lJpeld. sop Ibeld 1alatalalalalalal2121212....

Apply
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Jp 9o
Open
i Troubleshoot compatibility

Open file location
s

Pin to Taskbar

Pin to Start Menu

Restore previous versions
Send to k

Cut
Copy

Create shortcut
Delete

Rename

Properties
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. Configuration Tools

THE( ]nl—ﬂaﬁDE_J
[E] VPN Configuration IKE V1 |
(== s L

ates F V1 Configuration

Mew Phasel Cirl+N

BE V1 [Psec tunnel creation wizard

¥ Beportal IKE V1 tunnels

@ VPN Clent ready

lJglogs 3. s gdlpo SUISY lJeuolb 86 wew ldegulasu: vzl pu i eudly IP W
el 96 1J9lz06 09 W w gusly IP Jslzos I b o 9luweo IJoubl g (WAN) IJgl o
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&9 TheGreenBow VPN Client
Configuration Tools ? |

VPN Configuration Authentication | Advanced | Certificate |

B~ KEV1
- [E] E v1Parameters Addresses
é 2 tgbtestlPv4
o uptestva itertsed 12417718 )
? o S tgbtestiPVe Remote Gateway 1246115177
2 IkeviGateway

e neeton

@ Preshared Key Il
Confim sessssssss

() Certificate

IJg b9 4. 3¢ £09l0 IJwslus lJogsss B 28 IJusled Idogss.

pdlebos: s 03l 1Jpeld: sd9s gusle IP 1Ugloo Lldeszo RV34X I gss 09 124.6.115.177.

T T LEM1

&) TheGreenBow VPN Client

5O tobtestiPy4
Lo tobtestiPve Interface [124.6,177.118 v
E 1 E l’ﬂllw Remote Gateway | 1246115177
3 IkeviGateway
_ g g“ Authentication

@ Preshared Key ARERREREEE
Confem ssssssssns

) Certficate

IJglo96 5. wew IJpuolb 86 ige) wag 1Jpuolb 6. IJgshle os:
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IkeviGateway: Authentication

B KEVL
{~[E] IE v1 Parameters Addresses
=-C3J tgbtestiPv4
|0 tobtesttPv4 Interface (124.6.177.118 -
53 tghtestPVE
z tgbtestiPve Remote Gateway 124.6.115.177
3 TkeviGateway
ﬁl'll' SEEEEEEEES
Corfem ssssssssss
D) Certificate

pdlebs: B o3l ldpeld: swp lgosh [Jpvolz IJpuie,d puwodl Jeblods odssy wolus
RV34x VPN.

lJzlbgs 6. i)éJ |.Jpg§o|a Jpbvend puwedl 1U3s wp odosuo Bs lJe9zo.

& TheGreenBow VPN Client

THEGREEMNBOLW

IkeviGateway: Authentication

B MEVL
|- [f] I¥E v1Parameters Addresses
O tgbtestlPv4
Lo tgbtestPV4 Interface [IH.G.I??.I.H 'I
O toblestIPVE
L4 tobtestiPve Remote Gateway 1246115177
|3 IkeviGateway
) KEV2
s Authentication -
@ Preshared Key sEssREREEN
Confim  sssssssssn
() Certificate
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[Z] VPN Configuration Authentcation |m|nuﬂ:-t|
=

KE V1
{[E] IXE V1 Parameters Addresses
O tgbtestiPv4
O tgbtestlPv4 Interface |124.6.177.118 v
£-E3 tobtestiPve
~ 2 TkeviGateway
BnEv2 antheaticn
Csa
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Cmﬂm[ sEsEEEEREE ]
) Certificate
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Remate LAN address 152 . 168 . 1 .

Subnetmask 255 . 255 . 255 .

IkeviGateway: Authentication
===

| I
lJgbgs 10. (lteshs) vew ldpsile ldpe@spéc 0298 pu glule IUIZosl, mode config 9
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" TheGreenBow VPN Client ESgEcl™ )

Configuration Tools ?
THEGREENBOLW

d-

[Z] VPN Configuration | Authentication | Advanced | Certificate
2 KE V1 [ ' ' '
[2] E viParameters Advanced features
1 TkeviGateway Redundant
-0 tgbtestiPY4 Gateway
o tgbtestlPV4
S-00 tgblestPVE I NAT-T [jumﬁc - I
o tgbtestiPVe =
) KEV2
£ sst X-Auth
|| %-Aurth Popup Login  wprnuserl
u Hybrad Mode Password essssssssss
Local and Remote ID '
Type of ID: Value for the ID:
Local ID | 1P Address »| 1246.177.115
Remote ID ([P Address »| 1246.177.18

pdlegbsé: o pdsu wdssu IJgLoe wsd9p epsd GreenBow VPN wuwzw lleshle pu
w9lod 1o s 1Jgluos Idblo,ss (VPN) Jezlsds logile 0§ pe cpdse IUsuoe
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&) TheGreenBow VPN Client

Gateway

NATT | Automatic

Logn  vpnuser

Passwoord sessssssss

Value for the ID:
- 124.6.115.177

-| 124.6.177.118 i
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& TheGreenBow VPN Client

THEGREENBOW l

IkeviGateway: Authentication

n[ | Hybrid Mode Passvodd wsesssnsnns

Value for the ID:
v| 124.6.115.177

v| 124.6.177.118 i
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& TheGreenBow VPN Client

Configuration Tools 7
THEGREEMNBOLW

7] x-Auth Popup Logn  vpruser

n [ Hybrid Mode PM:I T I

Local and Remote ID

Type of ID: Waloe for the [D: ,
Local ID | 1P Address »| 1246.115.177
Remote ID [P Address | 1246.177.118 i
I
@ VPN Glent ready HH
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&) TheGreenBow VPN Client

Logn  vpruser

nf | Hybrid Mode Password eessssssss

Value for the ID:
v || 124.6.115.177

= (] 124.5.177.118 i
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) TheGreenBow VPN Client

THEGREENBOLW
[ Authentication | Advanced | Certiicate|

Logn  vpnuser

B [ Hybrid Mode Password ssssssssss

Local and Remote 1D

Type of ID:
Local ID | 1P Address »| 124611577
|
Remote ID |IP Address ~| 1246.177.118 |

viGateway: Authentication
Advanced features
: Redundant

: 1 iebiestFY m:mm rrbm—
| O tgbtestlPY4
B3 tghtestlPVE [¥] Aggressive Mode NAT-T | Automatic -
0 tgbtestIPVE
-~ nEV2 _—
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Ennﬁ!“w—
THEGREEMNBOLW

Ikev1Tunnel: IPsec

VPN Configuration IPsec

BB KEV1

[~ ®e v1Parameters Addresses

?E Ikev1Gateway i

P o T WNClentaddress 192 . 168 . 10 . 8 [ [

|:1r1--|:_| tgbtestiPv4
O ightestIPV4

3 tgbtestiPve
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IJglo9é 4. g u9e IJewslu IUss sedu Jgesd VPN IUso9d [dse po 18l ps
lJeouw>dé uog Ideuslu.



Psec lmlmlmml
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THEGREENBOLW ! :
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" [E] ¥E v1Parameters Addresses

-0 DeeviGateway
o ThawITemoal VPN Chentaddress 192 . 163 . 10 . 3 |

B0 tobtestlPv4 ‘
O tobtestiPv4 Address type | Subnet address -

B0 tghtestIPVS e ——————
Lo tgbtestIPVE Bemote LAM address | 192 . 168 . 100 . 1

OO mEVZ ———

£ ss Subnetmask 255 . 255 . 255 . O

pdlzbbs: B o3l lUpeld: sep I5glJ 192.168.100.1.

lJglbgs 6. baJ Jule Iduveds 1, es6 JJuveds Idogsro Vs 28d Julg IduiveJo
IJJJELSO

pdlzbbs: B o3l lUpeld: sep I5¢lJ 255.255.255.0.
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LJE] &E v1Parameters Addresses
= TkevlGateway
- o IoewITunne VPN Clentaddress 192 . 168 . 10 . 8 [}
500 tgbtestlPv4
----- o tgbtestIPv4 Address type [5":"""“'!“ ,]
B0 tgbtestlPVs
Lo tobtestlPVE Remote LAN address 192 . 168 . 1 . 0
O mEV2
£ s Subnetmaskll 255 . 255 . 255 . 0
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THEGREEMNBOLW '
—

Lmlmlm:ml

E] Brn:Ew

[1] IKE v1 Parameters Addresses
E-D TkeviGateway
! .0 TheviTunnel VPN Client address 192 . 163 .

é-l:l tgbtestiPy4

o tgbtestiPv4 Address ype | subnet address
& ;:u:uum '

O tgbtestIPVE Remote LAN address 192 . 168 .

—[ mE V2

Dsﬂ_ . 235 .
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Lmlmjmml

E] E; nr_vi
——II] IKE V1 Parameters Addresses
E -|:| TkeviGateway
5 -0 TheviTunnel
Ejl—:l tghtestiPv4
| o tgbtestlPv4
£ tgbtestlPVs
-0 tgblestIPVE
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IJs1096 9. 130, lesls pzpoes PFS po 1J8lisp6 IdpouwsJs "l pg 96",

pdlobbs: B 03l lUpeld: sop l3osly DH5 (1536) Jeblw$s lesls pzeses DH JJeozo.



[Z] VPN Configuration
= MEVI

-] KEV1Parameters
EH:II e 1Gateway

. 0 IkeviTunnel
| B0 tgbtestlPv4

L o tgbtestlPve

IPsec | Advanced | Automation | Remote Sharing |

Addresses

VPN Clent address 192 . 168 . 10 . 8

Address type [u-ﬂ'ﬂ -r]
Remote LAM address 192 . 168 . 1 . 0

Subnetmask 255 . 235 . 255 . 0
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Authentication
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Configuration | Tooks 7
Save Chrl+5

Import

k[ Advanced | Automation | Remote Sharing |

IFV6
Addresses
WNChentaddress 192 . 168 . 10 . &8 [
Address type | subnet address -
Remote LAM address 192 . 168 . 1 0
Subnetmask 255 . 255 . 255 . O
ESP l
Encryption |AES123 b
Authentication
Mode |Tunnel -
]
Fil 3
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Systerm Summary
TCPAP Services

Port Traffic
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Routing Status
DHCP Bindings
s

View Logs

IJgdo96 3. wzw 2lds 1JudE pu ldgpsd IJs 1Jpesde: ©2dd pu g9 Idloualdle B 239
IJleoold.

pdlebs: B o3l Idpeld: wp logble louold VPN glzs.

Connections
1

STw i odoy 9> veVBw Il pu gldo |ouo~I.J VPN cuele eds p9go pu lduvduwdé
RV34x. v p wdysu gpsd GreenBow VPN IJly JJleuold wldesze oo ¢JIJ VPN.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



