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| RV320 - Notepad =[]
File Edit Format View Help

Bag Attributes E
JocalkeyID: 01 00 00 0O o
friendLiname: {00000 — 3000 - 2000 - X000 - 300000 T
Microsoft €SP Name: Microsoft EnhNAced

Cryptographic Provider v1.0

Key Attributes
X509v3 Key Usage: 10

————— BEGIN PRIVATE KEY-----

MIIEVQIBADNABgkghkiGOw0OBAQEFAASCEKCWIQSjAQEAAOIBAQC JEOQ

sv3IRH,/T5HUP
+NAyTgYHipxQDcobIF1LhYOUzD/cgz7 f7BdKzC 0T QPTEIASD=
————— END PRIVATE KEY-----
Bag Attributes

localkeyID: 01 00 00 00

friendLiName: StartCom PFX Certificate
subject=/description=0000X,/C=US/ ST=20000 L=XX XXX /0=XX
MCN=Xx¥x. ¥x¥. net,/emai Taddress=xx. xx@xx. com
issuer=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA
————— BEGIN CERTIFICATE-----
MIIG2jCCBCKgAWIBAGINAGEDMAOGCS5qGSIb3DQEBBQUAMIGNNQSWCQY

m

M14i¥Dx3G6L117gKkZOFAWLunIvcootwl3IB7 AMGh/ /IFNIWgFNpuXtulg
OEsC
————— END CERTIFICATE-----
Bag Attributes

friendLiName: startCom Certification Authority
subject=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate signing/CN=5tartCom Certification Authority
155uer—fc ILfﬂ Startcnm Ltd. fﬂu sdcure D1g1ta1
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————— ENDIPRIVATE KEY--—-- |3
Bag ATttributes

localkeyID: 01 00 00 0O

friendLiName: startCom PFX Certificate
subject=/description= 000000/ C=U5,/ ST=0000¢/ L=20000 /0=XX
M CN=Xxx. ¥xxx. net,/emai laddress=xx. xx@xx. com
issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA
————— BEGIN CERTIFICATE-----
MIIG2jCCBCKGAWIBAGINAQEDMAOGCSQGSIb3DQEBBQUAMIGNNQSWCQY

M14i¥Dx3GL117gkZOFAWdunIvco0twl3IB7 AMGh/ /IFNIWgFNpuXtulg
0OEsC
————— END CERTIFICATE-----
Bag Attributes

friendLiname: startCom Certification Authority
subject=/C=IL/0=5tartCom Ltd. /OU=54cure Digital
Certificate Signing/CN=5tartCom Certification authority
issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate Signing/CN=5tartCom Certification Authority
————— BEGIN CERTIFICATE-----
MIIHYTCCEbGQAWIBAQIBATNAEgkghkiGOwW0IBAQUFADEIMQSWCQYDVQ

m

BEEyEkDQGdewaf?HAf1wr
+bMEKXNOP/F1UQQNNGQz9Ig0ogAa3Bcorogld=

————— END CERTIFICATE-----

BaE Attributes

subject=/C=IL/0=5tartCom Ltd. /OU=S4cure Digita1
Certificate signing/CN=5tartCom Class 2 Primary
Intermediate sdrver CA

issuer=/C=IL/0=5tartCom Ltd. /OU=S4cure Digital
Certificate signing/CN=5t3 om Certification autho
————— BEGIN CERTIFICATE-——---
MIIGNDCCEBYgAWIBAQIBGiNABgkghkl GOw0BAQUFADESMQswWOQYDVQQ

WZPEPIPXLrQs|ldiL98 rHIEH9LMF / TENGCONKQXBP 7 dC UA
Zx/Q=

J
L=l

[ CApem - Notepad) - O

File Edit Format View Help

-----BEGIN CERTIFICATE-----
MITHyTCCBbGgAwIBAgIBATNABgkqhkiG9w0BAQUFADBIMQswCQYDVQ

-----BEGIN CERTIFICATE-----
MIIGNDCCBBygAwIBAgIBGjNABgkqhkiGO9wOBAQUFADBOMQswCQYDVQQ

WZP8P3PXLrQsldiL98]/ydrHIEH9LMF/TtNGCbnkqXBP7dcgqhykguAzx/Q=
~--END CERTIFICATE---
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| RV320 - Notepad o | 3 |-
File Edit Format View Help
Bag Attributes B

10ca1KeyID: 01 00 00 00 =
friendLiName: {X000000K- 10000 - 30000 - 20000 - 2000000 ¢
Microsoft CSP Name: Microsoft EnhNAced
Cryptographic Provider w1.0
Key Attributes
() 0 =

————— BEGIN PRIVATE _——
IIEVQIBADNABQK

pdlebs: Bs Ipold 1Jolds: odso IJuvduwds 1dpesis po lJoue os Iduiels IJlsJs.

| RV320 - Notepad o[ [E]
File Edit Format Wiew Help
Bag Attributes

localkeyID: 01 00 00 00 ol
friendLiName: §XCOOOO0— OO — RO — KOO0 - X000
Microsoft C5P Name: Microsoft EnhNAced
Cryptographic Provider v1.0
Key Attributes
X509v3E Key Usage: 10
————— BEGIN PRIVATE KEY-----
MIIEVQIBADNABgkqhkiGOwWOBAQEFAASCEKCWIQSJAQEAADIBAQCIED] |-
Te 3

Sv3IRH,/TSHUP
+NAayTgYHi pxQDcobIF1LhYOUzD/ cgz7 f7BdKzC 0T QPTEJASD=
————— END PRIVATE KEY-——-——-
Bag ATLributes
localkeyID: 01 00 00 0O L5
friendLiName: StartCom PFX Certificate
subject=/description=>000000/C=US /ST=00000/ L =20000¢ /0=XX
WS CN=xxx. Xxxx. net /emai lAddress=xx. xx@xx. com

END CERTIFICATE
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mlcer_EIus_Erivate.Eeml- Motepad —

File Edit Format View Help

----- BEGIN PRIVATE KEY----
MIIEvQIBADNABgkqhkiG9w0BAQEFAASCBKcW]gSjAgEAACIBAQCIEOqTe

Sv3RH/fSHuP+NAyfgYHipxQDcObJF1LhY0UzD/cgz7f7BdKzCOfqPTEJA90=
----- END PRIVATE KEY-—-
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Getting Started
Setup Wizard
System Summary
» Setup
» DHCP
» System Management
» Port Management
» Firewall
» VPN

b

;rus;e; ;;E !ertiﬁcate

Trusted IPSec Cerificate
Certificate Generator
CSR Authorization

» Log
User Management
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My Certificate
My Certificate Table
Used | Type Subject Duration Details Export
: 3 mie;

Add
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My Certificate

3rd-Party Authorized

Self-Signed

Import Full Certificate Set

(®)  Import from PC
CA Certificate: C:\Users\zhenwan2\Desktop\certs\CA pem| Browse...
Certificate + Private Key: wan2\Desktop\certs\cer_plus_private.pem | Browse...
Impaort from USB Device

USB Device Status: No Device Attached

| Save | | Cancel |

IJglb9o 4. Bs pubb§o b)lz pzpsgo Idvoble IJJledo 109, 5y loedle JIigesl) puos)
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My Certificate

(®  3rd-Party Authorized
Sel-Signed

Import Full Certificate Set

Import from PC

CA Ceriificate: CUsers\zhenwan2\Deskiop\certs\CA pem  Browse__. BB

Ceriificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem  Browse._.. PE
Import from USB Device
USB Device Status: No Device Aftached | Refresh |

| Save | | Cancel |

1Jgb9o 5. Vs pubb§o cygsue CA LG, ©uoWde.. 9235 pdly pJud ca.pem.
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My Certificate

(@ 3rd-Party Authorized
() Self-Signed

Import Full Certificate Set
(®  Import from PC

CA Certificate: C.'\Users'l.zhenwanE\Desktop\certs\CA_pe FEM format )
Certificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem | Browse... PEM format )

Import from USB Device

USE Device Status: No Device Aftached | Refresh

| Save | | Cancel |

1J¢b96 6. Vs pub§6 IJeydsuo + pdcle Eluo 1u9) ©uode...925> pdly pdd
thecer_plus_private.pem.
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My Certificate

(@ 3rd-Party Authorized
() Self-Signed

Import Full Certificate Set
®  Import from PC

CA Ceriificate; C\Users\zhenwan2\Deskiop\certs\CA. pem | Browse... PEM format )
Certificate + Private Key. wan2\Deskiop\certs\cer_plus JJI"i\fatE.pE PEM format )
Import from USB Device

USB Device Status: No Device Attached | Refresh

| Save | | Cancel |

IJ¢bgo 7. b b 3o pdb.

My Certificate

(@)  3rd-Party Authorized
) Sel-Signed

Import Full Certificate Set

(@  Import from PC

CA Ceriificate: ChUsers\zhenwan2\Deskiop\certs\CA pem|  Browse__. PEM format )

Certificate + Private Key. wan2\Deskiop\certs\cer_plus_private.pem | Browse... PEM format )
Import from USB Device

USB Device Status: No Device Attached | Refresh
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IPSec VPN.
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My Certificate
My Certificate Table
Used Type Subject Duration Details
Sell-Signed Sﬁiﬁ‘;@% 56:c5:caide %orrz;n 225.1146.12%2? 3
‘. 3

Add | | Deiete | [ Select as Primary Certificate

STw o odoy 8> Spo IJlu wluwas) guolss wugle.

298se IJubolss Llgvessle CSR

IJgboss 1. Jouile bdo wodse Idvolss (CSR) s RV320/RV325. Jeg 586 Jsdsé louble
CSR. I, ool

IJg 96 2. Jlgues)ls Idgvolsé. Ige, bdy wadse IJuiolds slud, eds luwasyl> CSR
lJpo 8¢

My Certificate
My Certificate Table
Used Type Subject Duration Details
CN=6c:20:56:c5.cadc  From: 2014-10-27
S S OU=RV320 To: 2024-10-24 o 4

Jaggll CA + izl CA éslgi e sgizy .CA 63lgin calo i1y ..aduas il .3 sglal

CSR plaziuwl, 63lgil clis] aiy Y Lollas Lolsl pliall Lud (Jball 13D 9 :aka>Vo

My Certificate

L Authorize CSR

Import Full Certificate Set
(®) Import from PC

CA Cerificate: C:\Users\zhenwanZ\Desktop\ceﬁs'LCApe

Certificate: Browse...

Import from USB Device

USB Device Status: No Device Attached | Refresh

save || cancel

Jaa> dalnaly 4 6gln=


/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb4409-generate-certificates-on-rv320-and-rv325-vpn-routers.html

My Certificate

. Authorize CSR

Import Full Certificate Set
& Import from PC

CA Ceriificate: C:\Wsers\zhenwan2\Desktop\certs\CA pem| Browse._.

Certificate; Browse...
Import from USB Device
USB Device Status: Mo Device Aftached | Refresh |

e [

CSR plaziwl gl 85lgi Jroxs oYl elde o

to=xlall

RV320.pem sgixo

auaxll ©low

0100000 :_J=oll glisall 8,20

{{friendLiName: {{XXXXXX-XXXX-XXXX-XXXX-XXXX-XXXXXX

Microsoft EnhNAced v1.0 il 4990 :Microsoft CSP puwl

asilaall oloaw

X509v3: 10 glico plaziwl

—ooll glianll ea—
MIIEvQIBADNABgkghkiGOwWOBAQEFAASCBKcWJgS]AgGEAACIBAQCIEOqTe
=Sv3RH/fSHuP+NAyfgYHipxQDcObJF1LhYO0UzD/cgz7f7BdKzCOfgPTEJA90
—ool 4l 2lico—

aya=l| ©loaw

0100000 :_J=all glicall 8 20

StartCom PFX é5lgi : gs0all puwl

XXXXX/C=US/ST=xXXX/L=XXXX/0=XX=uog)l/=¢ 9090l
xx/cn=xxx.xxx.net/emailAddress=xx.xx@xx.com

c=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signature/CN=StartCom Class 2/=)xa0
Primary Intermediate S4rver CA



—oslgidl ea,—
MIIG2jCCBcKgAwWIBAgINAgBbMAOGCSqGSIb3DQEBBQUAMIGNNQswCQY

MI4iYDx3GLii7gKZOFAW4unJvcoOtw0387AMGDb//IfNIWqFNpuXtuUqOEsc
—ay il 65lgidl—

dué=ll o low

StartCom é>lgw aud :FriendLiName

c=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signature/CN=StartCom/=ggiog0Jl
Certification Authority

c=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signature/CN=StartCom/=,lxo)I dg>
Certification Authority

—oslgidl ea,—
MIIHyTCCBbGgAwIBAgIBATNABgkghkiGOWOBAQUFADBOMQswCQYDVQ

=Bj6yB6koQOdjQK/W/7HA/IWr+bMEKXNIP/FIUQqNNGqz9lgOgA38corog14
— gl 8> lgidl—
iz & low

subject=/c=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signature/CN=StartCom Class
2 Primary Intermediate S4rver CA

c=IL/O=StartCom Ltd./OU=S4cure Digital Certificate Signature/CN=StartCom/=,l.o¥I dg>
Certification Authority

—oslgidl ea,—
MIIGNDCCBBygAwIBAgIBGjNABgkghkiGOWOBAQUFADBIMQswCQYDVQQ

=WZP8P3PXLrQsldiL98I/ydrHIEHILMF/TtNGCbnkgXBP7dcgghykguAzx/Q

—agledl 6slgadl—
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