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¥LAN ID
1
&5
100

10

A |

Descriphion

alFTT
Guest
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Winglass _LLAIN
Wireless_GUEST

Wireless_ENGHNRING

Create WLANS and assign the Quigoing Frame Type

Infer YILAN Routing

Diisabled
Disabled
Disabled
Digabled 1-
Dizanled [=]

Disacded [=]

Up B0 0w nesw WILANS cam be oreated. WLAN IDs must be in the range (4_&084]

Desdce anagement

Enablad
Disabled

Disatiad

Enabled |=
Enabled -

Enabled [=]

LAMNA
Urtagged
Tagged
Tagged
Tagged v:
Tagged  [=]
Tagged  [x]

LAN2
Urntagged
Tagged
Tapgged
Tagged -
Tagged  [=)
Tagged ||

LAN3
Uintagged
Tagged
Tagged

Tagged

Tagged

Tagged |=|
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DHCP Setup

| 1Pv4 || IPv8
* VLAN Option 82
VLAN ID: 10 [=]
Device IP Address: 192.168.10.1
Subnet Mask: 2552552550 [
DHCP Moda: _' Disable ' DHCP Server '_' DHCP Relay

Remate DHCP Server: 0.0.0.0

Chlient Lease Time: 1440 min (Range: 5 - 43200, Default 1440
Range Start 192.168.10.100

Range End: 192.168.10.149

DNS Server: Use DNS Proxy | =|

Static DNS 1: 0.0.0.0

Static DMS 2: 0.0.0.0

WINS Server. 0.0.0.0

TETP Server and Configuration Filename (Option 66150 & 67):
TFTP Serdar Host Mame:

TETFE Sarver 1P 0.0.0.0

Configuration Filename:

Save Cancel
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* RADIUS Secret 09 pdclz IUpuob 8o ldpuwegse Jlouold wlJghe.
c o) Idpolds IJos gwvouwegse 030 1dpeuol> 86 9lu@) 998 b,

802.1X Configuration

Configuration
Y| Port-Based Authentication
RADIUS IP: 192.168.1.32

RADIUS UDP Port 1812

RADIUS Secret ciscorad

Port Table

Port Administrative Stata Port State

1 Force Authorized --| Link Down

2 Force Authorized - | Link Down

3 Force Authorized 3 Link Down

4 Force Authorized El Authorized
| Save I Cancel
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@ V0LANM
£ WLAN ID: 10 Range: 2 - 4094
VAN Name: |Wireless_MAIN| 13132 Characters Used

Range
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Port to VLAN

Filter: VLAN /D equalsto |10 [=| AND Interface Type equalsto Port ||

Interface GE1 GE2 GE3 GE4 GE5 GE6 GE7 GE& GE9 GE10
Access

Trunk

eneral

Customer

Forbidden

Excluded

Tagged (*) (-} o (-] *] ] (-] 7] o (-]
LIntagged

Multicast TV VLAN

FVID
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RADIUS

RADILS Accounting for Management Access can only be enabled when TACACS+ Accounti

FADILS Accounting: @ Port Based Access Control (802.1X, MAC Based)
Management Access
Both Port Based Access Control and Management Access
Mone
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Server Definition: @ ByIP address By name

IF Version: YVersion 6 @ Yersion 4

& Server IP Address/Mame:
5 Priarity:

Key String: @ LUse Default
Lser Defined (Encrypted)

1 User Defined (Flaintext)
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For-Based Authentication: |+ Enable

Authentication Method: @ RADIUS, Mone

() RADIUS
) Mone
Guest VLAN: Enable
Guest VLAN 10 1
2 Guest VLAM Timeout: @ Immediate

- User Defined I-

[—MI—H cancel
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VLAM 1D: 10 |-

VLEAM Mame:  Wireless _MAIM

Authentication: ¥ Enable

hpply| | Close
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Radio

Global Settings

TSPEC Violation Interval: 300

Basic Settings

Radio: | Enable

MAC Address: CC:EF:48:87:45:78
Mode: 802.11bigin V|
Channel Bandwidth: 20MHz V|
Primary Channel: | o *“-"E

Channal: """-'WE
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Metworks
Wirtual Access Points (SS5I0s]
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el 7 [ EY W
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Show Datails
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Metworks

Virtual Access Points (S510s)
VAF Mo. Enable VLANID 551D Name 551D Broadcast  Security MAC Filter Channel Isolation
o 10 ' \Wireless_MAIN | nd WPA Personal | Bl Disabled |
Show Details
- 20 Wireless_GUEST o WPA Personal | Bl Disabled V|
Show Details
I 20 Wireless_EMNGNRING o WPA Personal | B8l Disabled |
Show Details
Add Edit

Save
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802 1X Supplicant

[ Supplicant Configuration |
Adminisiratiee Mode: | Enable
EAF Method: MD5 [w]
Usernams: EXAmpE-usermams
Password: 00 seesse .
b ",

Certificate File Status | Refresh I

Certificate File Present: Yes

Certrhcate Expration Date:  Dec 26 18:43:36 2019 GMT

Browse to the location where your certificate fie is siored and chick the “Upload™ button.
To upload from a TFTP sarver, click the TFTP radio button and enter the TFTP server information.

Certificate File Upload

Transfer Method: @ HTTP
TFTP
Fiename: [ Choose File | Mo file chosen
| Upload |
Save
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https://www.cisco.com/c/ar_ae/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
https://www.cisco.com/c/ar_ae/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
https://www.cisco.com/c/ar_ae/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
https://www.cisco.com/c/ar_ae/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
https://www.cisco.com/c/ar_ae/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
https://www.cisco.com/c/ar_ae/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
https://www.cisco.com/c/ar_ae/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html

RADIUS Server

Server IP Address Type: @ |Py4
) IPVE

Server [P Address-1: 192.168.1.32

Server IP Address-2:

Server IP Address-3:

Server IP Address-4:

Key-1: ITTTTTY

Key-2:

Key-3:

Key-4:

RADIUS Accounting: «| Enable

Save

(20003000 300200t )
(000 3000 )00, 200C)
(2000, 3000 300, X200
(2000300 )00 X00C)
(Range: 1 - 64 Characters)
(Range: 1 - 64 Characters)
(Range: 1 - 64 Characters)

(Range: 1 - 64 Characters)
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