cedsd oysg VPN TCP IJw,se

1Jlo>Iwd

29002 030 1dpdlUs Jsbss IUodlb IUzse oluvegsle Wireshark Ja)l§ws 2,96 o9,

IJg psJ €05 929> QUICKVPN. &g5 QUIckVPN b,s86 wods Jleshs w)olez VPN gdis
Jpu$9o) wEs> 9 Jpuse) p2esd wluwesle luwp puvctse 99Jp6 019, wuwsbsu.
orsles 309 B 1sesd Ileo s IWubodle wole gds Izels Ieuveése. Wireshark
09 sniffer JJzje suvoise Jdodlb 1z B 1dubeds Jlgued sl Iizble sl odlzol.

Je wg> QuickVPN 058906 pu Ywd Cisco. Jl wjld 030 1Jp8lds pu9d,6 JJgpdle 1U3s0
Suw g p9u QUIckVPN. JJzuosd s Blispes wldeszole IJos luvegs e QUickVPN. 168, 993
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WIS wolss 030 IJpdlJs.

IJIzoj6 1déleds JJebosd

- 56 RV (o, 1UBls 6 191,56 s 1L olb Tgdlo)
oedsd gpdsle 18,518 TCP J QuickVPN

75.18%.214.83

— Internet

% 213.16.33.147/29

GW:213.16.33.13
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B Administrator: CAWindows\system32\cmd.exe

Cin>ping V9.189.214 83 _
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lJglo9é 8. (I wshs) e glud IJIgosh luveesle ¢lbe DNS IJogs> Jlgwegsle ¢lbp DNS
lJogs> wadl po IJghe ldpeds.
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97 22.922202 79.189.214.36 213.16.33.141 TCP https > nav-port [ACK] 5eq=728 Ack=315 Win=5840 Len=0

o2 22953202 79.188.214.36 213.16.33.141 TLEw1 Change Cipher Spec, Encrypted Handzhake Mes=age

99 22.953514 213.16.33.141 79.189.214.86 TLSw1 Application Data, Application Data

100 23.047399 79.189.214.86 213.16.33.141 TCP https > nav-port [ACK] 5eq=779 Ack=589 Win=5840 Len=

115 26.839997 79.139.214.86 213.16.33.141 TLSw1 Application Data, Application Data

116 26.885516 79.139.214.836 213.16.33.141 TLSw1 Encrypted Alert

117 26.885548 213.16.33.141 79.189.214.86 TCP nav-port > https [ACK] 52q=585 Ack=1187 Win=64350 Len=0
113 26.385644 213.16.33.141 79.185.214.86 TLEv1 Encrypted Alert

119 26.885751 213.16.33.141 79.185.214.36 TCP nav-port = https [FIN, ACK] 5eq=618 Ack=1187 Win=64350 Len=0
120 26.975742 79.135.214.836 213.16.33.141 TCP https * nav-port [R5T] 5eq=1187 Win=0 Len=0

ISAKMP  Identity Protection (Main Mode)
ISAKMP  Identity Protection (Main Mode)

ISAKMP  Identity Protection (Main Mode)

ISAKMP  Identity Protection (Main Mode)

ISAKMP  Identity Protection (Main Mode)
ISAKMP  Identity Protection (Main Mode)

ISAKMP

ESP (SPI=0x8316d0a3)

213.16.33.141 ESP (SPI=0x8316d0a3)

216 48.233459 79.189.214.86 213.16.33.141 ESP ESP (SPI=0x2b28ebae)

I5AKMP  Informational

79.1859.214.86 ISAKMP  Informational
227 51.834837 213.16.33.141 79.189.214.86 TCP giga-pocket = https [SYN] 5eq=0 Win=£5535 Len=0 M55=1480
228 51.924897 79.138.214.86 213.16.33.141 TCP https > giga-pocket [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M3S=1460
229 51.924934 213.16.33.141 79.189.214.86 TCP giga-pocket > https [ACK] Seq=1 Ack=1 Win=65535 Len=0

ES 52.016293 79.189.214.86 213.16.33.141 TCP https > giga-pocket [ACK] Seq=1 Ack=125 Win=5840 Len=0
232 52.049311 759.135.214.36 213.16.33.141 TLEw1 Server Hello, Certificate, Server Hello Done
233 52052284 213.16.33.141 79.185.214 86 TLSw1 Client Key Exchange, Change Cipher 5pec, Encrypted Handshake Message
237 52.181662 79.139.214.86 213.16.33.141 TCP https > giga-pocket [ACK] 5eq=728 Ack=315Win=5840 Len=0
241 52.210977 759.135.214 36 213.16.33.141 TLSw1 Change Cipher Spec, Encrypted Handshake Mes=zage
242 52.211266 213.16.33.141 79.185.214.86 TLEv1 Application Data, Application Data
43 52.304238 79.139.214.836 213.16.33.141 TCP https > giga-pocket [ACK] 5eq=773 Ack=605 Win=5840 Len=0
79.139.214.86 FEEREER TS ISAKMP  Informational
79.139.214.86 SEREERTS ISAKMP  Informational
255 56.0431599 79.135.214.86 213.16.33.141 TLSw1 Application Data, Application Data
256 56.044568 79.135.214.86 213.16.33.141 TLSw1 Encrypted Alert
257 56.044596 213.16.33.141 79.189.214.86 TCP giga-pocket = https [ACK] 5eq=605 Ack=1091 Win=54446 Len=0
258 5&.044668 213.16.33.141 79.185.214.86 TLEw1 Encrypted Alert

259 56.044774 213.16.23.141 79.185.214.86 TCP giga-pocket = https [FIN, ACK] Seq=634 Ack=1091 Win=5444E Len=0
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