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IPSec Profiles

Apply Cancel

+ D

0O MName Policy IKE Version In Use
O  Default Auto IKEv1 Yes

0O  Amazon_Web_Services Auto IKEv1 No

O  Microsoft_Azure Auto IKEv1 No
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Add/Edit a New |IPSec Profile

Profile Name:

Keying Mode:

IKE Version:

Phase | Options
DH Group:
Encryption:

Authentication:

SA Lifetime:

Phase Il Options

HomeOffice

® Auto) O Manual

® IKEv1 O IKEv2

Group?2 - 1024 bit

3DES

MD5

28800

.2l alo puwlS HomeOffice JBs| o

il gog) Pk 23z ey

sec. (Range: 120 - 86400. Default: 28800)
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Add/Edit a New IPSec Profile

Profile Name: HomeOffice
Keying Mode: ® Auto O Manual
IKE Version: ® IKEv1 )O IKEv2

Phase | Options

DH Group: Group2 - 1024 bit v
Encryption: 3DES ~
Authentication: MD5 v
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase Il Options
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Phase | Options

DH Group: Group2 - 1024 bit v
Encryption: 3DES v
Authentication: MD5 w
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES -
Authentication: MD5 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
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Phase | Options
DH Group: Group2 - 1024 bit v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)
Phase Il Options
Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MD5 >
SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)

&2l dwojyles (D 0i® .ESP Lwl) pj> a0 oo paxill aasS adslanll Lol 52, .8 sglazll

MD5 uig, lagil slods o bd > o willy T wilsdl s dxo (o gamill a8skaall (8 dorsiuwoll
o€ 8,ke SHAT ol SHAT (o & ul (@9 ey 128 Lazilo leie iy olu¥l anl>l & 35 dwjles

el w081 cu 256 a0l SHA2-256 iy Loiy < 160 Lazlo leic iy oVl dpol dija doj)los
a850a0 33> .85kl diybo Guii Gloxkimy VPN Ba5 (9,0 WS ol ge 25T Lol LisT Y SHA2-256
.(SHA2-256 5 SHA1 gi MD5)

Jlall l3g) SHA2-256 o> ps


/content/en/us/about/security-center/next-generation-cryptography.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-mt/sec-sec-for-vpns-w-ipsec-15-mt-book/sec-cfg-vpn-ipsec.html
/content/en/us/about/security-center/next-generation-cryptography.html

Phase | Options

DH Group: GroupZ - 1024 bit v
Encryption: AES-128 v
Authentication: SHA2-256 v
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MD5 v
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Phase | Options

DH Group: Group2 - 1024 bit v
Encryption: AES-128 v
Authentication: SHA2-256 v
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MD5 v
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Phase Il Options

Protocol Selection: ESP v

Encryption: 3DES >

Authentication: MD5 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: & Enable

DH Group: Group2 - 1024 bit v
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Phase |l Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: MD5 w

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: & Enable

DH Group: Group2 - 1024 bit v

il QY dlga> S50, w99y p5> duo o ($aill dxiS @8sLaall Lol 223, .12 elazil
.(SHA2-256 oI SHA1 9l MD5) aé3Las 53> .(ESP)

Jlia)l 1ig) SHA2-256 1,3 ai


/content/en/us/about/security-center/next-generation-cryptography.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-mt/sec-sec-for-vpns-w-ipsec-15-mt-book/sec-cfg-vpn-ipsec.html
/content/en/us/about/security-center/next-generation-cryptography.html

Phase Il Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHAZ2-256 v ‘

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: @ Enable

DH Group: Group2 - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHAZ2-256 v

SA Lifetime: 3600 ‘ sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: @ Enable

DH Group: Group2 - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHAZ2-256 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: @ Enable

DH Group: Group2 - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHAZ-256 v
SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: @ Enable
DH Group: Group2 - 1024 bit v‘

22> IPsec wy =i walo aSloY gubas e 6l .16 sglaxdl
Add/Edit a New IPSec Profile Gancel
Authentication: SHA2-256
SA Lifetime: 28800 sec. (Range: 120 - 86400. Default: 28800)

Phase Il Options

Protocol Selection: ESP

Encryption: AES-128 v

Authentication: SHAZ-256 v

SA Lifetime: 3600 sec. (Range: 120 - 28800. Default: 3600)
Perfect Forward Secrecy: & Enable

DH Group: Group2 - 1024 bit
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IPSec Profiles Cancel

+ |

O  Name Policy IKE Version In Use
O  Default Auto IKEv1 ‘Yes
0O  Amazon_Web_Services Auto IKEv1 No

0O  Microsoft_Azure Auto IKEv1 No

—
o | HomeOFﬁcej Auto IKEv1 No
| —
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IPSec Profiles Cancel

+ @ @
O  Name Policy IKE Version In Use
0O  Default Auto IKEw1 Yes
0O  Amazon_Web_Services Auto IKEv1 No
0O Microsoft_Azure Auto IKEW1 No
O HomeOffice Auto IKEW1 No
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Configuration Management o Gancel

Last Change Time
Running Configuration: 2018-Nov-13, 07:54:33 UTC n
Startup configuration: 2018-Oct-21, 07:55:14 UTC
Mirror Configuration:

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.

Source: Running Configuration v | )
Destination; | Startup Configuration | @)
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