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ouwow Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Idolez 9ldedsule 1Jpebss Ideldss:
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NX-OS oy Cisco - TACACS+ Jl swbJdu ls oygsue.
p@d Cop0 |J09§6 %) Cisco

lJowwes Jooowsolo ISE 1Ugysr6 sY90 Jrsy wigsue Voo odsse wwdg 90 s9pel Jdso
28 Idsuesd lds zese pssle ISE Bl dp sdu Drsd wotsue wdsse: Jlpwoesle psjé ISE
TACACS: Vlyo weolg IUs wrgsue puwdsd zoly Jebr6 gbp IJuoz IJos w@9pe wldpuolde.

W& o S89p puw ey pJduu lUsgp/ldblé wldeuol> 96 eds zolj Nexus ISE Clzle >9, Nexus
Shell IJplbJye..

Spdo Jdpuwogse lJpes woil 1Usg) wuldss lpvad il IUigble sl odlzol IJlgul s shzle
pul9> pesUL6.

Sew o wdsy eduwé gpd TACACS lJos weuod eds 29, Nexus §lsyé gds luwegsle 1o,
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* w99999d Idudd Il (ssh)

+ SSH6

* telnet

* Telnet6
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* oo Idlegold 6

* wpdso
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w € @

NEXUS 9000 ISE 3.2 PSN WITH DEVICE
IESHEEE ADMIN FEATURE EMNABLED

|J_)uuro |Juab\5b\5 ‘_J(JCJSUICJ |Ju)g9L9
lJglogs 1: w9y Nexus 9000

1. odysu Idpuob 86 9ldovys o 9ldeeluveo (AAA).

O3S wEd wpdsu puolb 9o TACACS: 598w zoly Nexus gu luwesle dpuolb 80
lJpedso 95wl WS luwwgsle Idpuolb 96 1dpuwowss [Js lbp AAA.

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication login default group IsePsnServers Tocal

2. 9p wodsu 1dx9) Idpeuoue vluwodsle ldpobdoulo 1Jpesss.

Nexus9000(config)# role name helpdesk
Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read
Nexus9000(config-role)# rule 2 permit command enable *
Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *
Nexus9000(config-role)# rule 6 permit command ping6 *
Nexus9000(config-role)# rule 7 permit command telnet *
Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *
Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown
Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

vlan policy deny
interface policy deny



Nexus9000(config-role-interface)# permit interface Ethernetl/1

Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBHHHAHRRHH AR R AR AR H#HHRRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.

lJ¢lb9es 2. wJesy Identity Service Engine 3.2

1. 8p wodssu 1Jogss IJos sop luvegsleol loule gJuwé &pd Nexus TACACS.
Swp lgwegsdle puol> 96 ISE |Jpzdss.

loodd [Js edles Idowsse 131 > 1516 1Jogss > presele" 98 wlousle IJpzeses IJos Sew o

$I90 IJpumotse zisl puoli 9pz9e6 1J0gss IJos op lugulyol Jodl Idg,uo IJessoses os
ISEusers.



Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Group
Identity Groups

Ee] Identity Group

* Name iseUsers|
Endpoint |dentity Groups

User Identity Groups Description

Lorle pEogs pomslopeo

lod, 898 15y buw!d.

Sp loowdd Ids b > Lo 1degsé > wugse 1Jogss.

o8, 998 1J) luolws.
Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Usars

Latest Manual Natwork NEtwork ACCESS Users

Status Username -~ Description First Name Last Name Emaill Address User Identity Groups  Adr

No data available

logsle Ipgecgop

Jeie oo 1Je8ed 1UlJSlpsé: losl Uluwe IJpuwegspec sop luvogsle luve IJpuucgs e iseiscool s
o3l IJpuld.



> New Network Access User

~ Network Access User

* Username iseiscool
Status # Enabled
Account Name Alias

Email

©ops Idpougse sloghlse

copsd IJgbys Idoldss B wessu Jdes py9) Jluwe IJpuvcse ldds wp lugbldo.
VainillalSE97 09 JJpé 1Jp 9, lJpumwcispd B o3l 1Jg, 00 IJes ose.s.

“ Passwords

Password Type: Internal Users

Password Lifetime:

With Expiration

Password will expire in 60 days

P g
() Mever Expires

Password Re-Enter Password

* Login Password

Enable Password

S0 s 1des9)

Slgsile Bp woessu Idpuvetse [Js 1dpzeses IJos wp luuildol puvedl Sldes os B odo
lJzlJé ISEusers.

v User Groups

iselsers
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|olds zol5 Nexus 9000 |Js 1oLs ISE > aslys IJ bods > izess I vods

oy 998 IJjy luolws JJuse.

Network Devices

Selected 0

{] Duplicate ) Generate PAC

(] Name ~ IP/Mask Profile Name Location

uod:a :)M) Idsuesd IJs 1J v B

bed 1ddse 1Js 1Joessz: 98p woessu luve [Js NAD IUss w@89p wlouilse: 9 IP 9lJss swp pu
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Hetwork Devices
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B 16 > p9lys IJuvwds > 2oy IJvwds > NAD 1Jgloo o > lesble puol> 86 TACACS.
Lo 1w IJpuve,d 1Uss Iuwagspuo wee wdsse NAD IU¢glue . suweése Nexus3xample
S o3l IJgyue IJessoses.

TACACS Authentication Settings

Shared Secret Nexus3xample

[ ] Enable Single Connect Mode

Legacy Cisco Device

(O TACACS Draft Compliance Single Connect Support

Burp @390 TACACS
lelb lJegssle olJud) W98 1dsy buw!d.
3. wdosyu TACACS gJs ISE.

Sl prosu pw lu PSNIUss Bpo wodgswo bs Nexus 9k Jsso 1Jgsl, Device Admin ppdg.

N

pdlebo: Jl souwow wpdsy @36 bl Idzoly Ws lgbo IJouvgsd eds ISE.

Enable Device Admin Service

oz 8l pu ps)6 516 zoly PSN
SpJdu Idugdd pu 03l weo bhé Slises ISE > IJuble > IJuyi, > PSN IJglue od > Suwpe Ebpe
lJwsluws > cpdsy grple L6 [Jzol).

* Gp vluuile pd g )50 TACACS: IUss soze pdow puwless 1Usg) 1Js zoly Nexus [l
ogew Idpuolb9é.
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Overview Identities

Conditions
Network Conditions

Results

Al

TAC QM

TACACS Profiles

pJB @ x5 TACACS

Overview Identities

Conditions
Metwork Conditions

Rasults

d Protocols

Work Centers - Device Admi

User Identity Groups

Ext Id Sources

istration A Evalu

Network Rescurces Policy Elements More

TACACS Profiles

Name

Default Shell Prof

Deny All Shell Profile

4 Total R

Type Description

t Shell Profile

Defs

Shell Deny All Shell Profile

e wugsSU luwp: 99,008 lEushsl.

Work Centers - Device Administration

User Identity Groups

TACACS Profile

Mamma
Mexus Helpdesk

Soepd pdd Of ysd TACACS

Ext Id Sources

Network Resources Policy Elements More

ent If the

il be

e woelod Suwe Erue wed 1dpops sluedd Ids Suve Ierue Ulsdss.

9i>'aJ l|J 96 shell:roles="help desk".



Overview Identities

Conditions
Network Conditions

Results

ommand Sats

TACACS Profiles

[l 98 wpd pJd o 59

User |dentity Groups

Work Centers - Device Administration

Ext Id Sources

Nama

Nexus Helpdesk

orofile will

e sant if the
t of the helpde a

eam

Task Attribute View Raw View

Profile Attributes

shell:roles=" helpdesk®

Network Resourc

es

Policy Elements

Ip wodosu pzeses IJuoz IJos coupeu wog IUpuolb 96 9uez Idogasd.

B ol gpd 1J9009d 1Js Blisps ISE > s IJzols > pzesele woz 1slys IUzol;.

Jiploe Ueron Jossoses: sop luwotsle pzeses IJuer IIIBC,luoss. 9pe 3. $pdu logble
PePIES wor lers: pg Uiusb Jeblu8s yusubissele pesus.

Overview Identities

Policy Sets

Status Policy Set Name

a Default

User Identity Groups

Work Centers - Device Administration

Ext Id Sources

Description Conditions

Tacacs Default policy set

uo;éz& PEPIE I 0BT purdod Iz 2l)

MNetwork Resources

lud,y 998 Iduwop Vs wolss IJuows.
Ak Eva

Policy Elements More

Allowed Protocols | Server Sequence Hits Actions View
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Jeolj lduveJsé (Nexus) (sed ped a.b.c.d.). suwegse vog ldpuol> 96 03l pgiu 0956
Jpometspso 1leds.

Work Centers - Device Administration M Evaluation Mode 27 Days
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More ~

Status Rule Name Conditions Use Hits Actions

¥ Options
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0 Internal Authentication =] Network Acce sice I[P Address
If User not found

If Pracess fail

(] Default
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Conditions Studio

Library Editor

Network Access-Device IP Address

PEO0#e Q@R
EAP-MSCHAPv2

EAP-TLS Dictionary Attribute

All Dictionaries ™ Antribute

DEVICE Davice Type

DEVICE Model Name

DEVICE Network Device Profiie
DEVICE Software Varsion
MNatweork Access Device IP Address

Network Access NetworkDevicaNamea

i . N - [} .
w9369 I g Joag 1dpels

lowoosdo |J <Nexus IP gou9lo> wedsy pe 1d suoe IP.
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Library Editor
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Swpe lJysosd 1Js o3l Idyiybb W9l L9luulbs zoljy Nexus 1Uss e wodssuoe. 9pe 3JI 131 Jly
IJ&Huo 09 wpdsy o3 IJzlds JIpss Jus)yo pu ldlzejo Vedsd plgls iyl pgoduws.

o loodd lds Guwe woz IJwgssd 99, wegumsEo.

lod, eds lsdows + (liss).

Work Centers - Device Administration
Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets More

Status Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

] Default Tacacs Default palicy set

» Authentication Pollcy (2)
> Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

w Authorization Palicy (1)
Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

Default DenyAllCommands

Burp 07 IJogasd

VO o3l ldpolde wp luwesle pdoo wedsple Nexus Jlgwe Juog IJegssd.
~ Authorization Policy (1)

Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

Metwork Access Device IF
Address ABCD

Detfault DenyallCommands

NEXUS HELP DESK MNexus Helpdesk

Joaz Idogasd

Sup luwepsle oo IJuinb 1Uss wp odsue s wor ldpuolb§6 Juog IJwgasd.




WIS g9 "pdVle wgys Shell's wp wedss pdu IJog s IUss wp wdysuo Gud wedsd
rod-;‘;g_; |J)E_ro J Nexus.

2ol lod, 5y e db.

IJozdd eu lduogs
lpuegse 03l IUBuwe Joldss gpd IJodss wuvdd Lozse.

pu 9lzod ldpwespe lUyuw9essd (ISE) luedd lJs IJgpdsle > TACACS > Idgwedle IJpol yin)é.
e Jowed I3s sblod luwe IJpuwedse Idpuuedse: 9lud) B39 woldluosd yued Live IUElL08
v lJowss o.

Live Logs

wved Tacacs Live

9dzie pu ldovdlosd IJos souopuol 03l 1Je )8y Spdu 1Jegey) eds Suwpe vzl
e Spdud puiloss Jsdsoe Bsle ISE wlzle IUdspeo shell:roles="help desk”

{Author-Reply-Status=PassRepl;
AVPair=shell:roles="helpdesk”; }

Jluweeles Jodlosd Iduwed IJounb

eJs zoly Nexus:

Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?

interface Configure interfaces

show Show running system information
end Go to exec mode

exit Exit from command interpreter



Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface Toopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role

Nexus9000(config-if)#

lweduuld IJigble 5l oJlzol

w28 pu lpdluss 1Uguo9d 1Us ISE pu zolj Nexus: »

Nexus 9000# ping <ISE IP 1J¢glo v >

Sop lgool logold <ISE IP> (<ISE IP |U¢luo o> €056 Llse pu lduslule
64 Llsw pu <ISE IP IJgluo wJ> : icmp_seq=0 ttI=59 time=1.22 oJJs <lousé
64 Llsw pu <ISE IP IJ¢lo wJ> :icmp_seq=1 ttI=59 time=0.739 oJJs <luséd
64 Llsw pu <ISE IP IJ¢lo wJ> :icmp_seq=2 ttI=59 time=0.686 oJJs &luséd
64 Llsw pu <ISE IP IJgluo wJ> :icmp_seq=3 ttI=59 time=0.71 oJJs <lusé
64 Clsw pu <ISE IP IJgluo > icmp_seq=4 ttI=59 time=0.72 pJJs <lousé

>3890 Iy Boe psule 49, Lsw ISE 9lJ nexus bls: »

Nexus 9000# o ,ulee Telnet <Your ISE IP> 49
Swe IJlo pelods <ISE IP> ...
pouod w <ISEIP 1Jgluo wJ> .
205 1Joss 09 .

lgwegse vuoese IJigble IJolds:

debug tacacs+ all
Nexus 9000#

Nexus 9000# 2024 apr 19 22:50:44.199329 tacacs: event_loop(): |wwgle process_rd_fd_set



2024 I, sJ 19:50:44.199355 tacacs: process_rd_fd_set: | uwsgle 5 1Jle ol J FD 6

2024 o ysJ 19:50:44.199392 tacacs: FSRV JI s_weoJd 8421 opcode

2024 ivJ§J 19:50:44.199406 tacacs: process_implicit_cfs_session_start: s e 1Jlo [J5g9J...
2024 I, 19:50:44.199414 tacacs: process_implicit_cfs_session_start: 1Jg 9z weol welds £
U826 eds Idwsjse

2024 I, 19:50:44.199424 tacacs: process_aaa_tplus_request: 1U>¢9J Jpg,d eJuws &pJ
AAA O

2024 L_,JE__SJ 19:50:44.199438 tacacs: process_aaa_tplus_requestilJwz 88 pu 2lJo 1Jpuds
mgmt0 ol wegsle IsePsnServers Jpze9gs 1Jgslse

2024 Iu,sJ 19:50:44.199451 tacacs: tacacs_global_config(4220): eld ...

2024 Iu)sJ 19:50:44.199466 tacacs: tacacs_global_config(4577): get_req...

2024 Iu,sJ 19:50:44.208027 tacacs: tacacs_global_config(4701): luveogls 9sped Idbele 1Ugluos
wEpdss vdysu ldeswsdd IJeleilduzlz

2024 i.._,_,@J 19:50:44.208045 tacacs: tacacs_global_config(4716): req:num yl>J O

2024 iVJ§J 19:50:44.208054 tacacs: tacacs_global_config: req:num pge9¢6 1

2024 iyJ§J 19:50:44.208062 tacacs: tacacs_global_config: req:num poJsé 5

2024 iw@J 19:50:44.208070 tacacs: tacacs_global_config: req:num deadtime 0

2024 i )sd 19:50:44.208078 tacacs: tacacs_global_config: req:num encryption_type 7

2024 I,sJ 19:50:44.208086 tacacs: tacacs_global_config: |zle jse bl 0

2024 Iu,sJ 19:50:44.208098 tacacs: Swpe UEPSp Process_aaa_tplus_request:group_info W.s
aaa_req. J3JJ sup lgwwesle pzpesssd [Ugslsp IsePsnServers

2024 I, sJ 19:50:44.208108 tacacs: tacacs_servergroup_config: [>¢lJ Jezeses IJgsl e
o, 4w 0

2024 i.._,_,@J 19:50:44.208117 tacacs: tacacs_servergroup_config: GetNext_ REQ Jwo, w pgpe9ed
e9bpe lJe,90999J:0 1Jlw e:

2024 i osd 19:50:44.208148 tacacs: tacacs_pss2_move2key: rcode = 4048003 syserr2str = JI
S92> pdwlz PSS o3l

2024 i )sd 19:50:44.208160 tacacs: tacacs_pss2_moveZ2key: IUloold o pss2_getkey

2024 iw§J 19:50:44.208171 tacacs: tacacs_servergroup_config: ¢_oJw GetNext_REQ gJds
Doy pze9es g9 e IJu,9w9dsd:2 name:lsePsnServers

2024 I, sJ 19:50:44.208184 tacacs: tacacs_servergroup_config: |uwogls @seé Idbzle [Jgl o6
: wEpJsé pzeses IJwiscsdsdivele

2024 1,sd 19:50:44.208194 tacacs: tacacs_servergroup_config: | zle Lzle 9sp6 0 Jpzpeoed
e9bp IJoy9w9sdsdle:IsePsnServers

2024 1o osd 19:50:44.208210 tacacs: process_aaa_tplus_request: wp lJgw9, eJs IsePsnServers
JJpzeses. VRF 1Jpe9ld 8 09 w908« source-intf o9 O

2024 iwng 19:50:44.208224 tacacs: process_aaa_tplus_request: |[Joeg 99 pu 9g9> mgmtO

p vrldble pdlod vrfildloo)luos Jdezesed Idpbdyeo

2024 l,ysd 19:50:44.208256 tacacs: process_aaa_tplus_request:mgmt_if 83886080

2024 lu,sJ 19:50:44.208272 tacacs: process_aaa_tplus_request:global_src_intf : 0. src_intf
lJeeds 09 0 9 vif_name o9 IJlWo,)los

2024 I, sJ 19:50:44.208286 tacacs: create_tplus_req_state_machine(902): IJ>g¢9d Jeg 8
2Juwé gpd AAA O

2024 I,sJ 19:50:44.208295 tacacs: g3 Izo;6 1zlJs 0

2024 I,sJ 19:50:44.208307 tacacs: init_tplus_req_state_machine: 1U>g9d Jpg d 2Jwé &poJ
AAA O



2024 Iu,sJ 19:50:44.208317 tacacs: init_tplus_req_state_machine(1298):tplus_ctx o9 NULL 9Szw
o sdow B 2lds 1es s sldlzeul,

2024 I, sJ 19:50:44.208327 tacacs: tacacs_servergroup_config: 1U>¢g9J 1Js pzeses IJgsls e
IsePsnServers. |Jwo, 4w 0

2024 Io osd 19:50:44.208339 tacacs: tacacs_servergroup_config: GET_REQ JWo,w pze9€6
e9bp IJo,90,999J:0 name:lsePsnServers

2024 I,sJ 19:50:44.208357 tacacs: find_tacacs_servergroup: |J>g9J Jeze986 £90
ISEpsnServers

2024 i osd 19:50:44.208372 tacacs: tacacs_pss2_moveZ2key: rcode = 0 syserr2str = yelz

2024 I, sJ 19:50:44.208382 tacacs: find_tacacs_servergroup: |Jg 9z Jeze9e6 9150
IsePsnServers o9 2

2024 lu,sJ 19:50:44.208401 tacacs: tacacs_servergroup_config: get_req: tbi
find_tacacs_servergroup 0 Jpeze9e6 g9 p IJo,9w9dedle IsePsnServers

2024 io osd 19:50:44.208420 tacacs: tacacs_pss2_moveZ2key: rcode = 0 syserr2str = uglg

2024 io osd 19:50:44.208433 tacacs: tacacs_servergroup_config: zuoJo GET_REQ gJds o, w
0zLr986 29bp 1w 909992 name:lsePsnServers

2024 lous) 2024 1oysd 19 22:52024 1o, 19 22:52024 1,5 19 22:5

Nexus 9000#

ou9ss IJodlb gjpes. (JJlbdlg eds wdluosd 1Jz)jpd: Sew edsy wess) o osdle e
Wireshark TACACS+. 9c235¢ ldpBdolz 1Jpuiend ldpuweése po God Nexus 9 ISE.)

| Time | Sc| De| Protocol | Length | Info
66 22:25:88.757401 w = TACACS+ 187 R: Authorization

» Transmission Control Protocol, 5rc Port: 49, Dst Port: 58863, S5eq: 1, Ack: 98, Len: 41
~ TACACS+
Major version: TACACS+

Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: @x8@ {(Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
~ Decrypted Reply
Auth Status: PASS_REPL (@x82)
Server Msg length: @
Data length: @
Arg count: 1
Argl@e] length: 22
Argl[@] value: shell:roles="helpdesk"

@poodw§ubTACACS



2O Y puU i lJpoolz IJpuveyd 09 udwo gds zluw ISE 9 Nexus. spdy i.;u'ol ls>lg o3l e
s Wireshark.

54 22:25:08.701757 w = TACACS+ 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authentication (1)
Sequence number: 1
Flags: @x@®@ (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Request
Decrypted Reguest
Action: Inbound Login (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port len: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISE97

2ied Idpuol>9s
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