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Policies

& Al Pobcies

Platform Type

G Hame

Policies

Bs Uinsb Idoze luge o "LDAP".
23> 3y lowdle LDAP > 166, was.

Select Policy Type

Filters

Platform Type (®) LDAP
QO A

O UCS Server

(®) UCSs Domain

O UCS Chassis

O HyperFlex Cluster

Vs ulwiss Create (luuule) > Choose Organization (louble) IJos wyss0l > Name (9 og Lwsluwo
LDAP) > 15,8, W9 IJelds:




@ ocenera General

Add a name, description, and tag for the policy.
2 | Policy Details

Oraanization

default

Name

domain_LDAP_policy

Set Tags

[ Enter a tag in the key:value format.

Description

[ Description
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Policy Details

Add policy details.

All Platforms UCS Server (Standalone
@ Enable LDAP
Base Settings

Base DN Domain

4

Timeout

do=xxxxxxxxx,dc=com @J [ XXXXXXXXX.COM @J [30
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Binding Parameters

Bind Method © ()

LoginCredentials

LoginCredentials
Anonymous

ConfiguredCredentials

w83 39 [4oBd DN Lol (puwegsp sob) 99Jp6 19, puvctse Idrub. $pdu v sop cdasu ol
w9luwbo Is puwegsp eJs Windows Active Directory. W o3l 1dg) o IJogoses: Swp luvedsle
puw e lJpuussd.

‘cn=administrator.cn=users.dc=xxxxxx.dc=com'.
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£o 128,



Binding Parameters

Bind Method © (@ Bind DN Password

[ConfiguredCredemiaIS cn=Administrator,cn=Users,dc=xxx() sssssssss

Search Parameters

Filter Group Attribute Attribute

sAMAccountName=$userid ® memberOf ® | CiscoAvPair

Group Authorization
@) Group Authorization
+ Nested Group Search

Nested Group Search Depth
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Configure LDAP Servers
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Add New LDAP Group

Name

CN=IT,CN=Users,DC=xxxxxxxxx,DC=com

Domain ¢

Domain

End Point Role * (@)

admin v
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4 Intersight

+ Policies

Select Policy Type

Dashboards

Filters 0, Network |
Operate

Servers Platform Type

O au

() ucs server

(-!-:J Network Connectivity

Chassis

Fabiric Interconnects (a : ;
(@) UCS Domain

Integrated Systems O UCS Chassis

(O HyperFlex Cluster
Configure

Profiles
Templates

Policies

T |.Jro_§u.uuu6 |JroQ|uuV¢3 > |)E_.J |uufo |Juu§|uu5 > 109 L.9_9L9 |.Ju|.J.5

Create Network Connectivity

‘ General

Add a name, description, and tag for the policy.

2 Policy Details
Organization

[ default

Name

[ LDAP_Test_NCP

Set Tags

[ Enter a tag in the key:value format

Description

[ Description
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Create Network Connectivity

() ceneral Policy Details
Add pe tails.

Common Properties
IPv4 Properties

Preferred IPv4 DNS Server Alternate IPv4 DNS Server

0.0.0.0
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< Policies
Select Policy Type
Dashboards

Filters Q. c
Operate

Servers Platform Type (®) certificate Management
O
(O ucs server

Fabric Interconnects .:’.j UCS Damain

Chassis

Integrated Systems O UCS Chassis

O HyperFlex Cluster
Configure

Profiles
Templates

Policies
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Create Certificate Management

@ cenera General
Add a name, description, and tag for the policy.
Policy Details
Organization

EE

Mame

LODAP_testcart

Set Tags

[ Enter a tag in the key:value format

Description

[ Descripticn
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(%) General Policy Details

Add policy datails.

Add Certificates

Ip wouwpess Idguoels 9ldduod Vs Iduiel>s 1Uzs, pu Microsoft Active Directory Certificate
Services.

b8, 998 luuble.

Create Certificate Management

(©) ceneral Policy Details

° Policy Details

Add policy details.

- Root CA (Idap_rootCA) @ Enabled @ A~ v

Certificate Name Certificate

Idap_rootCA
08Xd0osjb0ilUPFQ
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% UCS Domain Profiles

Edit UCS Domain Profile (

A Management 5 of & Policies Configured
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|| LCS Damain Assignment
(/) VLAN & VSAN Configuration
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afran]n.
CISCO

Device Console

Username

testuseri & J

Password

#
....I..I.l Show
L.

® 2017-2025 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems
logo are registered trademarks of Cisco Systems, Inc. andfor its affiliates in
the U.S and certain other countries.

Op ouwesd 1Usged IJs 9226 wedpe golj Testuser! wogle.

Device Console ® Q

Lsername

Device Connector Inventory Diagnostic Data testuser]

Rale
Account Administrator

Fabric Interconnect A (Primary) Fabric Interconnect B (Subordinate) .
Signow!

Managemesant IPs Management |Ps
21 22

Model Model

UCS-FI-6454 UCS-FI-6454

Seria Serial

Firmware Version Firmwara Varsion

9.3(5)143(6b) 9.3(5)143(6b)

Available Memory Available Memory

44.09 GiB 42,64 GiB

Total Memary Total Memory

61.04 GIB 61.04 GiB




lgooh ouwesd >¢9d Fls SSH

op wgwesd IUsged IJs Testuser! SSH wugle.

3 ssh testuserl@l
Cisco UCS 6408 Series Fabric Interconnect
testuserl@l 21's password:
LIS INTEATSI1ONT MANANPMANT
1-A# connect nxos
Cisco Nexus Operating System (NX-0S) Software
TAC support: http://www.cisco.com/tac
Copyright (C) 2@@2-2825, Cisco and/or its affiliates.
All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.8 or
GNU General Public License (GPL) version 3.8 or the GNU
Lesser General Public License (LGPL) Version 2.1 or
Lesser General Public License (LGPL) Version 2.
A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
//www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
1-A(nx-o0s)# show user
lspr=account IHISATSR

1
9.

1-Alnx—os)# show users

NAME LINE TIME IDLE PID COMMENT

testuserl pts/@ Oct 24 15:38 i 13258 ( ) session=ssh
A-Alnx-os)# |

ped9ple Slo LoJo

.p)éJi o, wleso Intersight

>Jsd o w99 Cisco Intersight Managed Mode Fabric Interconnect
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https://intersight.com/help/appliance/resources/cisco_intersight_managed_mode_configuration#supported_ucs_server_policies:~:text=Click%20Create.-,Creating%20an%20LDAP%20Policy,-Lightweight%20Directory%20Access
https://www.cisco.com/c/en/us/td/docs/unified_computing/Intersight/IMM-FI-Admin-Guide/b_imm_fi_admin_guide/m_imm_fi_admin_guide_overview.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/Intersight/IMM-FI-Admin-Guide/b_imm_fi_admin_guide/m_imm_fi_admin_guide_overview.html
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