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Central# connect local-mgmt
Central(local-mgmt)# test ucsm-connectivity <ucsm_ip>
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L 18.106.74.234 10.106.74.195 Tep 74443 » 43448 [SYN, ACK] Seqed Ack=1 Win=S792 Lensd MSS=1460 SACK_PERM=1 TSvalsS552206 TSecrs233688518 WS=128
- 18.186.74.195 19.106.74.234 TCP 66 43448 + 243 [ACK] Seq=1 Ack=1 Win=6144 Len=@ TSval=133688518 TSecr=9552106
- 18.186.74.195 19.186.74.234 TLSV1 154 Cliant Hallo
-18.106.74.234 198.106.74.195 TCP 66443 + 43448 [ACK] Seqel Acke89 WinsSSEE Lens® TSvals9S52208 TSecrs233688519
< 18.196.74.234 10.106.74.195 TLEw1 BO2 Server Hello, Certificate, Server Hells Done
- 18.186,.74.195 18.186.74.234 TCP 6643348 + 433 [ACK] Seq=39 Ack=327 Win=7688 Len=0 TSval=21336858519 TSecr=9552199
. 18.186.74.195 18.186.74.234 TLSV1 332 Client Key Exchange, Change Cipher Spec, Finished
.19.106.74.234 108.106.74.195 TLEW1 125 Change Cipher Spec, Finished
- 18.186.74.195 10.106.74.234 TLSv1 412 [S5L segment of & reassesbled PDU]
-18.186.74.234 18.186.74.195 HTTR 119 HTTR1.1 188 Continue
. 18.186.74.195 18.186.74.234 MHTTR 1196 POST [umlInternalfapache/cert MTTP/1.1 (application/x-www-form-urlencoded)
.19.196.74.234 19.106.74.195 TCR 66 443 = 43448 [ACK] Seq=939 Ack=1891 Win=18248 Len=@ TS5val=9552344 TSecr=23368B51%
- 18.186.74. 134 18.186.74.195 HTTR/X. 1484 HTTPS1.1 280 0%
- 18.186.74.195 18.106.74.234 TLSv1 183 Alert (Level: Warning, Description: Close Notify)
2 18.106.74.195 18.106.74.2534 TCP 66 43448 + 443 [FIN, ACK] Seqsl928 Acks2357 Win=18752 Lens8 TSvals=233690027 TSecr=9567376
« 1@, 186,74, 234 10.106.74.195 TCP 66 443 » 43448 [ACK] Seq=2357 Ack=1926 Win=18240 Len=@ TSval=9567377 TSecr=133690027
. 18.196.74.234 19.196.74.195 TLSwl 183 Alert (Lavel: Warning, Description: Clese Notify)
L
Source Destination Protocol Length  Info
18.186.74.195 18.186.74.234 HTTP 54@ POST /xmlInternalfapachefcert HTTP/1.1 (application/x=www=-form=urlencoded)
18.186.74.234 18.186.74.195 HTTP/ XML 18@ HTTP/1.1 288 OK
18.186.74.234 18.106.74.135 HTTP 119 HTTP/1.1 108 Continue
10.186.74.195 19.186.74.234 HTTP 1196 POST /xmlInternal/apachefcert HTTP/1.1 (application/x-wew-form-urlencoded)
18.186.74.234 18.186.74.185 HTTR/XML 1484 HTTP/1.1 280 OK
18.186.74.195 18.186.74.234 HTTP 588 POST /xmlInternal/service-reg/forward HTTP/1.1 (application/x-www-form-urlencoded)
10.1086,74,195 10,106,74,234 HTTP 572 POST /xmlInternal/service-reg/forward HTTP/1.1 (application/x-www-form-urlencoded)
18.186.74.195 18.186.74.234 HTTR/XML 78@ POST /xmlInternal/service-reg HTTP/1.1
18.186.74.234 18.186.74.194 HTTP/XML 556 POST /wmlInternal /managed-endpoint HTTP/1.1
18.186.74.195 18.186.74.234 HTTP/ XML 636 POST /xmlInternal/identifier-mgr HTTP/1.1
18.186.74.195 18.186.74.234 HTTP/ XML 684 POST /xmlInternalfoperation-mgr HTTP/1.1
18.186.74.195 18.186.74.234 HTTR/XML 428 POST /xmlInternal/stats-mgr HTTP/1.1
18.186.74.234 18.186.74.194 HTTP/XML 716 POST /wmlInternal /managed-endpoint HTTP/1.1
18.186.74, 254 18.186.74.134 HTTP/ XML &84 POST .-'xml‘.[nternalp’sanageﬁ—endpﬁint HTTP 1.1
18.186.74.195 18.186.74.234 HTTP/ XML 428 POST /xmlInternal/resource-mgr HTTP/1.1
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9603: [WARN][0x27699940] [Apr 5 18:00:54.714][write:net] write of 3752 bytes using curl failed, code
9604: [WARN][0x27699940][Apr 5 18:00:54.714][write:net] non-critical curl write error.

p UCSM DME

[INFO] [0x682ffb90][Nov 1 16:05:24.886][sam_sec:check_cert_val] X509_verify_cert_error_string - ok
[INFO] [0x682ffb90] [Nov 1 16:05:24.886][sam_sec:X509VerifyCert] ErrorMsg:ok ErrorNo:0
[INFO] [0x682ffb90][Nov 1 16:05:24.886] [app_sam_dme:processKey] something wrong with KR-default certifi
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https://10.5.251.120/xmlInternal/managed-endpoint
https://10.5.251.120/xmlInternal/managed-endpoint

[WARN] [0x674ffb90] [Nov 22 19:11:49.227][net:write] write of 546 bytes using curl failed, code=60, error
[INFO] [0x674ffb90] [Nov 22 19:11:49.227][net:certFailure] certificate is bad for connection to ' https:/
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connect policy-mgr
scope org

scope device-profile
scope security

scope keyring default
set regenerate yes
commit-buffer
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https://10.136.58.4/xmlInternal/service-reg
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[WARN] [0xbbce9940] [Aug 11 10:23:18.194][storeMo:mit_init] SQL error [SQLParamData failure: Error while

ERROR: duplicate key value violates unique constraint "InstanceId2DN_dn_key"] stmt [INSERT INTO "Insta

[INFO] [Oxbbce9940] [Aug 11 10:23:18.194] [report:exception_hand1] FATAL[3|150] /ramfs/buildsa/150407-1047

[INFO] [Oxbbce9940] [Aug 11 10:23:18.201] [report:exception_hand1] ERROR[3|150] /ramfs/buildsa/150407-1047
[INFO] [Oxbbce9940] [Aug 11 10:23:18.201][failedCb:tx] TX FAILED
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UCS Central
Filters [
Domain Group - Domain Hardware Configuration Status Q
root DON=INDIA=F|=A UCS=Fl-6248UP Fabric A, B (HA) UCS 6100/6200 Series Fl Lost Visibility
Ungrouped Ungrouped 1 Chassis 0 FEX 2.2(6g)A Fault Level: Critical
10,106,74,104 3 Blades 0 Rack Mounts FW Ready
Overall Status -2
Lost Visibility
Fault Level =0
Critical
Major
Mingr
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Central# connect policy-mgr
Central# scope org

Central# scope device-profile
Central# scope security
Central# Show keyring detail

UCSM# scope system

UCSM# scope security

UCSM# show keyring detail
connect local-mgmt
telnet <Central IP> <port>
A (Shift+6) ] with no spaces to exit

FSM status

scope system

scope control-ep policy
show fsm status

Central# connect service-reg



Central(service-reg)# show fault
Central(service-reg)# show clients detail
Registered Clients:
ID: 1008
Registered Client IP: 10.106.74.194
Registered Client IPV6:
Registered Client Connection Protocol: Ipv4
Registered Client Name: DCN-INDIA-FI-A
Registered Client GUID: e832cfc2-548b-11e4-b8f2-002a6a6f6dcl
Registered Client Version: 2.2(6g)
Registered Client Type: Managed Endpoint
Registered Client Capability: Policy Client Module
Registered Client Last Poll Timestamp: 2016-12-08T12:33:36.417
Registered Client Operational State: Registered
Registered Client Suspend State: Off
Registered Client License State: License Graceperiod
Registered Client grace period used: 33
Registered Client Network Connection State: Connected
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