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lJodosu gds gl Windows

oousw gplo peld ¢>p00 Active Directory

bze lJs puweos Microsoft - §p woowse AD DS Cluvegsle Server Manager gJs Windows
Server 2022.

louble puwegs e Active Directory (zuwle wuwzsd 1U>¢9J)
1. 180z posy 1Ughbe > bole > puuegsps Active Directory 9izo 6 1JJpws9e,.
2. 108, wiy IJelsuw IJispu 98 IUpeld 1U3s wp logblio 2385 > puweide.

3. i>aJ lowe wuwesd 1U>ged (eds uvesd Idpeld - testuser). 99 vogssu JJpd ,ojgj.gid'&s
oz Idpuwetse sew 1o sés) IJpd 1eng) eus cumesd 1Ugsd IJelds: 9223 IJed 109,
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louble pze9e lolo AD Jpuwdsds UCS
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TestRadius. IJiolo). o puuegse AD testuser) |Js o030 1Upz0986.
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. Active Directory Users and Computers

File Action View Help

e 2@ 0/ XDz HE A aETvas
) Active Directory Users and Com|| Name - Type Description
= | Saved Queries
i, 33 2. com q New AD Domain created for Radius
i 7 Builtin
i 1 Comp‘uters
2 Domain Controllers
= _ ForeignSecurityPrincipal:
g 1 Managed Service Accout
B _ Users
©
T
=
AD Security Group
2 IERadius  Security Group... =
2 AD User
« > _ °

oowse NPS (b9, RADIUS) 9o wzsd NPS W Active Directory

1. 1008J IJs pos) 1Jgbe > Ibhs > |uolés bl 9ps5le.

2. z>> Network Policy and Access Services > |Jpld |dpglde Joowse Network Policy Server
(NPS).

3. Bug byle > ¢hp wor Idubwds. lod, wis Ielouw Ilsew W98 NPS (peds) > ¢be IJouwzsd
s Active Directory > 09199, sose 03l 1Jley §)les NPS 98 0986 puwwgspl oz p9€06.

luolwe Idesodle IJesuss IJJswss UCS Jg oJle RADIUS

9031 1oy NPS ClJed6 Wi IdbJole 1Jslss oo UCSM. s NPS, $e oy mse gpdle *
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o puboud: Bp wlouuble uv) @9 sldew 3JY Tuwdd — szw edsd bgld oo
IJuvduwds IJuwss 1 puie,ds ulduowlb bs UCSM Jlgasl.

Ip wwdy)l) Fabric Interconnect B. 913l oo oy 1Jpuolb 96 p8lod VIP 1UElLe wldpeesesd: °
BB uluolWds IP ls ol.

€ Network Policy Server = O X
File Action View Help
o= 2@ HE
€ NPS (Local) RADIUS Clients
v [ RADUS Clients apd Servers [
3 RADIUS Clienb i' RADIUS clients allow you to specify the network access servers, that provide access to your network.
3 Remote RADIUS Server
=[ Policies
lLI Accounting Friendly Name IP Address  Device Manufacturer  Status
W Templates Management 3 ucsm 10. RADIUS Standard Enabled
o UCS-FI-A 10. RADIUS Standard Enabled
Z UCS-FI-B 10. RADIUS Standard Enabled
[ ]
epdle RADIUS

logble vog by louald suoz Uveds (IJegasd 9oesso 1dbsl)
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Iduinlo J "Jluue 1eldssd JJgesd" sldss Suwez Jo wldeuolbds pedsl. eds uvwsd
IJpelJ: FI-* lg UCSM.
;}Uo.Slu-Ulu > uu;5|uu|u |JL}UUGJO > 228> > |,Jup |Ju.u;5|uuo d
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Boldsuesd: puz 28 1Usuosd ©
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IJos suwagspol UCS. (glsé ol suvagse UCS RADIUS 9999 PAP.)
GrdJo gedss lesl>Clisg Lvel Elue (031 09 IUgse IJpdele o sevze IJ AD puwegpd IJs
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vog bdu IUleold

G Network Policy Server - O
File Action View Help

e 25 He

e' NPS (Local) Connection Request Policies

~ [ RADIUS Clients and Servers
i RADIUS Clients Connection request policies allow you to designate whether connection requests are processed locally or
- forwarded to remote RADIUS servers.
3 Remote RADIUS Server
v [=] Policies
i Connection Request Pe|| Policy Name Status  Processing Order Source
[Z] Network Policies [=fVitual Private Network (VPN) Connections Enabled 1 Remote Access Server(VPN-Di
B, Accounting ,[_énl Virtual Private Network (VPN)Connections 2~ Enabled 2 Remote Access Server(VPN-Di
5 Ml Templates Management I8l UCSradiustest Enabled 3 Unspecified
[=fUse Windows authentication for all users Enabled 999999 Unspecified
Conditions - If the following conditions are met:
Condiion Value
Client Friendly Name UCSM
Client Friendly Name FI-* .
[N
vog lJuvods
i & Network Policy Server - a X

File Action View Help
&= 55

€ NPS (Local) Network Policies

| 5[] RADIUS Clients and Servers
v [5] Policies Network policies allow you to designate who is authorized to connect to the network and the circumstances
- . under which they can or cannot connect.

"] Connection Request Po
i Network Policies
B Accounting Policy Name Status  Processing Order Access Type S
> W& Templates Management || & Vitual Private Network (VPN) Connections 2 Enabled 2
I UCS-Admins Enabled 3
| £ Connections to Microsoft Routing and Remote Access server Enabled 999938

Windows Groups  AICOMPUTE\IRadius

Settings - Then the following settings are applied:

Setting Value e
Cisco-AV-Pair shell:roles="admin"

Access Pemission Grant Access

Authentication Method  Unencrypted authentication (PAP, SPAP) OR MS-CHAP v1 QR.LMS-CHA‘P vl (User... .,




Wb pg236 JJp9)»

UCS-Admins Properties

Overview Condtions Constraints Settings

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Ates I}. To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and
@ Standard then click Edi. i you do not configure an attribute, it is not sent to RADIUS clients. See

E— your RADIUS client documentation for required attributes.
Vendor Specific

Routing and Remole Access
Multilink and Bandwidth )
 Allocation Protocol (BAP) Attributes:
I? IP Fllte!'s Name Vendor Value
; Cisco-AV-Pair Cisco  shell:roles="admin"
& Encryption
oy IP Settings

lJodysu eJs UCSM

Al . All / User Management / RADIUS
» Authentication Domains General RADIUS Provider Groups RADIUS Providers FSM Events
aicompute
. . . Actions Properties
Same domain as in Windows
Create RADIUS Provider Timeout - |5
Create RADIUS Provider Group "
Retries =11
» LDAP States

~ RADIUS Provider Groups

logile p9cd, RADIUS sl ol36 |Us pzesed 09,

1. uvad 10589J 1 91206 1Jpuwese ldyuwsess (GUI) 1Jgluos wlsls UCS sloedd JJs Admin >
IsL,6 Idpuwegse > RADIUS.

2. 168y V9938 luuile p9d, RADIUS (¢sh) + lugile ) sogwise:
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030 o5 lJ¥bgsd IJos wyvb JJ 3JY pgl.
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U5 ©p logblse s NPS).

3. vessu lJublg = RADIUS.
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oo Windows Server - wldss 231 IJgplsé /1Jpulds
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1. olds po Iy €06 NPS / RADIUS wouow pu gJIJ netstat -ano | 1Jie, findstr 1812.

(oe 1o s)s gl pg UDP 9 *:1812 (Ig IJglsp IP:1812). 9031 s9I> Iy ¢306 NPS/RADIUS -
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BN Administrator: Command Prompt - O

Version 10.86

\dministrator>

eJs Windows PowerShell. $p wogvgsd IJie,: »
Get-NetFirewallRule -DisplayGroup "Network Policy Server" | oo uvs9-g29J °
DisplayName: ppdu: [wglod lz)le.
L¥ Administrator: Windows PowerShell - O b

rights reserved.

http: a.ms/PSHWin

Enabled Direction Action

n - UDP-In)
g - UDP-In)

bs gho lzsle Windows :
IJe9uo Idpeuoued > gl 1Jghe > gusluws Idgveds 9¢sple 1d909d > wuod *
IJE)P

{2] Event Viewer [‘\}. -

File Action View Help
= zm
iij Event Viewer (Local) Network Policy and Access Services Number of events: 116

v _ Custom Views
7 Number of events: 116

v || ServerRoles
¥ Active Directory Domain £| | | eyel Date and Time Source EventID Ta: ™
? bopey Doormaion  TURETZAM Mok G Ne,
7 Network Policy and Acces| || < =
¥ Remote Access Event 6272, Microsoft Windows security auditing. x

7 Remote Desktop Services
¥ Web Server (IIS) General Details
¥ Administrative Events

& Windows Logs Network Policy Server granted access to a user.
Applications and Services Logs
+ Subecrintinne User °
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1. ouwesd 1Ug)9e 91U>89d pu gdId IRosh 1J8lses 1Jpouuwsds 1deeld 90981 Jezld Radius 1J3s
op lugulye.

2. 9p v d9su JJpd p)9) Idpuuegsp. Glze ¢bys wdsy Windows 2).

I3l o ouwesd 1Usg9d sepd Sloe woul Llposlile IJpuuisd: Blu wibsb joz AV po *
Cisco (¢lbgs wJd9sy Windows 6) ozse.

lwod ol Izble o ol> 86 RADIUS gl oJlzol
ou Windows Server

1. §p wouldss oo IJlgle, b PowerShell JlJo @l 1z 06:

luol96 oy iz pktmon -p 1812«
pktmon o>lsé — capture — pkt-size 0 -f C:\radius_capture.etl -

2. we ouwesd 1Usg9d oo UCSM 9Ll IUIUedlb luwessle IJisle, :

lsSl wdolegy *
pktmon etl2pcap C:\radius_capture.etl -o C:\radius_capture.pcap -

3. 592> Open RADIUS_CAPTURE.PCAP (s Wireshark: RADIUS > [jslz §5p6 [Juwes > oldss
2,238 |yuwlds (I9 1w es 80). 9031 sgos 1o NPS ¢98e g 1)

U UCSM CLI
e wuvgsd PKTMON gJs Windows: Ws o w 1J9 8w o UCSM CLI.

1. Idogvgsd:

louold NXOS -
zoly pl9wd luwolisss
debug radius all



2. 2lod wuwesd 589J UCSM Les wae wuozse IJigble.
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