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S2w logile Goodle VLAN Ios gusoe lavagslpol gds peod IJghe widded. -
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90896 030 IJp9losE p9820:

e>S) ublp lJzouwes [Je9eesé pu Cisco (UCS Manager).
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odosu lduvodle. -

wdysu wbl§s 9lzos IJgvwds (NIC) Il o)l oss.
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9ldueses IJpwsdes os lu obd JJ vwds VLAN PO&_JQécvlJ{yb lJuoese vsupl sop
lJeoslb gds loyold Idbw o 2 1dplbdye JJpdldple I 1Jlzojo Idbloyse 1Updeus.

\Lgwe lJetbsbs Jduyvods

-
—

%_ VLANSs 465-470 VLAN 80

k//
==

| B

Broadcast and Multicast Receiver:
VLAN 464

A

Broadcast and Multicast Receiver:
VLAN 80

Broadcastand Multicast Receiver.
VLAN 465, 467 and 470 «

Border and Uplinks Ports

Server Ports

b
wzd 10589 U 91208 1Jpuwcese lyoupess (GUI) IUgluos wpss) Cisco UCS Jpuwaisp bhs.
logvle 9uodle gds pulws Id)ob IJosuss IJJsweso

lJgbgs 1. luwyd IJs Uiao)é > pul93 Hob IJowuss > pulds job ldouss A i_9 pulds job
lJouso B.

1Jg1098 2. 108 wis plsuw ispo eds 1puds Ipbdaw slud) W98 odssy Jpods
9008 Souod pudd U ods 03l wubuds Buod pu lUbuds 2 (DL2). B o3l pelJ. VLAN
80 lvogpdo.



Equipment | Fabric Interconnects | Fabric Interconnect A (primary)

[ General

Physical Ports Fans PSUs Physical Display FSM MNeighbors Faults Events Statistics

Fault Summary Physical Display

® @ 0 ) s ATA GATE WA UA¥A GATE. (R8T VAATIS AT ATAT THAT I ST H ST % AT (7T AT R FATE, SATH AT AATS MATS ST MATS MATE WATE mare o Wa e e

mrnsTEsTEr ek ralraralim praraviabial

wrenk ey

FrarE A AN shcw Navigator
0 o -
B Up B Admin Down B Fail ™ Link Down
Status
Properties Configure as Server Port
Owerall Status : 4 Operable Naris CA Caonfigure as Uplink Port
Thermal ¢t 0K Product Name  : Cisco UCS 6454 Configure as FCoE Uplink Port
Ethemet Mode . End Host
Vendor : Cisco Systems, Inc. PID Configure as FCoE Storage Port
FC Mode . End Host Conf
. . ; . onfigure as liance Port
Admin Evac Mode : Off Revision i 0 Serial i 5 foe
Equipment / Fabric Interconnects / Fabric I t B (subordi )
I General Physical Ports Fans PSUs Physical Display FSM Neighbors Faults Events Statistics

Fault Summary Physical Display

r~mianyuy ek ek ok el ow bra-un ak-ay

iy ea

SRR IR AR LA PR P S Show Naujgamr
0 0 o -

W Up B Admin Down B Fail M Link Down
Status "

Properties Configure as Server Port
Overall Status : 4+ Operable Name 1B Configure as Uplink Port
Thermal : 4 0K Product Name . Cisco UCS 6454 Configure as FCoE Uplink Port
Ethemet Mode - End Host Vendor . Clsco Systems, Inc. PID Configure as FCoE Storage Port
FC Mode : End Host
Admin Evac Mode : Off Revision : 0

Serial i [ Configure as Appliance Port

oEueswe uvwdle VLAN

J o3l el VLAN 80 ¢J 5.

U196 1. loe8d 1Js Livods LAN > Gvods LAN > Juodle VLAN. 5168, ool sided Uz 89U
Jlousle Gvods VLAN ,§ e 80.

Create VLANs

VLAN MamefProfix  : DLZ

Muticast Pocy R Create Muticast Pokcy

&) CommoniGlobal () Fabeic A () Fabric B () Both Fabnics Confgunod Diflgrntly
o arg croating global VLANS that map to the same VLAN IDs in all svallablo fabncs.
Ertar tha rango of VLAN 105.(e.9. " 2009-2019", " 29,35,40-45", " 237, " 23.34-45")
VLAN IDs: | B0

Shasing Typo @ () Nong () Primany () Isolated () Community

A Srnce prohl's becess 16 8 VLAN &
Permitted Orgs for VLAN(s)

v oot @



louile §lJo VNIC

Ig g6 1. loedd 1Js IJuvwds 1dpedss (LAN) > I uslusle > 1dzs) > Golde wlbl§s 9lzoes
IJubods (VNIC) slud, B9 luols.

2> Bl wbl s slzos IJuwds (NIC). 9lsgd luwpel 9235 e, IJwwss lJpuluve.
SpeJu luwwesle vdysy wbl§s 9lzos IU v ds (NIC) IJped).

- . LAN | Policies | root | wNIC Templates
wNIC Tomplates
oot @
+ = TehdvededFiee 4 Dgpon 4 P &
Defauis WG Behaor
Contral Pol v Native VLAN
» Dyrarme WWIC Cormecton Pokcms. p VNG Templato DL2_FIB_470
LACP Poirsss

» VNG Templase DL.2_FIB_80

b VMIC Tesmplato DL2_FLA_B0

* Moot Poboes » YMIC Tomplate DLZ_FIA_4T0 ]
i p ¥NC Template nbormal
gme_proxy_da

whC Template vNIC_0

Network Conirol Policies
VMIC Template vHIC _A
QoS Poscies b VI Tumpluto aC.
*» Theeshold Polcies » VNG Tomplate vNC_A_Newiers

» VMG Connection Pokc b VNIC Template vNIC_B

“\-‘ﬂwu vHIC_B_Newting
g - ravore,
= Fools
- oot

i L
* 1P Pool domo-iscai-ip-pool

23> uvedle VLAN IJos gesope odysuel 90938l JsJd. Vs ol Idpeld: yuvwJo VLAN
Ul wss os Guwds VLAN 60 470. 9 uwJs VLAN IJpud Lo Js os Liwds VLAN e 80.

Modify vNIC Template

Name | DL2_FIA_8O
Description : | This vNIC Temglate allows VLAN 80 IN FI-4

Fabric 1D ;) FabrcA [] enatie Faiover
Fabiic 8

Target . Adapter
Tempilate Type ¢ () Initial Template Updating Templite

VLANS WLAN Groups

T, Adanced Fiter 4 Export & Print

Sulact Namay




Modify vNIC Template

Narme: . DL2_FIA_470
Description : | This vNIC Template allows VLAN 470 in FI-4]

Fabric 1D : (®) Fabric A || Enable Failover
() Fabric B

Target : Adapter

Template Type ¢ (®) itial Template Updating Template
VLANS VLAN Groups

Yo Advanced Fiker 4 Export & Prine

Select MName

L=

VLAN_1D

Vian_1000 - Applianc

O VLAN_101
! [url VLAN 470

MU

MAC Pool

Des Poliev

lJgb9s 2. luoyd lJs Iduveds IJpedss (LAN) > 1Juwslusle > 1Jz3) > geslusle louold
lJuveds 1dpedso (LAN) 990 wlogile gusluws 23836 9lu@) W99 luols: wp e wlogile
wbldle 9lzos IJLvwIJs (NICs) IUlW el os6.

i.)éJ luwel J NIC. 9235 wzpe MAC. 9235 glué IJIZosh) luvegsle Slde ol 86 9lzos U v b
(VNIC).

Create LAN Connectivity Policy

M o LAN_DL2

Duscripion: | LAN Cannactivity Policy for Disjolrt Layer 2
ik Add 10 specily one of mone vhIC that She server shouid use B0 Connect 1 the LAN

P WAL Addriess

Mo st alitis




Create vNIC 2 X
MName :  EthQ
MAC Address
MAC Address Assignment: £|_a(113/128) »
Create MAL Pool
The MAC address will be automatically assigned from the selected pool.
The MAC address assignment change will be effective only after server reboot.
Use vNIC Template: [ | <
Fabwic ID : = Fabric A Fabric B Enabile Falover
WLAN in LAN cloud will take the precedence over the Appliance Cloud when there is a name clash,
V0LANS VLAN Groups
Te Advanced Filter 4 Export  # Print e
Select Mame Mative VLAN VLAM ID
125 125
480 480
default 1
DLZ BO
CDM Source : |(e) vNIC Name User Defined
MTU 1500
Pin Group <not set> v Create LAN Pin Group
(+) Operational Parameters
D

lJglbss 3. iuuo'a)p Ildo wbl8é 9lzos [JyvoJs (WNIC) 1Uds wp wdgsuo puwedl 9235 yusluwd
lJpzod IJplodewo: 9lu@) 899 p9l8 8. I,y 03l IJlz)le J Fabric Interconnect B.

Create vNIC

Eth0

Use vNIC Template :

Name :

Redundancy Pair : [ Peer Name :

vNIC Template : DL2_FIA_470 ¥

Adapter Performance Profile

Create vNIC Template

? X

Adapter Policy © | VMWare v

Create Ethermnet Adapter Policy



Create vNIC ?

Name : Eth2
Use vNIC Template :

Redundancy Pair : [ Peer Name :

vNIC Template : | DL2_FIA_8D ¥ Create vNIC Template

Adapter Performance Profile

Adapter Policy 4 [PE—— Create Ethernet Adapter Policy

Properties for: LAN_DLZ2

[ coneen | Evens
Actions Narw . LAM_DLZ
[ Description: | LAN Connectivity Policy for Disioint Layer 2

Ot Local

Click A 10 5pacify Gna 0f Mo YNECS that the Senves Show use 10 CONNECE 10 the LA

Fame: MAC Acdress

» VIIC B Derhved

» wHIC EhY Dovived
» WA EhE Dtind

] Devad

1J¢b9o 4. loodd |Us pdud wg)sed 1Ugsed 923> pusluws louold v ds LAN.

le> wuvésd 1ehe

lJ¢lbgs 1. i&) wposd IJgbe Jubousy vess)le IJodosu.

)

pdlzbo: s vCenter. olds PU i lJe 956 Vs 908 IJuoslue.

lJglbgs 2. wg> i Suwos IJghp pu lJuposs wgldld pu 929> wlbl 96 9lzos IUuboJs (NIC).
loodd Ids 1Ugghbe > pdule og)sd 1Jgsres > 235 > luwpe pdWd wg)sW 1Ugses > [dubode.



vNICs

TeAcwonced Fiter 4 Export o Print £
MName MALC Address Desired Order Acnual Orcler Fabric 1D Desired Placement Actual Placemment Acimin Hast Port Actual Host Port
wiIC Ethi) 00:25:85:FA:00:07 1 A Ay ANY MOME
wNIC: Eth1 00:25:B5:FB:00:1F 2 2 [} Any AN MHONE
wHIC Eth2 00:25:85 FA00:08 5 3 A Ay ANY MOME
wNIC Eth3 00:25:B5:FB-00-6E ] 4 a8 Ay 1 ANy MONE
(%) Ao

louble pze9es VLAN

lJgbes 1. luedd IJs yveds LAN > Luzleé LAN > ozp9ele VLAN > [ouble pzpe9ele VLAN.

IUg 096 2. 158 Iuwe Jpzp9gs VLAN. 9235 Givods VLAN I pbbdows. 980 wluolds 1y odle

IJw9,386 WS 1o 2 pu IUpglJe.

Create VLAN Group *

Mama: DLY
VLANS

TeAdanced Fliee 4+ Epot & Print o Mative VLAN

Name Fatien VLAN
480
ol oLz
DST_VLAN
internal

kurmelan

o G ome

IUg 096 3. 1o 1eshs! 1Us 1Uzbes 3 oo peldz pzeses VLAN Jluolds Gogle 1Jeolds.

wdysy ESXi

Igbo96 1. Guzd 1589J 1Js puosd ESXisloedd Is edles ldeowsse "Tduvwds" > 1 ezodle
IJblo,s6 9108, 998 ol pr9d bloss Ssluvs: Sluwe [Jpzad Idbloss: 9233 IJsuoJs.

IUekoss 2. loodd lJs Iuveds > pzeses 1Upulds > | ol96 pzeses IJpulds. $p woywesd
2968 1Jpolds 1Jglu06 wdi 902385 Lirods VLAN 1Jplbdws: sluuadse 1Upzsd Idbloss 15s



Se wdysuo puwedl

lJgbgs 3. luwdd IJs [JubeJs: 9235 vSwitch 1U3s wp wdsuo puwedl 9lug) 999 |uol9o
9ueds. Jdo sl lgowd 9,06 23836 wouoel Uvwds VLAN IJpewedspes JJbo 9o 2
lJpbodsé (DL2).

s o3l IJpeld: syvpz VLAN 80 gJs NIC ETH2 (Fabric Interconnect A) 9 vNIC ETH3 (Fabric
Interconnect B).

lJoz 89 pu lduoeo s UCSM
6o 1J VLAN G 1J CLI

ez eduws SSH IJs 1Upsedle Idesuss [dJsess 9 ugd show vian p9z).

FI-A(nx-0s)# show vlan brief

sesuo 03l 1oy VLANS s sdd 95995 1J VLAN s2J6 J s bo s 2 (DL2).

VLAN Name Status Ports

1 default active Pol, Ethl/5, Ethl/6, Ethl/8
Ethl/9, Ethl1/10, Ethl/11

Ethl/12, Eth1l/13, Ethl/16

Ethl/17, Ethl1/18, Eth1/19

Eth1/20, Ethl/21, Ethl1/22

Eth1l/23, Ethl/24, Ethl/26

Ethl/27, Eth1l/28, Eth1l/29

Eth1/30, Ethl/31, Eth1/32

Ethl/33, Ethl/34, Eth1l/35

Ethl/36, Ethl/37, Ethl/38

Eth1/39, Eth1l/40, Ethl/41

Ethl/42, Ethl/43, Ethl/44

Ethl/45, Ethl/46, Ethl/47

Eth1/48, Eth1/49, Eth1l/50

Veth876, Veth877, Vethl084

Veth1119, Veth1120, Vethl122

Ethl/1/10, Ethl/1/12, Eth1l/1/13

Ethl/1/15, Ethl/1/18, Eth1l/1/20

Ethl/1/22, Ethl/1/24, Ethl/1/26

Ethl/1/28, Ethl/1/29, Eth1l/1/30

Ethl1/1/31, Eth1l/1/32

80  VLANOO8O active Ethl/47
470 VLAN0470 active Pol, Ethl/5, Ethl/6, Ethl/32



Ethl/45, Ethl/46, Ethl/48
Veth1084, Veth1090, Vethl1092
Veth1094, Veth1108, Vethl11l9
Veth1120, Veth1122, Vethll31

Vethl1133

IJe2dd po puwly 1Uslzos [bblo,ss (VIF)

WOs gJuwos SSH: ¥p woUibgsd show service-profile circuit <server number>:

FI-A# show service-profile circuit

Prot State

Prot Role

Server: 1/6

Fabric ID: A

Path ID: 1
Admin Pin Oper Pin

No Protection
No Protection
No Protection
No Protection

Prot State

Unprotected
Unprotected
Unprotected
Unprotected

Prot Role

0/0/0 0/0/1
0/0/0 1/0/47
0/0/0 1/0/3
0/0/0 0/0/0
Fabric ID: B
Path ID: 1

Admin Pin Oper Pin

VIF VvNIC Link State Oper State
1131 EthO Up Active
1133 Eth2 Up Active
1135 fcO Up Active
9327 Up Active

VIF VvNIC Link State Oper State
1132 Ethl Up Active
1134 Eth3 Up Active
1136 fcl Up Active
9328 Up Active

No Protection
No Protection
No Protection
No Protection

Unprotected
Unprotected
Unprotected
Unprotected

0/0/0 0/0/2
0/0/0 1/0/47
0/0/0 1/0/3
0/0/0 0/0/0

seuo 03l 1Jley puwble 1Jslzos 1J1blo,s6 (VIF) sldslzos lJecows sublble slzes I bods
(WNICs) IJp$loJs.

VO o3l Idpdze spled VIF 1134 |Us NIC ETH3 sseww IJs 9lzes 1/0/47 s Fabric Interconnect

B.

Isuole VIF 1133 spled NIC ETH2 ssowe IJs 1/0/47 Bs wole louold wsos A.

02dY pu wuvésd sleole 1Uz9o.



Ip vouEsd Uim Jdozdd pu ldovwse gds pulds 1o ds.

FI-A(nx-o0s)# show pinning border-interfaces

____________________ o o
Border Interface Status SIFs

____________________ o o
Pol Active Veth1084 Veth1090 Veth1092 Veth1094
Veth1108 Veth1119 Veth1120 Vethl1131

Ethl/32 Down

Ethl/45 Down

Ethl/46 Down

Ethl/47 Active sup-ethl Veth1133

Eth1l/48 Down

Ethl/51 Down

Ethl/52 Down

Ethl/53 Down

Ethl/54 Down

IJozdd pu ldpuwoded IJpesu

Sduow 03lley 1y 8388 Idpsule 1o suvede multicast 2,J6 0,9, J IJ VLAN.

FI-A(nx-os)# show platform software enm internal info vlandb id

vlan_id 80

Designated receiver: Ethl/47
Membership:
Ethl/47

oo, 030 ldpgele IdsLodé IJuoeses.

Je2dd a0 pead Iebe

ez duwd SSH IJUs pz9ed 1Jgb e 9 ugd show vian 09z ;.



NEXUS-01# show vlan brief

VLAN Name Status Ports
1 default active Pol, Po2, Po4, Po5, Po6, Po7
Po8, Po9, Po50, Pol00, Ethl/1

Ethl/2, Ethl/3, Ethl/4, Ethl/5

Ethl/6, Ethl/8, Ethl/9, Ethl1l/10

Ethl/12, Ethl/13, Ethl/14

Ethl/15, Ethl/18, Eth1l/19

Ethl1/20, Ethl/21, Ethl/22

Ethl/23, Ethl/24, Eth2/1, Eth2/2

Eth2/3, Eth2/4, Eth2/5, Eth2/6

Eth2/7, Eth2/8, Eth2/10, Eth2/11

Eth2/12, Eth2/13, Eth2/14

Eth2/15, Eth2/16, Eth2/17

Eth2/18, Eth2/19, Eth2/20

Eth2/21, Eth2/22, Eth2/23

Eth3/1, Eth3/2, Eth3/3, Eth3/4

Eth3/5, Eth3/6

Eth2/18

80 DL2 active Pol, Po2, Po6, Po7, Po8, Po9
Po50, Pol100, Ethl/1, Ethl/3

Ethl/4, Ethl/5, Ethl/6, Ethl/17

Ethl/19, Ethl1/20, Ethl/21

Ethl/22, Ethl/23, Ethl/24

Eth2/1, Eth2/2, Eth2/3, Eth2/4

Eth2/5, Eth2/17, Eth2/18

470 VLAN_470 active Pol, Po2, Po3, Po4, Po5, Po6
Po7, Po8, Po9, Po50, Pol00

Ethl/1, Ethl/3, Ethl/4, Ethl/5

Ethl/6, Ethl/7, Ethl/9, Ethl1l/10

Ethl/16, Ethl1/19, Eth1l/20

Ethl/21, Ethl/22, Ethl/23

Ethl/24, Eth2/1, Eth2/2, Eth2/3

Eth2/4, Eth2/5, Eth2/9, Eth2/17

Eth2/18, Eth2/24

S9uee o3l IJIg)lz IJpuds 1dpyovl wuvwdo VLAN 5§ 80. s o3l Idpeld: 1Jpuwds 39 IJuodo
09 lseyuw 117 91J3s swp l@eslue wouods 1/47.

Jol spdu 1Joz 8l pu z29d gulssu MAC Joid§3 beld [Jgol) [Ublo,ys (VM).

NEXUS-01(config)# show mac address-table vlan 80

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link

VLAN MAC Address Type age Secure NTFY  Ports/SWID.SSID.LID
————————— e Rt et e e e e T
* 80 000c.2937.2cc7 dynamic 150 F F Ethl/17

IJozdd pu lJlouold wuvedo VLAN s ESXi



lBoe 196 IJbybss B IJzols IUbloys 9ljs; 1de wbs IUId el uoss Juvwds VLAN. s8>
oo Idleuold IJulge IUleuold.

‘ll DL2_UCSM G R 0 ms &3 Actions @
| #* Applications Places  Terminal es Wedll2l & #) O

root@localhost:~

File Edit View Search Terminal Help

[root@localhost ~]# ping 192.168.80.1
.168.80.1 (192.168.80.1) 56(84) bytes of data.
from 192.168.80.1: icmp seq=1 tt1=254 time=2.
from 192.168.860. icmp seq=2 ttl=254 time=1.
from 192.168.80. icmp seq=3 ttl=254 time=1.
from 192.168.80. icmp_seq=4 ttl=254 time=1.
from 192.168.80. icmp seq=5 ttl1=254 time=1.
from 192.168.860. icmp seq=6 ttl=254 time=1.
from 192.168.80. icmp_seq=7 ttl=254 time=1.
from 192.168.80. icmp _seq=8 ttl=254 time=1.
from 192.168.860. icmp seq=9 ttl=254 time=1.
from 192.168.80. icmp seq=10 ttl=254 time=1.
from 192.168.80. icmp _seq=11 ttl=254 time=1.
from 192.168.80, icmp seq=12 ttl=254 time=1.
from 192.168.86. icmp_seq=13 ttl=254 time=1.
from 192.168.86. icmp seq=14 ttl=254 time=1.
from 192.168.80, icmp_seq=15 ttl=254 time=1.
from 192.168.80. icmp_seq=16 ttl=254 time=1.
from 192.168.80. icmp seq=17 ttl=254 time=1.
from 192.168.80. icmp seq=18 ttl=254 time=1.
from 192.168.80. icmp_seq=19 ttl=254 time=1.
from 192.168.80. icmp seq=20 ttl=254 time=1.
from 192.168.80. icmp seq=21 ttl=254 time=1.
from 192.168.80. icmp seq=22 ttl=254 time=1.
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https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
https://dc.ciscolive.com/pod0/Appendix/AppendixD/Appendix-D
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Network-Mgmt/4-0/b_UCSM_Network_Mgmt_Guide_4_0/b_UCSM_Network_Mgmt_Guide_4_0_chapter_01001.html#task_F875C103C5BD448D820AF8A00D41C731
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Network-Mgmt/4-0/b_UCSM_Network_Mgmt_Guide_4_0/b_UCSM_Network_Mgmt_Guide_4_0_chapter_01001.html#task_F875C103C5BD448D820AF8A00D41C731
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Network-Mgmt/4-0/b_UCSM_Network_Mgmt_Guide_4_0/b_UCSM_Network_Mgmt_Guide_4_0_chapter_01001.html#task_F875C103C5BD448D820AF8A00D41C731
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter14.html#task_087F20D474DE49B381B6F785258515B8
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter14.html#task_087F20D474DE49B381B6F785258515B8
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter14.html#task_087F20D474DE49B381B6F785258515B8
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter14.html#task_087F20D474DE49B381B6F785258515B8
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