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VLAN 1750 (1750) =

3. oppd wbl s slz06 IJbwds Idblo,ss (WNIC) eds pdod o) 1gsps svodle VLAN
el lJluolds [Us Giodle VLAN Ul 06. Jpel 09 p9 o2 B IJo9.,6.

[ General [WUANS [ stavsns [ Fauts [ mvemtsl

&, Filter | = Export |igz Print

VLAN VLAN ID Oper VLAN Native VLAN E
1750 1750 |fabric/lan/net-1750 ®
1785 1785 |fabrician net-1785 ®
1786 1786 |fabric/lanjnet-1786 ®
default 1 [fabrican/net-default [G]
qam-121 121 |fabricflan,|fnet-qam—121 (@]
gam-221 221 |den'c;‘|an;‘net—qam—2‘21 ®

4. sppd 900J6 Buls IUpsule eJs UCS Luodle VLAN IJghbss oldluolds ls gisodle VLAN
IJl 06

interface port-channell

description U: Uplink

switchport mode trunk

pinning border

switchport trunk allowed vlan 1,121,221,321,1750,1785-1786
speed 10000

F240-01-09-UCS4-A (nxos) #

F240-01-09-UCS4-A (nxos) # show vlan private-vlan
Primary Secondary Type Ports

1750 1785 isolated
1750 1786 community

VMware DVS



£ VmwareDVS Settings

Properties | Network Adapters  Private VLAN |Nn.=-.tFIuw | Port Mirroring |

Enter or edit primary private VLAN 1D,

Enter or edit a secondary private YLAN ID and Type.

Primaty private VLAN ID |
1750 |
[Enter a private VLAN ID here]

Range: 1-4094 REmove |

Secondary private YLAN ID | Tvpe

1750 Fromiscuous
1785 Isolated
1786 Community

[Enter a private VLAM ID here] Select

Range: 1-4094

Help | oK I Cancel
VmwareDVs )
g dvPortGroup 0| % =1 VmwareDVS-DVUplinks-728 o
VLAN ID: -- 7] ﬁ dvUplink1 {1 NIC Adapter)

Virtual Machines (0)

% pvlan_1785 9| (%

Private VLAN: Isolated (1750, 1785)
=1 Virtual Machines (1)

win_1750_vmw_isolated FOHD

% pvlan_1786 B (%

Private VLAMN: Community {1750, 1...
=1 Virtual Machines (2)

win_1750_vmw_community [ & M
win_1750_vmw_community? [ & M

L0

p29J NBK JJond

B35 dvUplink2 (0 NIC Adapters)




feature private-vlan
vlan 1750 private-vlan primary private-vlan association 1785-1786

vlan 1785 private-vlan isolated

vlan 1786 private-vlan community

interface Vl1anl750
ip address 10.10.175.252/24 private-vlan mapping 1785-1786

no shutdown

interface port-channelll4

Description To UCS

switchport mode trunk

switchport trunk allowed vlan 1,121,154,169,221,269,321,369,1750,1785-1786

spanning-tree port type edge

spanning-tree bpduguard enable

spanning-tree bpdufilter enable

vpc 114 <=== if there is a 5k pair in vPC configuration only then add this line to both N5k

oéss) [duwdsd Lluwesle UCS 1]uosl) 3.1(3)
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UCS. Jly o3l IJwdsd g.,sJ UPT ST Jive STv I sJ9y VM IJluuluu..s puzol uey ldyveld |_9 tbhe
UCS. 9o 8w 03l w oy gy ¢JJ id CSCvh87378 .
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IJigwluss $J08 UCS. 9pg 30 syzs pdlzbs 1o gvwds VLAN 1 pg 59J6 slgd UCS Jo oopdy
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1. 9p voUbgsd ps6 Uvwds VLAN IJgluos 131 Jjpe Uip_,.

2. 9p wlouuble 9l9)lo v dle VLAN Jel o9 Idzld s Nexus 5K.

3. 8p wlouble IJpuds IJpgodbs eds puwds pere Idezad 4900. py 030 IJu@bo: sys Id vl
ow VLAN 1785 9 1786 gJs VLAN 1750 B o030 1JzlJs.

Switch(config-if)#switchport mode trunk
switchport private-vlan mapping 1785-1786
switchport mode private-vlan promiscuous

eJs p9zo Idwe: Bp wluyile 9lzos Wyes6 JuveJs VLAN 1750 W §lb. WO o3l IJpwe9s:
wewps ldpobdole gds odssu Iduveds IJos ouuegspeol:

interface GigabitEthernet0/1.1
encapsulation dotlQ 1750

IP addressl10.10.175.254/24
lJoedd po lJuoes

JI s9g» aI.JLT_sT lole JJdozvl pu woed ol ldodosuy.

lwedunldd IJigble gl oJlzol
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File View VM
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E. server Ha o
File  Acton View Help

,<33 ED I]

5er\.|'er Mananer fWTH-CIHHTS 161 T

"_' _r b Roles -MmlmstratanummandPrnmpt _

tmf%amm Autoconf iguration Enabled .
='.'  Diagnos L.
}ucﬂnﬁurC:\Users\ﬂdm1n15tratur>
Al g C:Users“Administrator>ping 18.10.175.252

*f Storage
Pinging 18.18.175.252 with 32 bytes of data:
Reply from 18.18.175.252: hytes=32 time=1ims TTL=255
Reply from 18.18_.175_252: hytes=32 time<lm=z TTL=255
Reply from 1818175 _252: hytes=32 time<lmsz TTL=255
Reply from 18.18.175.252: hytes=32 time<ims TTL=255

Ping statistics for 18.18.175.252:

Packetsz: Sent = 4, Received = 4, Lost = B {Bx loss),
Approximate wvound trip times in milli-—seconds:

Minimum = Bms,. Maximum = 1ms. Average = Bms

C:Users“Administrator>ping 18.180.175.132

Pinging 18.18.175.132 with 32 hytes of data:

Reply from 18.18_.175.131: Destination host unreachable.
Reply from 18.18.175.131: Destination host unreachable.
Reply from 18.1A0.175.131: Destination host unreachable.
Reply from 18.18.175.131: Destination host unreachable.

Ping statistics for 18.18.175.132:
Packetz: Sent = 4, Received = 4, Lost = @ (Bx loss),

C:sUsers“Administrator>
CisllzerssAdministratorripoconfig Aall

Windows IP Configuration
WIN-GHHIS16UTA4
Hybrid

Mo
Mo

Hozt Mame . . . ,
Primary Dn= Eufflx
Mode Type . .

IPF Routing Enahled.
WINS Proxy Enahled.

Ethernet adapter Local Area Connection 4:

Connection—specific DNE Suffix
Description . . - . . - . . -
Physzical Address. . . . . .
DHCP Enabled. . . A S
Autoconf iguration Enabled .
IPvd4 Address. . . . . . . .

vmxnetd Ethernet Adapter #3
BA-58-56-8E-57-7F

Mo

Yes

18.18.175.131 (Preferred’
255_255_255.8

18.18_175_252

Subnet Mask . . . . . . .

DefqulF Gatewgy d & oF i

Sz pu ealod guldsu MAC Jos lsw swp ldog,d eds MAC. eds zese Idpadle: sew i
5990 MAC Bis oo ds VLAN 1Jpg 906 wlumacole 1pzsd et 1Jewds Ipgedbs. gds 10pesd
lJptodbo. sew lo sJsu MAC Ws Jivwds VLAN IJlwluse.



2. UCS Jol 09 9,07 B 1Uuo9,6.

-

£ @EBL91.75 - PuTTY (|- B | (]

F240-01-09-UC54-A4 (

m

3. 02l pu IJgbp N5k Leol g0 wdw MAC. sszw o sdsu IJuloe Ipeled JJIElz Iduwlod

929> eJs NBK Jpol 09 p9 0 Bis 1J09,6.

241-01-02-55%6-2F show mac address—table | imc 57T
# 1785 0050.568e.577E dynamic 170 F F Pollsa
241 1-08-55%6-a% show mac address—table | inc T3c?
# 1786 0050.5682.,.T73c2 dynamic 10 F F Poll4
f241-01-08-55%6-a7 show mac address—table | inc Ted7
# 1786 0050.568e . Tod7 dynamic 30 F F Polla

lJodosu pe Nexus 1000V pg 1Jpeods IJpgodbé gJs UpStream N5k

odysu UCS

-

gobd gpdss wdysy UCS (IUos wouopu wdsy wbl@s 9lzos I gvwds (NIC) Jpdud wg s

1U308) 05 0wl Jol 09 29,07 B lUpeld IUzluo wlzoss DVS pe VMware.

oubdsd N1k

feature private-vlan



vlan 1750 private-vlan primary private-vlan association 1785-1786
vlan 1785 private-vlan isolated

vlan 1786 private-vlan community

same uplink port-profile is being used for regular vlans & pvlans. In this example vlan 121 &
221 are regular vlans but you can change them accordingly

port-profile type ethernet pvlan-uplink-no-prom
switchport mode trunk

mtu 9000

switchport trunk allowed vlan 121,221,1750,1785-1786
channel-group auto mode on mac-pinning

system vlan 121 no shutdown state enabled vmware port-group

port-profile type vethernet pvlan_1785

switchport mode private-vlan host

switchport private-vlan host-association 1750 1785
switchport access vlan 1785

no shutdown

state enabled

vmware port-group

port-profile type vethernet pvlan_1786 switchport mode private-vlan host switchport access vlan
1786 switchport private-vlan host-association 1750 1786 no shutdown state enabled vmware port-
group
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