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p&ld £Js wusé CIMC MIM:

F—sys (sys)
| rack-unit-1: (sys/rack-unit-1)
|[——adaptor-1. (sys/rack-unit-1/adaptor-1)
| psu-1- (sys/rack-unit-1/psu-1)
| psu-2- (sys/rack-unit-1/psu-2)

OV eSO [JIls:
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<dn = "sys/rack-unit-1/adaptor-1/host-eth-eth2"/>

sodav pu bogsd luwple vyvoss:

topSystem MO: rn="sys"

computeRackUnit MO: rn ="rack-unit-1"
adaptorUnit MO: rn="adaptor-<id>"
adaptorHostEthIf MO: rn="host-eth-<id>"

9lz06 wypzo IJobousdle (API) IJpuuwgsed O o3o lJpdldo:

o 1Jpuols$6: aaalogin. |Jb,s86 1JIsdss Jouwesd 1U>g9d. luweése luudew aaalogin
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https://%7B%7Bapic_cimc_ip%7D%7D/nuova%C2%A0

togin - 7 B

POST | hittps:/J! fnuova I Send 7
Param: authorization  Headers (8)

Body®  Pre-request Script  Test Settings Caokies

none form-data x-www-form-uriencoded O raw binary GraphQL  JSON Beautify

1 casalopin |

3 inNama :
3 inPassword= >
4 «<fasaloginz

Body Cook teaders (14)  TestF

Pretty Preview Visualize XML

1 <aaalogin kie="" response="yesg" t kie="85da25dabe /ebf2adea-5027 - bass-a7T8D- 90335481505 [ tRefreshPericd="660" tPriv="adnin" t5ess Id="113" outVersion="4.1(2f)"> </
aaalogin:

9l pu 3JY spdod [gwedsle plolz Idoede Jede pedsple pdud og)sud Idhoolb.

curl -k -d"

" https://apic_cimc_ip/nuova

1 pdsl. luweesle iougv luveogdle API configResolveDn Jl w5l zpse ped9ple IUIliso [Jpesl)
(MO)

gw luwwgole configResolveDn pg inHierarchical="true" 9dn="sys/". WVluo SUVC,IZE 2L SE
pedyple IUJlsy 1dpsl, (MO) e CIMC.

configResolveDn: s ueze IJluudsw configResolveDn Jlisy psl, 9lzs J DN pgso.

inHierarchical=true: > cgsswo lJs trued Vluo syze JIWs pedyple IJeds IJolegs. wose 030
Ipzeoes ledluss leuol zese IJed> oldeds 1J,es6 pedsple MO oo CIMC.

dn="sys/": 03l 09 IJg3, [JeJ9s J MIT.

lowoelos slzes wypes obosyle:



get DN
POST ™ hittpsf] Invsova I
Params orization  Headers (8) Bodys  Pre-request Script
nong form-data xewww-form-urlencoded O raw hinary

Tests

£ B

Settings

GraphQL  JSON

<configResolveln

% intierarchical='true’
4 dnl’sysf'hl

2 cookie="85da2Sdabcfcofladea-5427-bass-a780-9e33548f505¢ "

Body Cookies Headers (14] Test Results

Pretty Raw Praview Visuadize AML =

Tirme: 1m 46,28 5 Size: 10617 KB

qcnnii?_kcsolvcbn'—r.-m iv="85da25dabc /cofladea-5d27-hass-aT80- 90335481595 ]

5RANS

1
2 coutConfigs
3 wldpess="10,124 145, 34"
Wed Apr 10 09:20:32 2024 CST +DBO@"
<computeRackUnit rr="rack-unit-1" adm

ctopSysten dn=":

4 = localTim

ed Apz 19 01:20:32 2024
sia/Shanghai and-alone® na

“poliey® availak "BE536"

ents="components® s t5ta “NA"

ccEnab isabled® »
APIC-SERVER-M2" numdfnd
NA" sPost5t

dlc-acifl-apicl”
PIC-SERVER-M2"

odel

cResetSta

completed®

Cookies

Beautify

[ Save as example

D Lo

»

pes"adaptor”
“4.A(1E)" s

"Fwupdate

setOadctivati

»</adaptorConnectorInfo:

rn="gxt-gth-1" >

[ 5 t b
7 <networkAdapterUnit sl Intel{R) 1356 1 Gbps Network Controller” tfm"2 ‘network-adapter-L” »

8 <notworkAdapterEthlf ath-1" »</networkAdapterEthIfs

9 <networkAdapterEthIf oth-2" ></networkAdapterEthIfs

18 <fnetworkidapterUnits

11 <adaptorUnit id="1% = “UCSC-PCIE-CSC- “equippedt te="palicy”

12 <adaptoxGenProfile “general® 51 ucsc-PCIE-CSC-02" al="" pHode="Disabled"”

13 smgmtController rn="mgmt® “UCSC-PCIE-CSC-82" serial rject="adaptor” vendors"Cisco

14 <firmwareRunning rne"fw-boot-leader” descr m="Cisco VIC adapter currently running boot loader firmware version® depleo nte"boot - loader” t

15 <firmwareRunning rn="fw-system" ons o VIC adapter currently running firmware version® d pnte " systen® t adaptor® versio

16 <fizmwarelipdatable rn="fw-updatable” Cisco VIC adapter backup fizmware version” a r="triggered” de "backup" ops

17 <firmwareBootDefinition rn="fw-boot-def" aptor” >

18 <fipmwareBootUnit n="Cisea VIC adapter startup firmare versisn® adeinState="triggered® image="running’

19 </firmmareootDefinitions

20 < /mgmtControllers

21 <adaptorExtEthIf portlde®g” i ="AD:23:9F:AD:FB:49" transport="CE" adminSpeed="18Gbps" op eds"10Gbps" rn="ext-eth-8" >
22 <adaptorConnectorInfo NFA® types*NfA® v or="N/A" partNumber="N/A" partRe on="N/A"

23 <adaptorLinkTraining link-training® 1 =< fadaptorlinkTraining>

24 <adaptorPartProfil port-profiles” po sunt="0" portProfiles »¢fadaptorPortPrafiless

25 </adaptorExtEthIfx>

26 <adaptorEXtELhIf pox fType="physical® link5ts up*® CAB:2I:OF:ADIFD A" 1 "10Ghps "

27 <adaptorConnectorInfo connector-info® NfA® type="N/A" "H/A" »</adaptorConnectorInfo:
28 <adaptorLinkTraining »<fadaptorLinkTraining»

louwe luwegles obosd PostMan JJoouwss IJs peoy uuesue eod Notepad I9 PyCharm lg
Visual Studio Code JJoeze IJJlgd W 1Jdisé 9 DN | woubl |Us MO.

pold 1 ldlgwegdle g0 1JWiss 9 DN Jdeulb 96 1Jje0606

lJpub 8o IJjp0s6 IJos wp odssuol Bs 9lzos IJpuwedse lyuu9pess (GUI) IJzldsse J CIMC

os "Tuwsl/gvogols”.

s | Summary

Server Properties

Cisco Integrated Management Controller (Cisco IMC) Information

Product Nama:
Serial Number:
PID:

uuiD:

BIOS Version:
Description:

Asget Tag:

APIC-SERVER-M2

APIC-SERVER-M2
4D1851A4-8179-418B-82B6-D1BF 14460673
C220M4.4.1.2¢.0.0202211801

ACI Lab - PODO1 - dic-aci1-apic1

Unknewn

Hostnama:
IP Address:
MAC Address:

Firmware Version:

dig-aci0l-apicl
00:A3BEETAIDC

4.1(21)

Current Time (UTC):  Wad Apr 10 01:27:36 2024
Local Time:  Wed Apr 10 09:27:36 2024 CST +0800
Timezone:  AsialShanghai

loze eu Tuwsliubogols' pu lduelse lJos szeol wagwoplo B 1Uelbss 1 ¢ 1Jpulb s
lJjpuss os "luvsligvogols” 9ldwiss os "leds uwble" 9lduvwds 1U) 9056 05 "sys/".

<ttroot>

<configResolveDn cookie="85da25da6c/c6f2adca-5d27-ba55-a780-9e33548f595c" response="yes"

dn="sys/">



<outConfig>
<topSystem

dn="sys"

address="a.b.c.d" currentTime="Wed Apr 10 01:05:12 2024
" TocalTime="Wed Apr 10 09:05:12 2024 CST +0800"

ti meZone="Asi a/ Shanghai "

mode="stand-alone" name="dlc-aciOl-apicl" fipsEnable="disabled" ccEnable="disabled" >

peld 2 1Ulgwegdle g0 10D 9 DN Jluwe I p o

luwe IJpuo s 1Uss e wdsuo B¢ 9lzos ldpuwetse Ihumgess (GUI) 1Jzldss J CIMC oy
"dIc-aciO1-apic1".

L] MNetworking |/ Network

Network MNetwork Security NTP Setting

+ NIC Properties: v Port Properties

NIC Made: Dedicated b4 Port Profile:

NIC Redundancy: = Mong v L
» Auto Negotiation

MAC Address: 00:A3:BE:E3:TADC .
Auto Magotiation: [v|

Admin Mode Operation Mode
Network Port Speed: Network Port Speed: 1 Gbps
Duplex: Duplex:  Full
» Common Properties + VLAN Properties
I Management Hostname:  dic-aciD1-apici I Enable VLAN:
Dynamic DNS: [¥] VLAN ID:
Dynamie DNS Update Demain: Prisrity:
Dynamic DNS Refresh Interval: 0 [0 (Disablad)- 8736] Hous(s)

loee go "dic-aci0t-apic!" B IJoolsz IJos Leeol uvles [Jusss. luvpe 1JpLosd o9 "dic-aci0l-
apic1". slJod o9 "mgmtlf'. sl v Jo IJJlgvdIso os "if-1"

<{froot>

<mgmtIf rn="1if-1" description="Management Interface Network Settings" id="1" extEnabled="yes" extIp="a.
ifType="physical” mac="00:A3:8E:E3:7A:DC"

host nane="dl c- aci 01- api c1"

dhcpEnable="no" dnsUsingDhcp="no" ddnsEnable="yes" ddnsDomain=
dnsPreferred="a.b.c.z" dnsAlternate="0.0.0.0" ddnsRefreshInterval="0" nicMode="dedicated" vicSTot="0" n
vlanEnabTle="no" vlanId="1" vlanPriority="0" portProfile="" v6extEnabled="no" v6extIp="::" v6extGw="::"

veSTlaacIp="::" vb6dhcpEnable="no" v6dnsUsingDhcp="no" vednsPreferred="::" v6dnsAlternate="::" subject="b

adminNetSpeed="auto" adminDuplex="auto" operNetSpeed="1Gbps" operDuplex="full" >



w83 3JY §p wlgwogdle CIMC Visore oy https://CIMC 1P/visore.html. 959198 luwp IJp oS0
"dlc-aci01-apic1" pog DN= "sys/rack-unit-1/mgmt/if-1'.

RackServer XML API Visore

Filter
Class or DN: | sys/rack-unit-1/mgmt/if-1 inHierarchical  false |
Property: | Op:[== v|Vall:| Val2: | |
Display XML of last query
Total objects shown: 1
mgmtIf 2

Idn sys/rack-unit-1/mgmt/if-1 € 2 I

description Management Interface Network Settings

id 1

extEnabled yes

extlp L

extMask 255.255.2550

extGw [ |

ifType physical

mac 00:A3:8E:E3:7TA:DC

Ihostnam-: dlc-aciOl-apicl I

dhcpEnable no

dnsUsingDhep no

ddnsEnable yes

2. 151,86 CIMC g0, 91206 yp2é clouséle REST

« Vs IJgbes 10 J&s Ypo wldved wogrsd 1JWss 9ldluwe Idpps) (DN) Idebled JJJlisy
1Jesl, (MO).

* SpJdud lgwegsle 1Usesé IJupelbsé Ansible community.general.imc_rest J|s1,6 CIMC g,
APl oubs) pedyple IUovdlosd IJs: aelis § IMC REST MODULE

luwegsle Iuwdaw API configResolveClass Jl weols IJpgJgple

configResolveClass: suve,ze IJluvdow Jlisu poly Bs Wiss peswé. 131 Jly InHierarchical=true.
oeess lJuolsg eds wslog. 9pold eds s3dI Ilpweedle gu luodh Idwlpz Idelows. luvegse
luvdow API configResolveClass 9235 pg 9 [Jisé 1Ugluo wldle,.

[2le peuss wivlpe vuos s Slod JJobosy:

<#root>

- name: IMC login and check
community.general .imc_rest:


https://CIMC_IP/visore.html
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html

hostname: '{{ imc_hostname }}'

username: '{{ imc_username}}'

password: '{{ imc_password }}'

validate _certs: false # only do this when you trust the network!
content: |

<
confi gResol ved ass
inHierarchical="false'
cl assl d='firnwareRunni ng'

/>

luwegsle luudsw API configConfMo Jogssd IJedoso

Joessd odasu MO Uluwegsle 8leos wypzs wbwsdle CIMC. Iuuegsp b,s@é configConfMo.
Op uopSe 030 [Ubys 6 Jodss leable 1diey MO 1deess Iy wessdol. gos lguesgle
configConfMo: ey IJpop w99s) ped9ple [Jiso |_9 DN IJ>@s @6 1Jglues o MO 1J3s e)gw BOs
wedsdo.



compueReunt | inHiers

Display XML of last query
Total objects shown: 1
computeRackUnit 2
dn sys/rack-unit-1 € >
adminPower policy
availableMemory 65536
model APIC-SERVER-M2
memorySpeed 1600
name APIC-SERVER-M2
numOfAdaptors 2
numOfCores 12
numOfCoresEnabled 12
numOfCpus 2
numOfEthHostlifs 2
numOfFcHostlfs 2
numOfThreads 12
operPower on
originalUuid 4D1851A4-8179-418B-82B6-D1BF14460973
presence equipped
serverld 1
serial FCH2113V2WF
totalMemory 65536
IusrLbl ACI Lab — PODO1 - dic-aciO1-apic1
uuid 4D1851A4-8179-418B-82B6-D1BF14460973

2l peuss wvlpe vuos Es) Slod Jdobosy:

<ttroot>

- name: change CIMC description
community.general .imc_rest:
hostname: '{{ imc_hostname }}'
username: '{{ imc_username}}'

password: '{{ imc_password }}'

validate certs: false



content: |

conput eRackUnit dn="sys/rack-unit-1" usrLbl="new_| ab_Cl MC _descri pti on"

/>

examples:

3. peld uwsy £pd wd9su lepes CIMC

w20lpz APIC o0 Cisco o9 wyulpz 9228 IJwedp B 19,09 Jdwuss 1wl mss (ACH IJpe oo
eds uvduwds UCS C220. s9 0z wwesy Idepd Igpdss IUIUss Jlghs wuoss) woulez APIC.

1. Login to CIMC with pre-check
- Retrieve firmware version
- Retrieve faults
- Retrieve TPM status
2. Update CIMC configurations
- Update management hostname
- Update Description
- Update Timezone
- Update ntp
- Enable SOL
- Update CIMC mapping vmedia
- Update CIMC boot order to CIMC-map
- Reboot CIMC
3. Ansible run shell expect to monitor installation status and enter iso link for APIC installation speed up
4. Retrieve CIMC post installation status
- Update CIMC boot order back to HDD
- Power-on host

pold eds 19226 &) 1JSleds Jdouvgsd:

S



pdlebbs: souoeu IJpeld pedsele 1dpzess S8l wuvs) 9296 IJoede Iddleds €
lJslods JJluwwesle [Js 9g>6 community.general.imc_rest oo 099¢ lJ9sw |)uwes
Ansible

<{froot>

- name: Login to CIMC with pre-check
content:

<
confi gResol ved ass
inHierarchical='false'
classld

='firmwareRunning'/>

<
confi gResol ved ass
inHierarchical='false'
classld

='faultInst'/>

<
confi gResol ved ass
inHierarchical='false'
cl assld

="equipmentTpm'/>

- name: IMC update CIMC infra info
content: |



mgnt | f

dn="sys/rack-unit-1/ngnt/if-1"

hostname="d1c-aci0l-apicl"/>

conput eRackUni t

dn="sys/rack-unit-1"

usrLb1="ACI Lab - PODO1l - dlc-aciOl-apicl"/>



t opSyst em

dn="sys"

timeZone="Asia/Shanghai"/>

comri\t pPr ovi der

dn="sys/ svc-ext/nt p-svc"

ntpServerl="ntp.esl.cisco.com"/>



- name: Update CIMC configurations
content: |

| shoot VMedi a

dn="sys/rack-unit-1/boot - preci si on/ vm Cl MC- map"

name="CIMC-map" type="VMEDIA" subtype="cimc-mapped-dvd" order="1" state="Enabled" />

comm¥Medi aMap



volumeName="ACI-automation" map="www" remoteShare="http://a.b.c.d/Images/ACI/4/4.2/" remoteFile="aci-a

dn="sys/ svc- ext/vnedi a- svc/ vnmap- ACl - aut onati on"

>

conput eRackUni t

dn="sys/rack-unit-1"

adminPower="hard-reset-immediate" />

# Ansible run shell expect to monitor installation status and enter iso Tink for APIC installation spee
- name: copy apic init script to
template:
src: "init.sh"
dest: /tmp/init.sh
delegate_to: localhost

- name: Make script executable

file:

path: /tmp/init.sh

mode: "+x"
delegate_to: localhost
tags:

- render

- 1init



- name: Run the generated script
command: /tmp/init.sh
delegate_to: localhost
changed_when: no
tags:

- script

- name: Retrieve CIMC post installation status
content: |

| shoot VMedi a

dn="sys/rack-unit-1/boot - preci si on/ vm Cl MC- map"

name="CIMC-map" status='removed'/>

comm¥Medi aMap



dn="sys/ svc- ext/vnedi a- svc/ vnmap- ACl - aut onati on"

volumeName="ACI-automation" status='removed' >

| sboot St or age

dn="sys/rack-unit-1/boot-policy/storage-read-wite"

access="read-write" order="1" type="storage"/>



conput eRackUnit dn="sys/rack-unit-1"

adminPower="up" />

delegate_to: localhost
tags:
- retrieve_CIMC_status

pedyple slo LoJs

>Jsd puypz Cisco UCS JJzobe ldpewwé loJ Cisco IMC XML API

community.general.imc_rest module - |51,6 Izo36 Cisco IMC oy, g JIJ REST API Il o ol

UCS Manager Information Model Reference



https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/api/3_0/b_Cisco_IMC_api_301.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/api/3_0/b_Cisco_IMC_api_301.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/api/3_0/b_Cisco_IMC_api_301.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/api/3_0/b_Cisco_IMC_api_301.html
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://docs.ansible.com/ansible/latest/collections/community/general/imc_rest_module.html#ansible-collections-community-general-imc-rest-module
https://developer.cisco.com/docs/ucs-mim/latest/

agy 030 IJUjapd )
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