oS> yvobé Logseo J LDAPs

lJpzosslo

| Jp, 9506
lJpobJole |l wlw s

lJodoule | OEdp0

lo | wl 6

lJp 9500

S9uoT 05l I.Jro,_.,uog,) JsI9S6 weass Idguobs (Idguwoble) Iduseses Juyswsdsd 1Jyosd I.JT,og,
IJs IJ>dsd 86 IJgj0 (LDAP).

e bdule IUIguluss

IJpobdolo
JI w9 pobdole gluos Josdl ldpuuous.

lJedyule IJpuucsped

Jl s, o3l ldpuwows eds luesble wilpz 9pdsvle pbsé pesus.

op logule |JpEJ_9Io|u IJ_9|J)6 IS o3l Idpwews pu |._JiaoJ6 1J 09296 WS w56 pgpdso gluoo.
u)lu ZPSE I.JlaoJo I.J,ouuua)‘oo OSs 03l |JPUJJUU) uud_9.5u PPUNIT (lwe,)luos). bl Jlge
L}Uudud puluu_)Os duld) PU L.BOrDLJ .J.Julu;S_) |.JroaurDJ JI.S |‘o_)

peJ9plo Il yuss

sobdo wy90999J LDAP 1Jley o s99u peld wble 1Jzsuwws 1psess (UCS) poval sds
wwduwdeé I uoble |9 lJuwoble 1duoeszd Judls p9e9 9 wol.

B glJs el Jolys £y Loesesd (19 uvduwds). Is B 21Js £30 9295 Lolré. o id IJe ol 86.

Jozas pl Bl Iy pu ldezopd 929> puivdJs Vs Iduvoels (IJioble).



131 slzow pusldd pg LDAP IJlpu: luueese wuozse leble LDAP JJozdd po wozsd Iduioble.

[username]

[password]

connect nxos * (make sure we are on the primary)

debug ldap all

term mon

w83 3JYi lvwe eduws gpd wluss 9zlad wuwesd 1Usgsd wluwedsle wslule lgwels LDAP
Ilows 1Jglo6 .

ouwed eduws IJeed pe wpdso cuoest IJigble pelsds ouvesd IUsgsd. B eduwé
lIJouwesd: O woubesd IUle, undebug Jlsslo 1dpss> pu ldptszle.

undebug all
Joesss ol Bl Jlow ould puvdJé peopds B Iduvolé. lze 18)lz wuoese IJigble Joso

2018 Sep 25 10:10:29.144549 1ldap: ldap_do_process_tls_resp: (user f-ucsapac-01) - ldap start TLS
sent succesfully; Calling ldap_install_tls

2018 Sep 25 10:10:29.666311 ldap: ldap_do_process_tls_resp: (user f-ucsapac-01) - TLS START
failed

B 2l Wund TLS: s, logvle louold Tew 98 ud 1Jpuol>§6.
Jogass [Jyivebsldyuduwds IJos sew luveéslpeol.

CPTI LTSI 929 Suvd B luwsuw Ilouold 1dlew: 35 Iduielss (Iduioble) IJuozses IJos
Sew lu wds.

Iuwegse lselodsiy Jdodlb Idleuold ep luuegz Iduelss (19 1dusduwds) pu IJpdy.

B eduws cuoese Iigble IUglLo8 o §p vogsgsd IJle:

ethanalyzer local interface mgmt capture-filter "host <address of controller/load balancer>"
limit-captured-frames 100 write volatile:ldap.pcap

w83 3JY 2lod 139 0,6 8,8 wluwegsle wslule IUlgepls.

wee o Jl ess ls pizle 23826 B pduwé wuoese IJigble. lbod IdIdodlb. IJlguegsle (Ctr
+C).

odd Idedlb 1Jgpé e Fabric Interconnect (FI) Lluwogsle o3l 1ie):

copy volatile:ldap.pcap tftp:
ween? 1o sdsu Jssd pJd Idap.peap. ez Idpdd b Wireshark sl g0 2506 wwdl B
wosisé loold TLS.

lue suwebse slse Huulds pelod Bs IUpedspd Suve JJzirs: Jol 09 paLoe B IJues)é:

Server Hello, Certificate, Certificate Request, Server Hello Done



| 7 o.498834 [ ssLv2 198 Client Hello

4 8 o.753307 [N T 1514 [TCP segment of a reassembled FDU]

! 9 e.755002 I TP 1514 [TCP segment of a reassembled PDU]

[ 10 e.755040 [N TCP 66 56328 - 3268 [ACK] Seq=156 Ack=2943 Win=11776 Len=8 TSval=1166916677 TSecr=112994803
11 1.005008 TLSv1 875 Server Hello, Certificate, Certificate Request, Server Hello Done

12 1.887214 73 Alert (Level: Fatal, Description: Unknown CA)

T2> 030 1Jgjpd 99p wupdsol:

Secure Sockets Layer

-->TLSv? Record Layer: Handshake Protocol: Multiple Handshake Messages
---->Handshake Protocol: Certificate

—————— >Certificates (xxxx bytes)

b [3 Reassembled TCP Segments (3785 bytes): #B8(1448), #9(1448), #11(809)]
v Secure Sockets Layer
¥ TLSvl Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.8 (@xe3e1)
Length: 378
i v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2]

Length: 7@
Version: TLS 1.0 (0x@381)
» Random

Session ID Length: 32
Session ID: 8d34808098910cR57c220a%a20684445399d6c37d95a0488. ..
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@ez2f)
Compression Method: null (@)
v Handshake Protocol: Certificate
. Handshake Type: Certificate {(11)
i Length: 1695
| Certificates Length: 1692
v Certificates (1692 bytes)
Certificate Length: 1689
——» » Certificate: 388206953082057daf@302910202100ea24@019877856@87T7a. .. (id-at-commonName=I

e Iduwlo,y 1dpe oy Iduuoel>é.

lod) wi elouw Iispo B9 o3l 1duwle, 9233 wuoss) Sle wleo Izsp 50 db 1Jpdd Jpdd
.der.

oz Iduvol>s s Windows gluedd IJs gdles wuase puwh [Jubolss.

03l sboy JI ldpuwb 1Jdled pu I3y Uol>s [Js 19188 (wolss IJeuosd). Sp el sds Jzpse
18> 1dpozé ol £511J9,86.

Select the node
-->Select 'View Certificate’
---->Select the 'Details' tab



General | Detals  Certification Path |

—Certification path
.: DigiCert Global Root G2
) DigiCert Global CA G2

-

Intermediate

Leaf
Root

fiew Certificate

Certificate status:
is certificate is O,

Learn more about certification paths

oK

233 2sh ouwe IJs pdud sloce pelde ouess) IJubeble (oi-:b eU luwodsle couws w)yps)
Base-64).

35855 031 1 Jouile o .cer JIJ £636 po 1Jgd> 1Up92936 b5 1JBls 6 g0 [ plJol.



Certificate X
"General Detals | Certfication Path |

> | Certificate Export Wizard Ed

= = — Welcome to the Certificate Export

= Version v Wizard

_1|Serial number ] This dheb o o
I= ’ o iS5 Wizar 5 you copy certificates, certificate trust
fol Signature algarithe shm2SERSA %‘; ] lists and certificate revocation ksts from a certificate

-||signature hash algorithm sha2ss g store to your disk,

=1/ 1ssuer DigiCert Global Root G2, www.... e A et wih & e b ot .

. y , certi » which is issued by a certi n authority, is

=] 'Iald from Thursday, August Cll' I8 a confirmation of your identity and contains information

|| valid to Tuesday, August 01, 2028 8:0... used to protect data or to establish secure network

—|| Subject DigiCert Global CA G2, DigiCer... :l connections. A certificate store is the system area where

certificates are kept.

To continue, dick Next.

Edit Froperties, I CWYWFE"' |
Learn more about gertificate detals

x| pak | mext> | concel |

Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
{" DER encoded binary X.509 {.CER)
1 (% Base-64 encoded X.509 {.CER)
" Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)

ez 030 IJpddle s Notepad. 9 Notepad++. 9 Sublime. 9l |Us 3JY Jg,uo Iduiolss I ez egs.

Jlousle IJgudguds (151 Il 0uld 9lp) B0z puwens 23683 98 wduod IJubel>s [Jpduwes
JJE 856 1Jl3.s,6.

lgpd £Jis 55126 1J8lisps o 2l Jupd IJ Uolss pgsls souwes g Ierze IJpuosd 1Jzs).

IJuod lel IJesze IJpued Iess (131 Jp wdo ould guduwds) Iy Iduwduwds widedol IJos $pw
wwadssol IJs 1Jugbs [Jesesd wol.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



