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Permissions Administrator  Mon-
Administrator

Permissien to run osqueries

Permission to update (rename)
existing query jobs or disable
scheduled gueries.

Permission to view query catalog

Permission to add queries to an
org catalog

Permissien to update or delete a
query from the org catalog.

Permission to run scripts from the
talos provided cataleg

Permission to run custom/fad-hoc
scripts (non-catalog)

Permissien to run scripts from the
org cataleg.

Permission to update (rename)
existing script jobs or disable
scheduled scripts,

Permission to view the script

catalog

Permission to add scripts to an
Org catalog.

Permission to update or delete a
script from the org catalog

Permission to view job
[queryfscript) results

Permission to view the webhooks
in an arg

Permission to create new
webhooks in an org

Permission to update or delete an
existing webhoaok

Permission to view an ofg
platform features like org links.

Permissien to update platform
features like enabling/dizabling
scripts feature, authorizing cisco
XDR intelligence, creating
arganization links, etc

Permission to view org devices,

Permission to view user lst in an
org.
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Resource  Action Permissions Administrate  Incident Security
r Responder  Analyst
Query Run Permission to run
asqueries
Query Update/Disable  Permission to update
(rename) existing query
|ebs or disable scheduled
querias.
Query Read Permission to view query
Catalog cataleg
Query Create Permission to add queries
Catalog to an org catalog
Query Update/Delete  Permission to update or
Catalog delete a query from the
org cataleg.
Seript Run Cisca Permission to run scripts
Catalog Seripts  from the talos provided
catalog
Seript Run Custam Permission to run
Seripis custom/ad-hoc scripts
(non-catalog)
Seript Run Org Parmission to run scripts
Cataleg Scripts  from the org catalog.
Script Update/Disable  Permission to update
(rename) existing script
jobs or disable scheduled
sCripts.
Seript Read Paermission to view the
Catalog script catalog
Seript Create Permissien to add scripts
Catalog to an Org catalog.
Seript Update/Delete  Permission to update or
Catalog delete a script from the
arg catalog
Job Read Paermission to view job
Results {gueryfscript) results
Wiabhooks Read Permission to view the
wiebhooks in an org
Webhooks  Create Permission to create new
wiebhooks in an arg
Webhooks  Update/Delete  Permission to update or
delete an existing
wibhook
Platform Read Permission to view an org
Features platform featuras like org
links.
Platfarm Update Permission to update
Features platform featiures like
enabling/disabling scripts
feature, authorizing cisco
XDR inteligence, creating
arganization links, etc
Devicas Read Permission to view org

Aculroo
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