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c IJpub s 1Jle,sdss:
- api-sse.cisco.com
- mx*.sse.itd.cisco.com
- dex.sse.itd.cisco.com
- eventing-ingest.sse.itd.cisco.com
- registration.us.sse.itd.cisco.com
- defenseorchestrator.com
- edge.us.cdo.cisco.com

« pubb@s Idlezls 1Ulg,90s:
- api.eu.sse.itd.cisco.com
- mx*.eu.sse.itd.cisco.com
- dex.eu.sse.itd.cisco.com
- eventing-ingest.eu.sse.itd.cisco.com
- registration.eu.sse.itd.cisco.com
- defenseorchestrator.eu
- edge.eu.cdo.cisco.com

* pub 6 luwsl (APJC):
- api.apj.sse.itd.cisco.com
- mx*.apj.sse.itd.cisco.com
- dex.apj.sse.itd.cisco.com
- eventing-ingest.apj.sse.itd.cisco.com
- registration.apj.sse.itd.cisco.com
- apj.cdo.cisco.com

- edge.apj.cdo.cisco.com



* pub¥s lygwosldsl:
- api.aus.sse.itd.cisco.com
- mx*.aus.sse.itd.cisco.com
- dex.au.sse.itd.cisco.com
- eventing-ingest.aus.sse.itd.cisco.com
- registration.au.sse.itd.cisco.com
- aus.cdo.cisco.com
* pub s lJous:
- api.in.sse.itd.cisco.com
- mx*.in.sse.itd.cisco.com
- dex.in.sse.itd.cisco.com
- eventing-ingest.in.sse.itd.cisco.com
- registration.in.sse.itd.cisco.com

- in.cdo.cisco.com
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Learn more
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Settings
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Send events to the cloud @ View your Events in Cisco Security Cloud
B Intrusion events
File and malware events
Connection events
Security
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<#root>
root@firepower:~#

netstat -anlp | grep EventHandl er _SSEConnect or. sock

unix 3 [ ] STREAM CONNECTED 133064 4159/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.sock

<#root>
root@firepower:~#

Isof -i | grep conn

connector 5301 www 6u IPv4 471679686 0tO0 TCP f1irepower:53080->ec2-35-158-61-95.eu-central-1.compute.ama
connector 5301 www 8u IPv6 104710 0tO TCP *:8989 (LISTEN)
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<#root>
root@firepower:~#

curl 1 ocal host:8989/v1/cont exts/default/tenant

{"registeredTenantInfo":{"companyId":"601143","companyName":"Tab","domainName":"tac.cisco.com","id":

"Cisco - |ab"
, ll_i dll :
"8d95246d- dc71- 47c4- 88a2- c99556245d4a"

,"spId":"AMP-EU"}]1}
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Cisco XDR

Cisco XDR enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows this platform l' )
to send high fidelity security events and observations to Threat Response.

Eventing

Eventing allows you to collect and view events in the cloud. o ) it

oS edles IJowsse 1Uizos eds Blisps wldizess IJe vz ds.

p3¢d JIJ zobs Blod JJouwse 9szo9s eds Idpedsele lJoldseé:

"56‘



« pey IJzoly - B 2lJs 2ol IJzelsd IUleu: spdo Idess) gds 03l 1dpgyd pu gJIJ
lJIuwogdlpe gu curl -s http://localhost:8989/v1/contexts/default | GREP Deviceld

© obsetldouwesd
* guslu IP

* luodb psued SSX
- T wessd

IJizsle

cuwpe Jol edlps lJowsse Idile voodss Idlplele eds Uoslole o wp buslol
w9luwlos "pol) Idgelss IJled" sldos cpw peldzwol 98, 00l Vs "wubd grple IUlel".

1. 0o WBs6 Blisps Ui@l& slougile g9lpd IJo o806 929 bol.

2. [bbol, Ig 36 1Jza9d Il Lolbs6 19 [2usldol.

3. pulzed IJipsle 1Jpyuwds oo lzoss 2ol 1z elss 1Ulew.

B 1Uspz wsw 2ob 1z elss IUlew 9¢s0le IUlely wulbd éple IUlels sop 38 p lugle 1Ulzsle

IJelJsé:

ouwes goly IU>usle

luosl) zols Id>sle gu

TN SV lJp>e9,06 JJodlpd lJoosss 1desg9pe Jodlpd
IJeolui, Syslog
l2sle 1dobw 6.4 903, 6.3 slJlosble 1JJIz 86

i@l& louold 3le ing@é eldsé:

* leole lepold Ipced §6
Nielo.

o lesle 1dlogold Ipos 9o

lJluoosl, 6.5 9lJloshle

IJi@o

. _ oy ES) PIEPS
lesle IUpdle slduler Jl>e
IJoolys.
. itfl':' Jlouold IJpoed 80
vlepdle IJobuad.
; . luosh, 6.5 slluosble |, ..
l2ole Idpdle sldoolez 1JUol6 Jedl, 65 sldleol ES) pIEYPS

lgwedunld 1izsle sluadlzel IJos Jp wop peldeeol Bs ol gple 1Jlply

B 2lJs p)ldus Tole peswd Bbs "prds bhs a3l Ieplss IUlee" spdo ldbde Jogsss el ]



http://localhost:8989/v1/contexts/default

Jlpe IJipsle voblod pe 1duingb (odd 1dpcedds lpsle Idolbuy] sldpdSledoslee
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<#root>
root@firepower:~#

curl | ocal host:8989/vl/cont exts/default

"statistics": {
"client": [
{
"type": "Events",
"statistics": {
"ZmgStat": {
"LastCloudConnectSuccess": "2025-01-21T10:03:13.779677978Z2",
"LastCloudConnectFailure": "2025-01-20T10:54:43.552112185Z2",
"LastCloudDisconnect": "2025-01-20T11:35:44.606352271Z7",

"Tot al Event sRecei ved": 11464,

"Total EventsSent": 11463

Seus £33 IJipsle IJpedsls B TotalEventsReceived 1 Jigsle 1J8loJds JJobosd JJLusld
!JnS "le)d E_.)ka"; |J|ro|Q" |JCJ;§ P p&'Jan -._nguubé "a_.)l_) |Jap|§6 |JTpQ".
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Cloud.
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Ingfw/var/sf/detection_engines/<engine>/.

luwoubl lds uved 2o@ pedd JVY o)ps) Idblog 1Ujpus wluwedsle u2dump:

<{froot>

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-1#

u2dunp unified_events-1.10g.1736964974 > ../full dunp.txt

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-1#



cd ../instance-2

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11ed-be66-77bcdf78a081/instance-2#

Is -alh | grep unified_events-1.10g.1736

-rw-r--r-- 1 root root 8.3K Jan 5 08:19 unified_events-1.70g.1736064964
-rw-r--r-- 1 root root 5.0K Jan 7 23:23 unified_events-1.70g9.1736292107
-rw-r--r-- 1 root root 16K Jan 10 03:17 unified_events-1.70g.1736393796
-rw-r--r-- 1 root root 4.7K Jan 12 16:02 unified_events-1.10g.1736630477
-rw-r--r-- 1 root root 4.8K Jan 13 11:10 unified_events-1.10g.1736766628
-rw-r--r-- 1 root root 5.5K Jan 14 22:41 unified_events-1.70g9.1736865732

-rw-r--r-- 1 root root 5.5K Jan 15 18:27 unified_events-1.10g.1736964964
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11ed-be66-77bcdf78a081/instance-2#

u2dunp uni fied_events-1.10g.1736964964 >> .. /full dunp.txt
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<#root>

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081#

grep -i "ips event count: 1" full dunp.txt

IPS Event Count: 1
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<{froot>

"FileEvent":

{

“Subtypes”:

{
“FilelLog”:
{
“Unified2ID”: 500,
“SysTogID”: 430004
1,

“Fi | eMal war e”:

{

“Unified2lD': 502,



“SysTogID”: 430005
}
}
}

J3JJe w29 Vs odo Iduwedle 1Jpuivd)e:

<#root>
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11ed-be66-77bcdf78a081#

cat fulldunmp.txt | grep -A 11 "Type: 502"

Type: 502(0x000001f 6)

Timestamp: O

Length: 502 bytes

Unified 2 file log event Unified2FiTlelLogEvent
FiTlePoTlicy UUID: f19fb202-ac9e-11lef-b94a-c9dafad48lcf
Sensor ID : 0O

Connection Instance : 1

Connection Counter : 5930

Connection Time : 1736964963

File Event Timestamp : 1736964964

Initiator IP : 192.168.100.10

Responder IP : 198.51.100.10
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- URL_SI_Category

- DNS_SI_Category

- IP_REPUTATIONSsi_Category
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