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* api-sse.cisco.com
» eventing-ingest.sse.itd.cisco.com

* mx*.sse.itd.cisco.com
» dex.sse.itd.cisco.com
+ eventing-ingest.sse.itd.cisco.com

* registration.us.sse.itd.cisco.com

pob s 1ozl 1Jls 90

* api.eu.sse.itd.cisco.com

* mx*.eu.sse.itd.cisco.com

+ dex.eu.sse.itd.cisco.com

» eventing-ingest.eu.sse.itd.cisco.com

* registration.eu.sse.itd.cisco.com
I8dse lodlo
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Cloud Services for XDR BETA - TAC Org

Cisco XDR

Cisco XDR enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows this platform ( )
to send high fidelity security events and observations to Threat Response.

Eventing
Eventing allows you to collect and view events in the cloud . -;:.-
IJg1o96 3. spdud 1Joedd pu lve spdud 1JIu 46 1Ulzes6 1Jpumweds s SSE:
° ==
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/cisco_security_cloud/about_cisco_regional_cloud.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/cisco_security_cloud/about_cisco_regional_cloud.html

* apjc.cdo.cisco.com
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asco Security Cloud Control

Select an organization *

&> Organization
e d-- MNorth | (! Search for an organization
America
Create new organization
%45 Home

|- - North America

lJglo9s 3. wpzyd wedss IJpduwuwo lJpoluwes: lood |Js Products>Firewall. w299 ppl 131 Jlo
IJzol J>s9 99l olJed 1o Jp sYu 09293 Ospdoud wuopsuo IUs IJogdp BOs yuglud
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IJizoj6.
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Auto discover from Cisco Use Credentials
SecuntyCIoud Onboarding a device using an IP
Auto discover and auto onboard On- address or host name and a username
Prem FMCs integrated with Cisco and password (Version 6.4+)

Security Cloud
Firewall Management Center

IJg 96 4. luodd |Js Administration> o, 1316 2al) 1z plsé: Sop o@dsp Blispes wlubes FMC
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Security Devices

T] l Devices | Templates | | Q M r .. Displaying 4 of 4 s B n

Al FT

Onboard FTD Device

Follow the steps below

|’: T - £ Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch
i — provisioning method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device
' manager will ne longer manage the device, and all existing pelicy cenfigurations on the device will be lost except for the basic interface

Firewall Threat Defense configurations. Therefore, you must configure the policies from the corresponding manager.

Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
Onboard a device using a registration i environment
Ll d from 5CC od Deploy 8 G upponted eloud
on ¥ n platforms: A P, and Azure

s ]

Bulk Onboard using CSV File
Usa this mathod for adding multiple
devices by uploading a filg, with
template adas

IFTD 7.44)

1Jeb9o 5. wpzrd ouwesd 1Usuosd IUs i@_o_jod Is "ldoedp Bs yuglud IJiolo" spdod
ool B Idpgisu.
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Devices for XDR BETA - TAC Org

T2

dpz eb IJepelsd I.JT,oQ 7.2.x pg Cisco XDR.

1Jgo9s 1. O eI blys 2ol 1Uzpelss IUlew: luedd IUs 1> pz>SecureX

HI‘EWd” M_a nl'_d'_ge ment Center Overview Analysis Policies Devices Objects Imtegration
SecureX Setup SacureX Intelligence
Security Analytics & Logging Incidents

This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. | Other Integrations Sources

IJglo96 2. 1o IJpulb 86 1 poluws: 91ud) W98 wedsy SecureX.



-~ Firewall Management Center

on | SecureX Overview Analysis Policies Devices Objects Integration
(eqrauon [ S>ecu

SecureX Integration

SecureX Setup

This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. Learn more [

1 Cloud Region This setting determines where events are sent to, if configured to send to the cloud, as
well as data generated by the Cisco Success Network and Cisco Support Diagnostics
tools.

Current Region us-east-1 (US Region)

2 SecureX Enablement After completing this configuration, the SecureX ribbon will show up at the bottom of
each page. Learn more [

l Enable SecureX % ]

lJglogs 3. wed lJud) W9l wedsy SecureX: Vluo sgs> wozsoed lJs Loz puolb 96 Cisco
Defense Orchestrator (IJos ouuodss po wuwesd 389J uvelwd 1Jielo): 1ud,) W polugs [Us
Cisco SSO.
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Welcome to the Cisco Security Cloud

Delivered through Security Cloud Control (SCC)

Staying on top of security is easier than ever. Security Cloud Control helps
you consistently manage policies across your Cisco security products. Itis a
cloud-based application that cuts through complexity to save time and keep
your organization protected against the latest threats.

SCC complements FMC by allowing you to:
* Drive consistent policy through shared object management with FMCs
+ Enable Zero-Touch Provisioning of FTDs
* \iew events in the cloud
+ Get a centralized view of inventory across FMCs
+ Leverage cloud CSDAC and Cloud Delivered FMC
* and more

To continue with cloud registration of your FMC, you will need a Cisco
Security Cloud Sign On (SS0) user account.

If you don't already have a Cisco 5SSO account, please proceed below and
Sign Up for free. Note that you will need to restart the cloud registration from
your FMC after your new SSO account is created.

If you already have a Cisco S50 account, please proceed below to choose or
create a free SCC account to register your FMC.
Let's get started!

1 2

Sign Up/Sign In with Cisco S50 Register FMC with a SCC Tenant

Continue to Cisco SS0O

IJe 96 4. spdod lol coas> puwcler guuos code B welws lelo e9293 pumvwdl Is logile
euwolz) zass.

IJglo96 5. 235 IJpuwole) IJpoluve 90ids po o 1e5 1Uss ooddle Bs 030 IJLowes sblud
1) 1d3s woddlo bds FMC. I3l Jlg pblud: lod, 98 wégsd FMC.



Grant Application Access X

Please verify the code provided by SecureX.

9C1FECS5Z

Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If
the codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

9C1FECS52

FMC would like access to your SCC tenant danieben.
» Users: All internal users in FMC will have read-only access to this
SCC tenant.

« Data: FMC will be able to collect data using SCC APls.

The FMC will be registered with tenant danieben

Authorize FMC

IJe s 6. ¢ wslole lewels ouvzsd 103e9d Is welos Ulelo seéssd 1sez: wer 19eeldo.
Sup u@spe wldsy gds lu FMC @5 wp wgssdol JJouwesd pe uwelud lply Cisco.
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CISCO

Welcome to Security Cloud Control

You have successfully authorized your FMC to register with Cisco Security
Cloud, you may now close this tab.

IJe¢bgo 7. v 1Jopld IJowss o spdod lehe IUlouold o FMC: gogas> IJi@I& lJos oyss
Luwldol IUs pzeses Idulb)le 90 pzys IJluwole oo 3JYi 109, 998 edb.

IJg1096 8. spdud wesss wpdsu ojlew SecureX (I pwd XDR)

2 SecureX Enablement After completing guration, the SecureX ribbon will show up at the battom of

each page. Learn

A SecureX is enabied for US Region. You will need 1o save your configuration for
this change to take effect

3 Event Confguiaton & Send events o the cloud © View your Cisco Cloud configurtion

Intruston svents Wiew your Events in SecureX

Fikes and matware gvents

Connectson Events
Secunty

w Al

4| Orchestration Enable SecureX grchestration to alow SecureX users to bulld sutomated wordkdlows
that inferact with varicus resources in the Secure Firewall Management Center.
Learn mare 5

Enable SecureX Orchestration

Specify the Firewall Management Center user role you want 10 assign 1o the

orchesiration workflows.

Access Admin

IJg 96 9. luodd |Js XDR>Administration (1,6 XDR)>lJzol; On Premises sluze go lzojod.
Sew 1o sop ogwesdol odylssl.

IJg 196 10. loedd [Js 1bls XDR>g pdsle IJedled 9o pdso wdled 2l 1dzplss IUlew.



Secure Firewall

4 Clsco Managed

Secure Firewall (formerly Firepower) provides complete
and unified management over firewalls, application

control, intrusion prevention, URL filtering, and
advanced malware protection.

Free Trial Get Started

IUg 1095 10.1. 3p woesso luve Jdodled 1Jgluo v lod, B9 +l olss.

ADD INTEGRATION

Integration Name

Secure Firewall CDO Integration

Manage On-Premises Appliances J [ — Check for New Appliances

Name Version Status Description IP Address

AMP 7.2.5-208 [¥) Registered JMX2716X2M1 10.
MexAmp-FTD 7.2.0 (¥) Registered 10. MexAmp-FTD (FMC managed)

mexMEX-AMP-FMCmex @ Registered 10.: mexMEX-AMP-FMCmex

Rows per page | 30 v | 1-30f 3

Create Dashboard

Create a dashboard of the tiles associated with this integration, which can be shared by all members of your organization.

sosz Jd o3l 1Usez lesle IJozdsdle slsd XDR.




U586 2 (IJedled IJJle]): [ésle 1Jizsle s XDR

IJ¢b9s 1. 2w 1o Seuss eusle CDO Ussd eds wigsue wedsdle Ilelo sldouvzsd Jlghs
w9eso IJIzsle |Js Cisco XDR.

1Je 96 2. $rzs luwogle 1Jebsle IJpsoes wulodl Jouwesd lzosod B SSXoldeedp B
wvelos [Jlelo.

IUekss 3. wers IJluwole: syzs 1dsuesd [Us TAC Glywegsle oo lodluosd sbduw sob
IJoede WS uwelws IJlelo/SAL wopdsdle XDR.

* P‘C‘)'*é rouuoi@ CDO
* lu-“r° CDO

XDR Org ID

° 'oe)g.i) Pu»Oia) SSE
» | up SSE

* P& pduu s SCA

IUgboss 4. &lds po ool zuule CDO IJgluo wd wuslus cedsdle XDR.



— Events & Logs X
> Events
Jobs
e
Multicloud
Defense Logs
Change Lo
Monitor 8 Q
Firewall Threat Defense
Insights &
Reports
A

Events & Logs

oo ldopld Idhoulb: spdud Hoso 1Jgsh JJloedld [Js es¢d cedsdle XDR.



Uity sCC

_— Events & Logs X
a Events
Dashboard Event Logging
Jobs
-
Multicloud Secure Cloud Analytics
Defense
Monitor Lugﬁ
Change Log
_' Firewall Threat Defense
Insights &
Reports
A

Events & Logs

lJgl9é 5. pl I swp jub guwle wedsdle XDR IJglue o o Security Cloud Control Portal
(CDO). weulz lJs IJelds pu lu wedsdle XDR p3pzé pe XDR. Josl bs wedsdle XDR.
loedd |Js Settings>Integration>XDR. luze g0 wdled XDR 90lds o0 929 wedd gL, 9pu 1
9228 IJedlpd oyvs) lds pdumwumsé XDR IJozses.



XDR

Integrations

~ Cisco XDR Integration

Status: Enabled

IJozdd pu lduoes

2288 pu lu 2olu Ieelss IUlews ©d9e wluuble lole (wolpz bolis Iy ge)ld): sdiesle IdopwdJ
loogd !-J:S IJoedsd>ldpdle>lole Idoslee ool Jizsle Idobud: loedd lJs
Analysis>lzsle 1o lbood.

Sedd pu woes IUlesle [Jpuweds eds wolus SSE Jel 09 p3dg) Bes 1Ugb9s 4 wuwesd 1Jizosé
eJs Suwpe SSE.

©2d8 pu LOES ExuP 030 Ipedsele eds Jszs pedsele Cisco XDR Iy vz bl eu uvedle slzos
wped IJobosdle (API) zos sedud IUlbdle eds pwow Ouud 9lzod wypzd lJoboséle
(API) IJpzwpd.

02838 eu lu zese Jpuwclors erovbyu pel vuvdd Lorse: Bl e bosd pusldd. Idee
2lJs oy 5 1dpuwless 1JBuss 990 wuyds) Idovdlosd IJoldse:

* ro&)-._Q puuoi@ CDO
* luup CDO
« XDR Org ID

* ro&)gé rou.uoi@ SSE

° lu“r° SSE

* P& p9uwuws SCA
lweduuld IJlgble gl oJlzol
IJo il puuldd IJleold

Spedud IUJGvd g puilIdd IUloold 1Jglps oo pJud action_queue.log. Ws zldle 1 v



Spdud 4956 030 IJuwedle 1Je9z9r6 Vs 1dpdus:

ActionQueueScrape.p1[19094]: [SF::SSE::EnrolTment] canConnect: System (/usr/bin/curl -s --connect-timeo

B 0do lJelds: seus ues IUesz 28 luwols pods IJgpdss sszw IJozdd pu ldlouold
CAdlocsve. see lo wos ksual e 1dEse 6 1d3s seus punldd B 586 DNS

puvdJle 1Jleold wuwow 3§56 DNS

IJglogs 1. olds pu o IUlouold sepd wuvdd Lozse.

root@ftd0l:~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com/

* getaddrinfo(3) failed for api-sse.cisco.com:443

* Couldn't resolve host 'api-sse.cisco.com'

* Closing connection 0

curl: (6) Couldn't resolve host 'api-sse.cisco.com'

s9u2e o3l 1JIE)lz 1o 1Jzols £y By eds 2J ewsle URL https://api-sse.cisco.com. 9. 030
IJzlds. veele IJs 1doedd pu odssu ¢hp DNS Ipuluwe: sspdu Idoeldd pu wozee
wluweéslp NSLOOKUP oy 9lzos b, 1JI9le, (CLI) 1Ugws):

root@ftd0l:~# nsTookup api-sse.cisco.com
;; connection timed out; no servers could be reached

s9uoe 03l 1JIglz Iue Jp sep 1Jsuo9d 1Js DNS IUss wp wdssuo: Joldss leslsle DNS,
Iuwegspe 1Jie, show network:

> show network

[ System Information ]

Hostname : ftdol
DNS Servers I X.X.x.10
Management port : 8305
IPv4 Default route
Gateway ToX.X.x.1
[ ethO ]
State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500

MAC Address T OX:IX:X:Xx:9D:AS


https://api-sse.cisco.com

Configuration : Manual

Address T OX.X.X.27

Netmask 1 255.255.255.0

Broadcast T X.X.X.255
—————————————————————— [ IPv6 J----——-==—=—— ===~
Configuration : Disabled

[ Proxy Information ]
State : Disabled
Authentication : Disabled

B 03l IJpild: wp luwegsle ¢lop DNS IJgbl spdoud wiss) lesble DNS luuagsle o3l 1Jie):

> configure network dns x.x.x.11

w8 ool o3l IJlouold py6 1,6 9030 1Jpr6: sIsu Ileuold vlzel.

root@ftd0l:~# curl -v -k https://api-sse.cisco.com
* Rebuilt URL to: https://api-sse.cisco.com/
Trying X.X.X.66...
Connected to api-sse.cisco.com (x.x.x.66) port 443 (#0)
* ALPN, offering http/1.1
* Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56:!aNULL:!LOW: !RC4:@STRENGTH
successfully set certificate verify locations:
* CAfile: none
CApath /etc/ss1/certs
* TLSvl.2 (OUT), TLS header, Certificate Status (22):

* TLSvl.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1l.2 (IN), TLS handshake, Request CERT (13):

* TLSv1l.2 (IN), TLS handshake, Server finished (14):

* TLSvl.2 (OUT), TLS handshake, Certificate (11):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSvl.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

* subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

expire date: 2021-12-03 21:07:00 GMT

* issuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

SSL certificate verify result: self signed certificate in certificate c hain (19), continuing anyway.
> GET / HTTP/1.1

> Host: api-sse.cisco.com

> User-Agent: curl/7.44.0

> Accept: */*

>



HTTP/1.1 403 Forbidden

Date: Wed, 08 Apr 2020 01:27:55 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5el7b3f8-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
Strict-Transport-Security: max-age=31536000; includeSubdomains;

A A ANANAANANAANANANANNA

puvldd lJogwesd IUs w9lusé SSE

seolz 9 po FMC szl Izelsé 1T s louald weoslo SSE URL Js slzos 1L 1J¢lo8
wopl JIzeol, Ileuald: sed 030 IUlsle, gds Firepower CLI og 1J9 09J 1Jz5):

<{froot>

curl -v https://api-sse.cisco.com providers/ssel/services/reqgistration/api/v2/clients --cacert /ngfw etc/

curl -v https://est.sco.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

curl -v https://eventing-ingest.sse.itd.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

curl -v https://nmx01.sse.itd.cisco.com--cacert /ngfw etc/ssl/connectorCA pem

Sedu eles IJezdd po Idgbolss wosl 1Jie):

root@ftd0l:~# curl -v -k https://api-sse.cisco.com

Rebuilt URL to: https://api-sse.cisco.com/

Trying X.x.x.66...

Connected to api-sse.cisco.com (x.X.x.66) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT:!EXPORT40:!EXPORT56: !aNULL: !LOW: !RC4:@STRENGTH
successfully set certificate verify locations:

* CAfile: none

CApath: /etc/ssl/certs

* TLSv1l.2 (OUT), TLS header, Certificate Status (22):

* TLSv1l.2 (OUT), TLS handshake, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Server hello (2):

* TLSv1l.2 (IN), TLS handshake, Certificate (11):

* TLSv1l.2 (IN), TLS handshake, Server key exchange (12):
* TLSvl1l.2 (IN), TLS handshake, Request CERT (13):


https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients
https://est.sco.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://mx01.sse.itd.cisco.com

* TLSvl.2 (IN), TLS handshake, Server finished (14):

* TLSv1l.2 (OUT), TLS handshake, Certificate (11):

* TLSv1l.2 (OUT), TLS handshake, Client key exchange (16):
* TLSv1l.2 (OUT), TLS change cipher, Client hello (1):

* TLSv1l.2 (OUT), TLS handshake, Finished (20):

* TLSv1l.2 (IN), TLS change cipher, Client hello (1):

* TLSv1l.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSv1.2 / ECDHE-RSA-AES128-GCM-SHA256

* ALPN, server accepted to use http/1.1

Server certificate:

subject: C=US; ST=California; L=San Jose; 0=Cisco Systems, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMT

* expire date: 2021-12-03 21:07:00 GMT

* jssuer: C=US; O=HydrantID (Avalanche Cloud Corporation); CN=HydrantID S SL ICA G2

SSL certificate verify result: self signed certificate in certificate c hain (19), continuing anyway.
GET / HTTP/1.1

Host: api-sse.cisco.com

User-Agent: curl/7.44.0

Accept: */*

HTTP/1.1 403 Forbidden

Date: Wed, 08 Apr 2020 01:27:55 GMT
Content-Type: text/plain; charset=utf-8
Content-Length: 9

Connection: keep-alive

Keep-Alive: timeout=5

ETag: "5el7b3f8-9"

Cache-Control: no-store

Pragma: no-cache

Content-Security-Policy: default-src 'self'
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=bTlock
Strict-Transport-Security: max-age=31536000; includeSubdomains;

AAANANAANANAANAANAANANAYVY YV V VYV

N Llebs: cound gds 1suslds 403 1pebs,6 Jio Iegdele Ipsunds po 1IEoul, Jsuss
ol sw98g0 SSE 9JJy 03l seww el Wso IJJVlss JJwz 9l pu lJlouold.

ozl pu gldé SsecConnector

sedud IJezdd pu tuolisue IUpsued Jel 09 psuot.

# more /ngfw/etc/sf/connector.properties
registration_interval=180
connector_port=8989
connector_fgdn=api-sse.cisco.com

JJozdd pu IJlouold wse SSContor g EventHandler IJss spdod luvogsle o3l 1l 03l peld
eds logold uwsts:

root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock



unix 2 [ ACC ] STREAM LISTENING 3022791165 11204/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnecto

Bs pold eds louald Sloo spdod 1o ous o elds 1Usd s pouods:

root@firepower:/etc/sf# netstat -anlp | grep EventHandler_SSEConnector.sock

unix 2 [ ACC ] STREAM LISTENING 382276 7741/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.soc

unix 3 [ ] STREAM CONNECTED 378537 7741/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.soc

IJezdd pu ldoslole IJeuwds [Js woleé SSE 9 CTR

Jbuwld Jizsle po zols 231 Iz plsé 1Ulee JJlbJle eds zles louvle louold TCP og
https://eventing-ingest.sse.itd.cisco.com o3l p&ld gds louold Jp swpe loublse wsu psgd SSE
9ol 1Uzplss 1Ulew:

root@firepower:/ngfw/var/lTog/connector# 1sof -i | grep conn
connector 60815 www 10u IPv4 3022789647 0tO0 TCP localhost:8989 (LISTEN)

connector 60815 www 12u IPv4 110237499 0tO TCP firepower.cisco.com:53426->ec2-100-25-93-234.compute-1.a

s IJpsuod I wedle:

time="2020-04-13T14:34:02.88472046-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:co

time="2020-04-13T14:38:18.244707779-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:
time="2020-04-13T14:42:42.564695622-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:
time="2020-04-13T14:47:48.484762429-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:
time="2020-04-13T14:52:38.404700083-05:00" level=error msg="[firepower.cisco.com][events.go:90 events:

S pdlebs: Jlebo 1o g0lose IP 1Jpg 9,06 X.X.X.246 9 1x.X.246 wuwpes lJs https://eventing-
ingest.sse.itd.cisco.com 9szw o owgsy 9dodl lduwow Vlu ldeguoss os Iduwele Jg)yJs
o9 Ideslule wwyles SSE |gweubl [ds URL wadl pu guldsy IP.

I3l Jp sop lousle o3l IJlouold BJo sop buwld IJizsle 1Js wslwé SSE. o3l peld sds louold
Slow wsu b IUzplss IJley 9p5¢J SSE:

root@firepower:# 1sof -i | grep conn
connector 13277 www 10u IPv4 26077573 0t0 TCP Tocalhost:8989 (LISTEN)

connector 13277 www  19u IPv4 26077679 0t0 TCP x.x.x.200:56495->ec2-35-172-147-246.compute-1.


https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com

Il spdo cuwrsd 1Jzols (FTD) B guues Joede B uwelws 1iely

I3l ogsy ouvesd zolid B "ldoedp B guelus IUlele" Bolds pu w9l louold wo Jpuwale,
CDO|JPkag.

JJozdd pu guslu URL IJuozsz: lowdd [Js Administration> e, 156 gl 1Jzelsé: ga> Cloud
Delivered FMC. Ws IJzlow IJlsuw) 1dedss po yivluvod: spdud H986 luwe IJpuos.

admin@exAmpFTD:~$ nc -vz XXXXXXXX.app.us.cdo.cisco.com 443
Connection to XXXXXXXX.app.us.cdo.cisco.com 443 port [tcp/https] succeeded!

Bl doo Jl ojld wslze pusldd JJloueld  CDO. Belds o0 Vo 1Jpeuds 8305 o3l peld eds
pubdJo loold.

admin@AMP-DMZ-FPR:~$ sudo tail /ngfw/var/log/messages

Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_peers [INFO] Peer xxXXXXXX.app.us.cdo.ci
Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_ss1 [INFO] Connect to XXXXXXXX.app.us.cd
Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_ss1 [INFO] Initiate connection using res
Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_ss1 [INFO] Initiate IPv6 type connection
Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_ss1 [INFO] Initiate IPv4 type connection
Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_ss1 [INFO] Initiate IPv4 connection from
Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_ss1 [INFO] Initiating IPv4 connection to
Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_ss1 [INFO] Wait to connect to 8305 (IPv4
Jan 25 18:48:56 AMP-DMZ-FPR SF-IMS[20448]: [1465] sftunneld:sf_ss1 [INFO] Connect to x.x.x.51 failed on

op wuwesd IJzols [Js puvelz) SSX ¢lbis

Spdud IJoedd pu ls puwelz, SSX puwzd B FMC 1JglLo .

admin@fmc01l:~$ curl localhost:8989/vl/contexts/default/tenant

{"registeredTenantInfo": {"companyId":"689xxxxx-eaxx-5bxx-blxx-a7662axxxxx","companyName":"XDR BETA - TA

131 Jlo puwole) SSX Es) woese: weole IJs lebs wodss IJgbole Jogwesd IUizojé bs SSX

I3l Jlo puwaley SSX Lozsel 9JIo puwelz, CDO és) prowb wpduwuws SSX IJpuluus:
lzle Idlouold o TAC pg 030 Idolosd:

. pEJLS PL)”CJEJ SE&X
. pEJgS PL}”ﬁjE) CHD()



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



