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Description

Configuration Path Logging

Applies to

Deployment
Number of
Sessions

Transparent
Deployment

SWA routes the traffic to
Bypass from SWA  HTTPS & HTTP @ GUI = Web Security Manager > Bypass Settings Bypasslogs 1 configured gateway (Layer 3
redirection)
Bypass from Traffic Redirects to the
WCCP Router HTTPS & HTTP E WCCP Router No Logs on SWA 0 Gateway from Router
Bypassfrom PAC  HTTPS & HTTP B‘ From the PAC file No Logs on SWA 0 :f:;;““" arenatsentinithe
LEELEDUEED HTTPS & HTTP El From the Browser or Group Policy No Logs on SWA o | B
Browser proxy.
SWA does not decrypt the
Pass Through HTTPS & HTTP g;':: PO SR SN [ZEETLE Accesslogs 2 traffic and sends the same
= ClientHello to the web server.
SWA does not Scan the traffic
Decrypted Traffic & ; . with its scanning engines, such
Allow HTTP GUI > Web Security Manager > Access Policy Accesslogs 2 as AMP, Sophos, WebRoot,
AVC and ...
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A ] — O

Client SWA Firewall Web Server

s (2

@ o The Traffic is explicitly redirected to the web Proxy (SWA)

Default Gateway o The Traffic is Bypassed from the web Proxy (SWA)
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var resolved_ip = dnsResolve(host)

if (isInNet(resolved_ip, "10.0.0.0", "255.0.0.0") |
isInNet(resolved_ip, "172.16.0.0", "255.240.0.0") |
isInNet(resolved_ip, "192.168.0.0", "255.255.0.0") |
isInNet(resolved_ip, "127.0.0.0", "255.255.255.0")

I
I
I
)
return "DIRECT";

o3l pold Joglys 2yJé 1Jp,9) |Js www.cisco.com ey [gl36 w9zseo SWA

if (localHostOrDomainIsChost, "www.cisco.com")) return "DIRECT";
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http://www.cisco.com

if (dnsDomainIsChost, ".cisco.com")) return "DIRECT";

. pdlzbs: Lol lo pdd puwsgle 1suesd Idpzes Jsuw puce Cisco. Blo
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| &) Internet Properties l 9 ? X
General Security Privacy Conten Programs Advanced

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Network settings

Add...

Add VPN...

Remoave...

Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

lJuo9,6 - wuode s leshle LAN




&) Local Area Network (LAN) Settings

Automatic configuration

/] Automatically detect settings
[Juse automatic configuration script

_'1_-:-:r...._..

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

4] Use the same proxy server for all protocols

Proxy server
EUseapmxyservEffmwwmemsetﬁngswﬂnatapﬂvtu
dial-up or VPN connections).
Address: | 10.20.3.15 Port: 3128 ||| Advanced
[ ]Bypass proxy server for local addresses
OK Cancel
L2 Proxy Settings
Servers
A Type Proxy address to use Port
9 =
HTTP: 10.20.3.15 | #3128 |
Secure: 10.20.3.15 3128
FTP: 10.20.3.15 + | 3128
Socks: :

Exceptions

A
NE|

Do not use proxy server for addresses beginning with:

proxy

You can define the URLs/IP address to bypass going to

Use semicolons ( ; ) to separate entries.

oK
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IJglbgs 1. Ws IJ5laso 1Jedoss IUspus: lu@) eds Blispd I, bs IJedles 9g> S0.5iS6

lJlgshle. lJpuw e,
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lJglbgs 2. Vs Uiysbh IJoze lJow 9dsd. FireFox)

lJglogs 3. 235 gulssy URL IJws wyssol WS Idpldlog JI s9z> 99JsJ.

Connection Settings X

Configure Proxy Access to the Internet
() No proxy
() Auto-detect proxy settings for this network
(O Use system proxy settings
® Manual proxy configuration
HTTP Proxy 10.20.3.15 Port 3128
Also use this proxy for HTTPS

HTTPS Proxy 20.3.1¢ Port

SOCKS Host Port 0
(O SOCKS v4 @® SOCKS 5

(O Automatic proxy configuration URL

No proxy for
You can define the URLs/IP address to bypass going to proxy 9

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

["] Do not prompt for authentication if password is saved
‘hen us

Proxy DNS when using SOCKS v5

w296 - wzasy Idluwewulele W Fire Fox
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IUg 096 4. o5 1UJ926 IJSums: 235 1J9dle.

lJglo9s 5. 235 gulssy URL IJws wyssol WS Guwpe lesble welys 1Jedsd.

&) [ ] Network

IJglb9o 3. 168, W99 IJovdlosd.

<
Q P Wi-Fi
:Vl-ifll'r acted
]

@

Filters
E Wi-Fi

Bluetooth Firewall

Wi-Fi

@® Connected

@ Connected Auto proxy discovery

TCP/IP

DNS Automatic proxy configuration
WINS

B Web proxy (HTTP)

Proxies
Secure web proxy (HTTPS)

Hardware

SOCKS proxy

Exclude simple hostnames

«©
@ = | Details.. 9

Bypass proxy settings for these hosts & domains: 9
You can define the URLs/IP address to bypass from going to the

proxy

Forget This Network...
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@

Client WCCP Router SWA

o ©

@

—D

Firewall Web Server
o The Traffic is Transparently redirected to the SWA

g The Traffic is Redirected from the WCCP Router, to not go to the SWA

9 The Traffic is Bypassed in the SWA as a layer 3 traffic and routes to the SWA Default Gateway
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Bypass Settings

Sources/Destinations to Bypass Proxy: None
Custom Categories to Bypass Proxy: None Selected I

) ©

Edit Proxy Bypass Settings...

Application Scanning Bypass

Cisco WebEx: Do Not Bypass Scanning

Microsoft Update: Do Not Bypass Scannin 9

Edit Application Bypass Settings...

Edit Proxy Bypass

Proxy Bypass List: (?/ Al destinations and clients in this list will bypass web proxy policies when the appliance is in transparent
o0E

10.20.3.15, 10.0.0.60

bz

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
Note: Domains included in the bypass list will not support explicit requests if IP spoofing is enabled,

‘Custom URL Categories: (?) Add custom URL categories to Proxy bypass list.

None Selected

o [Subric |
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Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Comments; (7

_‘———._______» List Orders [T

e: | Local Custom Category ald

@T@@@

(e.9. 10.0.0.1, 2001:420:80:1::5, example.com.]

nced  Regular Expressions: (2

e regular expression per line. Maximum allowed characters 2048.
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

@ r{ Name: (2 [ Auth ID ]

(2. my 17 Prone,

subnets.

Description:
.
(Maximum aliowed characters 256)
—;- Insert Above: | |1 (Global Profile) v/
User Identification Methad
2.7 = i and i 2| Exempt from authentication / identification »*
‘ This option may not be valid if any preceding Profile requires on all

Membership Definition
Membership s defined by any combination of the following options. Al criteria must be met for the pelicy to take effect.

Define Members by Subnet:

.
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS

@ $ = Advanced | Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or

User Agents.

The following advanced membership criteria have been defined:

None Selected

Reaxy Ports:
URL Categories

None Selected

User Agents: Wone Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only
for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not
applicable for SOCKS transactions or transparent HTTPS (uniess decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,
regardless of the protacol selection above.

[Corcer
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Decryption Policy: Add Group

Enable Policy

_—.p[ Poliey Name: (21 ["5p pass Through ]

(e.g. my IT policy)

Description:

(Maximum allowed characters 256)
—

? ¢

Insert Above Policy: |1 (Global Policy)

Policy Expires:
CJ set Expiration for Policy

On Date:

AL Time:

Policy Member Definition

ip is defined by the

of the following options. All criteria must be met for the policy to take effect

Identification Profiles and Users: | select One or More Identification Profiles v/

Authorized Users and Groups || agq 1dentification Profile

[ | Noauth D ~ INc authentication required ™
TRenTication TTormation may not BE available at HTTPS connection time. For transparent

proxy traffic, user agent information is unavailable for decryption policies.

Identification Profile

?0

b Advanced | Define additional group membership criteria.

w296 - logile Juslws VI wyvls)

IJgb9s 3.9. Vs wog VI IJoyivds) Lopu wuodsse URL.
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Decryption Policies

Success — The policy group "DP Pass Through” was added.

Policies
Add Policy...
Order  Group URL Filtering Web Reputation Default Action Clone Policy Delete
DP Pass Through
1 Identification Profile: No Auth 1D (global policy) (global policy) [ -]
Al identified user
Pass Through: 0
Monitor: 0
Global Policy Decrypt: 0 '
Identification Profile: Al Drop: 0 Wi ecl2an e
Time-Based: 0
Quota-Based: 0

P90 - LSy wuedss URL

lJ¢bgo 3.10.SelectPass Throughas IJlg)le 1Jgl o 1 9is6
euslu URL IJos wp lugblgel s 1Ugbys 1.

Decryption Policies: URL Filtering: DP Pass Through

Custom and External URL Category Filtering

Add, edit, reorder or delete categories in the Custom and External URL Categories list.

Override Global Settings

Settings | Pess Through |Monitor  Decrypt | Drop (7' | Quote-Based | Time-Based
o =) o o (=]

Category Category Type  Selectall|  Select all elect all Select all | Select all (Unavailable) | (Unavailable)

€) No Proxy URL Custom (Local) - vy = =

3.10
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Access Policy: Add Group

Enable Policy

___»[ Policy Name: (2. | AP Allow ]
(e.. my IT policy]

Description:

(Maximum allowed characters 256)
5 Insert Above Policy: | 1 (Global Policy) |

© ¢

Policy Expires:
() set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

P1dentification Profiles and Users: | | select One or More Identification Profiles ~|

Identification Profile Authorized Users and Groups Add Identification Profile.
Il No Auth ID v I‘oauthent\:ﬂtinn required &

® 0

b Advanced | Define additional group membership criteria.
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Access Policies

Success — The policy group "AP Allow” was added.

Add Policy..
rotecols and
Order Group User Agents URL Filtering  Agplications _ Objects Anti-Malvare and Reputation HTTP ReWrite Profile | Clone Policy | Delete
AP Aliow
1 Identifieation Profile: No Auth 10 | (glonaaa Monitor: 1 (globai policy) | (giobal policy) | (global policy) cglobal policy) % e
Al identified Users
Block: 0
Worn: 0
Mnitor: 0
iobal Policy - Enabh
e o locksd kems KW 0 Not Available | No blocked items | Secure Endpoint: Enabled | None
Time-Based: 0

Quota-Based: 0
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lJglogs 4.10. 255 IJlg)le Allowas Judoisé gugly URL
lJpguoue IJos wp logilgel Judiss gu9ly URL IJos wpe
loublgel Bs 1Uglbys 1.




Access Policies: URL Filtering: AP Allow
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