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Use Received Headers: Enable Identification of Client 1P Addresses using X-Forwarded-For

Trusted Downstream Proxy or Load Balancer Add Row

| |

IP aggress
| Range Request Farwarding: Enable Range Request Forwarding ]
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https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html

Custom and External URL Categories: Add Category

Edit Custom and External URL Category
1 Category Name: | [windows Update URLS

Comment ts: (7.

2.3

25 —| ust Order: [3 I
[ Category Type: | Local Custom Category ~ ]
/ Sites: (2 windowsupdate. n soft.com, Sort URLs
late : coms

.update.microsi Click the Sort URLs button to sort
all site URLs in Alpha-numerical
order.

cof
download.windowsupdate.co
ntservicepack.microsoft.com, go.microsoft.com,

dl.delivery.mp.microsoft.com, .delivery.mp.microsoft.com

\

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

2.7

OEOE

e
Enter one reguiar expression per line. Maximum allowed characters 2048.
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

|

> Name: (7' [MS Update No Auth ]

TETTTY IO,

Description:

User Identification Method

@
)
‘Maximum allowed characters 256)
Insert Above: | 1 (Global Profile) ~

> ion and 1: .20 | Exempt from authentication / identification v

i e T ot fication Profile requires authentication on alf
subnets.

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet:

A
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
@ #| = Advanced  |Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
ser Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected
3.10 »|  URL Categories: Windows Update URLs
User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protocol selection above,
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% SWA Decryption Policy: Add Group

Enable Policy

4.3 { Policy Name: (2 I Bypass MS Update DP ]

eIy T PO

Description:

(Maxtmum alfowed characters 256)

4.5 [ insert Above Policv: | (clobal Policy) ~ ]

Policy Expires: -
] et Expiration for Policy

On Date

At Time:

Policy Member Definition

Membership is defined by the combination of the faliowing options. All criteria must be met for the policy to take effect.

4.6 [ Profiles and Users: | | select One or More Identification Profiles ]

L

Identification Profile Authorized Users and Groups Add Identification Profile

a7 { M5 Update No Auth v] No authentication required ™

AUThentication ITarmation may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

se the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
ategory), or User Agents,

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: Mo Time Range Definitions Available

see Weh Security Manager > Defined Time Banges)

URL Categories: URL Categories Windows Update URLs in Identification Profile MS Update No Auth ]

Soome
w296 - louble Jusluws B oS,

IJglo9s 4.12. WS voz VI lJoLvds): yopu wuodss URL: 1u@) 999
IdLhoolb IJe ol wuoz WY IJogvlds) 1Jgas> o3l

IJglogs 4.13. 23> PassThroughas IJlg)le 1Ugl o wiso gu9ly URL
Jozssele Microsoft.

Decryption Policies

Add Policy...

Order | Group URL Filtering Web Reputation Default Action Clone Policy Delete
Bypass MS Update DP
4.12 1 Identification Profile: MS Update No Auth Monitor: 1 {global policy) (global policy) G -1
= Alldentified users
Global Policy Monitor: 81
Identification Profile: All Decrypt: 4 =i Ll

y Order...

Decryption Policies: URL Filtering: Bypass MS Update DP

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.
Use Override Global Settings
Global = -
Settings || Pass Through | Monitor | Decrypt | Drop (2 Quota-Based = Time-Based
413 © 2] (3] (] (2] ©
Category Category Type  Select all Select all Select all  Select all | Select all (Unavailable) | (Unavailable)
€ Windows Update URLs Custom (Local) - V/ - -

| Cancel |
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Access Policy: AP Windows Update

Enable Policy

s | AP Windows Update ]
(=g, my IT policy)

——r Policy Name
| Poler

@
Description:
(Mzximum allowed characls
55 {Jﬂm" Above Policy: 1 (Global Policy)
Policy Expires:

Set Expiration for Policy

B

On Date:
At Time:

Policy Member Definition

Membership is defined by the combination of the fallowing options. All criteria must be met for the policy to take effect.

rL Profiles and Users: | select One or More Identification Profiles ]

Identification Profile

I

e the Advanced options to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
ategary), or User Agents.
The following advanced membership criteria have been defined:

Authorized Users and Groups, Add Identification Profile
(At an P e

No authentication required 8

©]O00,

Protocols: HTTR/HTTPS/FTP over HTTP in Identification Profile MS Update Mo Auth
Proxy Ports: None Selected
Subnets: None Selected

Time Range: No Time Range Definitions Available
L L2 D

<pe Web Security Manager efined Time RANges)

URL Categories: URL Categories Windows Update URLs in Identification Profile MS Update No Auth]

& Selected

| Cancel |
lJue9)6 - logble gusluwé 1Jsuosd
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loubldel Jogssele Microsoft.

121096 5.14. 168, 98 LiwlJ.

Access Policies

Add Policy.

Bl o
Protocols and
Order | Group User Agents URL Filtering  Bpplications  Objects Anti-Malware and Reputation HTTP ReWrite Profile Clone Policy | Delete
AP Windows Update bioci: 5
5.12 1__ Identification Profile: MS Update No Auth _(global policy) | Memitar: 1 E2-0 % o (global palicy) | {glebal policy) (giobal policy) G -}
. T aentimed e «

Web Reputation: Enabled
okl By s Mo blocked Rtems Monitor: BS  Dioo € | No blocked tems | Secure Endpoint: Enabled None
B i Anti-Malware Scanning: Enabled

Access Policies: URL Filtering: AP Windows Update

‘Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this poiicy.
Use rride Global Settings
;:m,'s Block  Redirec] Aliow (7 | Monitor  wam (7 Quota-Based Time-Based
5.13 29, O 1O o 2] c
Category Category Type | Select all l Selectall Selectal| Selectall [Selectall Selectall (Unavailable) (Unavailable)
© Windows Update URLS Custom (Local) - | o - -
__J )

Juo9,6 - wessu lduwelz oldlzg)le BERY euslu URL

lJglb9s 5.15. Vs LoWeo uwsluwle 199l Lopu IJobousdle lud,
W99 IdLhowlb IJpde,u wuoz 19ue9d 1Jzass 03l

Access Policies

Add PoliCY...
Protocols and
Order Group User Agents URL Filteri Agplications  |Objects Anti-Malware and Reputation HTTP ReWrite Profile  Clone Policy  Delete
AP Windows Update
5.15 1 Identification Profile: MS Update No Auth | (global policy) | Allow: 1 || Monitor: 324 [(global policy) | {global policy) (glabal policy) [ ] -]
3 TSR >

‘Web Reputation: Enabled
Lo A No blocked items | Monitor: BS | Monitor: 324 | No blocked items | Secure Endpolnt: Enabled None
3 Anti-Malware Scanning: Enabled
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Access Policies: Applications Visibility and Control: AP Windows Update

Edit Applications Settings

I

Define Applications Customn Settings

Applications Settings

| Browse Application Types | Applications Info &

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings
% Blogging ) 22 Monitor
Edit all...
% Collaboration 8 Monitor
Edit all
aan Enterprise Applications (:’ 6 Monitor
Edit all.

& Bandwidth Limit: No Bandwidth Limit
an Facebook

) 10 Monitor

Edit all...
o File Sharing ) 39 Monitor
Edit all
a“,, Games Set action for 6 applications of type: Games

() Leave current settings

| Settings (& Monitor)
5.17 * | ® Block

Edit all...

lJue9,6 - owb gpdss wbosd 9lzrs Jeb,

IUgs6 5.19. $p wlJepisy [Us lesble bdo IJubls Jduwe IJuot.
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Total: 324 Applications (6 Blocked, 318 Monitored)

Range Request Settings for Policy
@ Range Request Bypass: | Forward range requests o

For optimum application detection, range requests should be ignored (not forwarded to the web server)
when using AVC. However, this will result in higher bandwidth usage. Exceptions to this setting may be
specified below.

Exception list: (?

Enter a newline delimited list of clients or destinations. Regular expressions are accepted.

Cancel
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Access Policies

Add Policy.
Protocols and
Order Group User Agents URL Filtering  Applications  Objects Anti-Malware and Reputstion  HTTP ReWrite Profile Clone Policy Delete

AP Windows Update Badkis

1 Identification Profile: MS Update No Auth | (global policy) | Allow: 1 Moo 31 | (global policy) | (global policy) (global policy) [ 1]
All identified users

Web Reputation: Enabled
mhfu‘:’;mw m No blocked items | Monitor: 85 |Monitor: 324)| No blocked items | Secure Endpoint: Enabled Hone
L 2 Anti-Malvare Scanning; Enabled
5.21
Edit Policy Order
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Iowegse 1o, curl o3l JLuwld bdo obld [Js SWA:

curl -vvvk -H "Pragma: no-cache" -x 10.48.48.181:3128 -H 'Range: bytes=0-100' 'http://catalog.sf.d1.del

pu pozle Id curl lue suvelbse Jlse IJ HTTP [gueglwé HTTP/1.1 206:

GET http://catalog.sf.dl.delivery.mp.microsoft.com/filestreamingservice/files/f263aa64-f367-42f0-9cad
Host: catalog.sf.dl.delivery.mp.microsoft.com

User-Agent: curl/8.7.1

Accept: */*

Proxy-Connection: Keep-Alive

Pragma: no-cache

Range: bytes=0-100

*V VV V V V VYV

Request completely sent off
HTTP/1.1 206 Partial Content

A

po wwedle 1Us o9 spdoud puiless IJz)le o9 TCP_CLIENT_REFRESH_MISS/206:

1773942471.096 14 10.190.0.206 TCP_CLIENT_REFRESH_MISS/206 860 GET http://catalog.sf.dl.delivery.mp.mic


https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html

pedyple slo LoJs

. >J5J IJp. WOEdp J AsvncOS 15.0 J Cisco Secure Web Appllance GD(y,, w) Fl,o) -



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



