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Custom and External URL Categories: Add Category

Edit Custom and External URL Category
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

2.4 J Neme: (2 [upstream Proxy ID Profie
° L (e.g. my IT Profile)
Description:
y
tai hacac ]
4" Insert Above: |1 (AD Group Test) ]
1 and k¢ Users 4
Authentication Realm| = select a Realm or Sequence: (7 ADDS v
Select a Scheme: Use Kerberos or NTLMSSP or Basic
2.7 Scheme pplies to HTTP/HTTPS only.

If a user fails authentication: ) Support Guest privileges (2

Authorization of specific users and groups is defined in subsequent policy layers

(see Web Security Manager > Decryption Policies, Routing Policies and Access Policies).

Authentication Surrogates: (2 _
® 1p Address

O persistent Cookie

© session Cookie

Membership Definition

s defined by any

of the following options. Al criteria must be met for the policy ta take effect.
Define Members by 5ubnelr

10.0.0.0/8
28
4
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80.1.:5, 2000:db8::1-2000:db8::10)
Define Members by Protocol: HTTRHTTPS
= Advanced Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
v
The following advanced membership criteria have been defined:
Proxy Ports:
URL Categories: | None Selected
2.9
User Agents:  TOTESTTECTED
The Advanced options may b cific. For inst er agent strings are applicable only
for HTTP and decrypted HTT} URL Categories, including Custom URL Categories are nat

riy, € , e
applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
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Add Upstream Proxy Group

. upstream Proxy
Proxy Servers:  prowy Address Por onnection | Add Row
Attempts 2
[ [10.48.48.182 [3128 [2 &
34
L [10.48.48.183 [3128 [2 @
Host name, IPv4 or IPV6 address. Any number
greater than
o
= @
lure Hz group
@
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Certificate Management

Add Certificate...

Certificate Common Name Issued By Domains Status Time Remaining Expiration Date Delete

Export Certificate.

Weak Signature Usage Settings
Restrict Weak Signature Usage: Disabled

Edit Settings
Certificate FQDN Validation Settings
Certificate FQDN Validation Usage: Disabled
Edit Settings
Certificate Lists
Updates.
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Sat Mar 07 00:08:32 2026 26 Failed to Fetch Manifest
Cisco Certificate Blocked List Success - Sat Mar 07 00:08:32 2026 13 Failed to Fetch Manifest
No updates in progress.

Trust Root Certificates: 246 certificates in Cisco trusted root certificate list

0 custom certificates added to trusted root certificate list
l Manage Trusted Root Certificates... °
Certificate Based Authentication/RADSEC Root 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list

Certificates:

Manage Certificate Based Authentication/RADSEC Root Certificates...

Blocked Certificates: 19 certificates in Cisco blocked certificate list

View Blocked Certificates...
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Routing Policy: Add Group

Policy Settings

Enable Policy

voley vome: 0| [Couting oty ]

(e.g_my IT policy)

Description:

(Maximum allowed characters 256)
Insert Above Policy: | | 1 (Global Palicy)
Poii-v Member Definition

defined by the of the following options. All criteria must be met for the policy to take effect.

Profiles and Users: | | seject One or More Identification Profiles |

Authorized Users and Groups Add Identification Profile

Upstream Proxy 1D Profie v | ® Al Authenticated Users

Identification Prafile

O Selected Groups and Users (2
Groups: No groups entered I}
Users: No users entered

b Advanced | Define additional group membership criteria.
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Routing Policies

Add Policy... |

Order  Members Routing Destination 1P Spoofing Clone Policy Delete
Partial Routing Policy
1 Identification Profile: Upstream Proxy ID Profie (global policy)
All identified users
irect Connection

(global policy) | ) @

Global Routing Policy Do not use IP Spoofing
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2 13:52:35 2026 Info: PROX_CONNTRACK : 940 : [15968:0] Peer-upstream 10.48.48.182:3128 was hea
2 13:52:36 2026 Info: PROX_CONNTRACK : 940 : [15968:0] Peer 10.48.48.182:3128 was sick, now he

2 13:59:37 2026 Info: PROX_CONNTRACK : 60 : [71197:0] Peer 10.48.48.183:3128 remains sick afte
2 13:59:39 2026 Warning: PROX_CONNTRACK : 70 : [71197:0] Peer-upstream 10.48.48.183:3128 decla
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https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
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https://www.cisco.com/c/ar_ae/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
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https://www.cisco.com/c/ar_ae/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
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