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Configuration File

Current Configuration

Configuration File:
®  Downlcad file to local computer to view or save .—@
O savefile to this appliance (sourceSWA.amojarra.amojarra)

O Email file to: [

Separate multiple addresses with commas. Maximum allowed
haracters 8192.
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Certificate Management

Appliance Certificates

Add Certificate.

Time

Certificate Common Name Issued By Domains | Status | Remaining Expiration Date Delete
SWA Source GUI SWA Source GUL SWA Source GUI May 11 20:14:56 2028
Certificate rtificate GMT

Cer Certificate N/A Active | 799 days
Export Certificate...

Weak Signature Usage Settings

Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings

Certificate FQDN Validation Usage: | Disabled

Edit Settings
Certificate Lists
Updates
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundie Success - Fri Feb 27 20:18:56 2026 26 Not Available
Cisco Certificate Blocked List Success - Fri Feb 27 20:18:56 2026 13 Not Available

No updates in progress. Update Now
Trust Root Certificates; 246 certificates in Cisco trusted root certificate list /@
© custom certificates added to trusted root certificate [t /

Manage Trusted Root Certificates.

Certificate Based Authentication/RADSEC Root 0 custom raot certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based ion/RADSEC Root Certificates... |

Blocked Certificates: | 19 certificates in Cisco blocked certificate list

View Blocked Certificates...
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IJ2bg6 3.3. 9p wuyuwse JJd wirgsue e 9899
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Manage Trusted Root Certificates

certificate:
certificate list. Add certi

tes should be trusted based on t
es to this lst in order

Expiration Date Onciscolist | Delete
Mar 22 22:13:04 2036 GMT Yes. @

Jan 29 21:07:33 2036 GMT N &

» DigiCert Global G2 TLS RSA SHA256 2020 CAL Mar 29 23:59:59 2031 GMT N ]

1 Jun 3 19:32:54 2041 GMT N @

Jun 3 19:32:54 2041 GMT N &

> 8 Jul 2 12:42:50 2030 GMT N @
Submit
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Certificate Management

' Appliance Certificates

Add Certificate.

Time
Certificate Common Name Issued By Demains | Status | Remaining Expiration Date Delete
SWA Source GUI SWA Seurce GUI SWA Source GUI May 11 20:14:56 2028
Certiicate Certiicate cate WA | Acive | 795 dars Gt @

| Export Certificate... |

Weak Signature Usage Settings

Restrict Weak Signature Usage: | Disabled

Edit Settings

Certificate FQDN Validation Settings

Certificate FQDN Validation Usage: | Disabled

Edit Settings

Certificate Lists

Updates
File Type Last Update Current Version New Update

Cisco Trusted Root Certificate Bundle Success - Fri Feb 27 20:18:56 2026 26 Not Available
Cisco Certificate Blocked List Success - Fri Feb 27 20:18:56 2026 13 Not Avalable
No updates in progress. [ Update Now |

Certificate Management

Trust Root Certificates: 246 certificates in Cisco trusted root certificate list
6 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates.

Certificate Based Authentication/RADSEC Raot | 0 custom root certificates added to Certificate Based Authentication/RADSEC root certificate list
Certificates:

Manage Certificate Based \DSEC Root Certificates... |

Blocked Certificates: | 19 certificates in Cisco blocked certificate list

View Blocked Certificates... |

1Ju29,6 - wuoss) ybold 9lzesd IJpuwese IUyuw9psd

IJglo9s 5.1. pu 9lgod IJpuwegspe Iy)um9pssd luwgd
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Edit Idantity Services Engine Sattings
Enable ISE Service.

Primary ISE pxGrid Node: | The Web Appltance will communicate with the ISE pxGrid node to support Web Appliance data subscription (angoing updates). A primary ISE pxGrid
de {server) must be configured.

[[SELamojarraamoaja__ (tostoame or [Py adress)

1SE pXGrid Node Certifcate

1f the ISE pxGid node certfcate s signed by a Certiicate Authoriy, confirm that the Certificate Authoriy i listed In the Trusted oot Certifcates st

(see Network > Certficate Management) and Upload the CA-signed roat certicate beiow. If the certfiat s self-signed, export the certificate from the
‘oXGrid node to add below. You can upioad Includes any

Certicate: [Ghossa Fi | No fle chosen Cipoad s ]

Comman nsme:  ISE1 amojarrs.amofarra

organizatir

Expiation Date: Mar 3 21:00:04 2027 GHT
Basic Constrants:  Not Critical

Download Certiicate.

with the ISE pxGrid nade to support Web Appllance data subscription (ong
ISE pxGrtd Node , use

Secondary The Web Appllance
ISE pxGeid node (server) Is optional,

[ amaparra ameajms (Hostrame or 164 address)

1SE pxGrid Node Certficate

g updates). Specifying a secondary
‘command from the cf,

Root Certifcates fist
he certicate from the

ode certfcate s signe n that the Certificata 4
s rtifcate Management) and upload the CA-signed root certiicate below. If he cf
ISE pxGrid node (o add Delow. You can Upload the certiicate chain éhat incudes any intermedlal

ority is sted in the Trust
eif-signe

Certieate: [ Choosa Fi | Mo fie chosen

Common name:  I5E2.amajarra.amojarra
Organization:
Organizationa Unit:
Country:

Expiration Date:  Mar 321100105 2027 GMT

Basic Constraints: Mot Critical

Download Certificate
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Authentication

Authentication Realms.

Add Realm...
Transparent User Base DN or
Realm Name Server Type Scheme(s) Servers ificatio Net8IOS Domain Delete
ADDS Active Directory | Kerberos, NTLMSSP, Basic | 10.48.48.17 Not Enabled AMOJARRA '

Glabal Authentication Settings

Action if Authentication Service

ailable: | Block all traffic if authentication fails

ndling: = Log Guest User by: IP Address IJ-absé 7. w-IOI)é !El)é o}aéo
lJeuol> 96

Failed Authenticati

Re-authentication: = Disabled
Basic Authentication Token TTL: | 3600

redential on: | Enat
I edi ostname: | 7.3
Credential Cache Options:  syrrogate Timeout: 3600 seconds

Client IP Idle Timeout: 3600 seconds

User Session Restrictions: | pisabled

Header Based Authentication: = Disabled

Secure Authentication Certificate: c

Expiration Date:  Mar 3 20:31:36 2027 GMT
nts:  Not Critical

Edit Global Settings...
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Routes

IPv4 Routes for Management and Data Traffic (Interface M1: 10.62.131.143, Interface P1: 10.10.10.10, Interface P2: 20.20.20.20) %
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SWA_CLI> revert

This command will revert the appliance to a previous version of AsyncOS.
lJglbgo
Warning: Reverting the appliance is extremely destructive. 10.

The following data will be destroyed in the process and should be backed up:
- current system configuration file E}dLJU

- all log files SWA

- all reporting data (including saved scheduled and archived reports)

- any custom end user notification pages

This command will try to preserve the current network settings.

Reverting the device will cause a reboot to take place.
After rebooting, the appliance reinitializes itself and reboots

again to the desired version, with the earlier system configuration.

Do you want to continue? [N]> Y
Are you sure you want to continue? [N]> Y

Available versions

1. 12.5.1-011

Please select an AsyncOS version: 1

You have selected "12.5.1-011".

The system will now reboot to perform the revert operation.

SWA roe-.’)gu.u |.JCJ~3J_9§L'J
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p J¢>pé Active Directory.

IJglo96 17.3. 1o 8,y 998 Iluoele 1Us 1peld
9bgd vslule Idlgwels:

Add Realm

Authentication Realm

RealmName: [ADDS

Authentication Server Type and Scheme(s): | |Active Directory (Kerberos, NTLMSSP or Basic Authentication) /|
Active Directory Authentication

Active Directory Server: | specify up to three Active Directory servers:
(O set source Interface

Source Interface:

10.48.48.17

hostname or IP address

Active Directory Domain: () [smojarra amojarra

Computer Account (2.
Location: - [Computers

(Example. ir it
Enable Trusted Domain Lookup

Join Domain...

Active Directory Account:

—

Status: Computer account fordwsa125$ not yet created.

lJue9,é - IJluuople |Js Active Directory

IJglo9s 17.4. 108, B9 LiuwlJ.

lJglogs 17.5. W6 2lJs wpdsy wuvds)
wslolo IUlgw el 9p wlgwos)ls guolss
Upuobéé |JLOQ6.

IJg 1096 17.6. oldds pu Lozs luwpe lJpuosd
Jlghé [Jwgzse.

Authentication

Add Reaim...

Transparent ser
Realm Name Server Type Scheme(s) Servers Identification NetBIOS Domain Delete
AoDS Active Directory | Kerberos, NTLMSSP, Basic _ 10.48.48.17  Not Enabled AMOIARRA 8

Global Authentication Settings

le: ' Block all traffic if authentication fails

ing: Log Guest User by: IP Address.
fon:  Disabled

Header Based Authentication: Enabled

Edit Global Settings...
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